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Kaspersky Lab ZAO is an owner of all rights, whether exclusive or otherwise to Kaspersky Administration Kit (the
Software).

BY CLICKING THE ACCEPT BUTTON IN THE LICENSE AGREEMENT WINDOW YOU CONSENT TO BE BOUND
BY THE TERMS AND CONDITIONS OF THIS AGREEMENT. SUCH ACTION IS A SYMBOL OF YOUR SIGNATURE
AND YOU ARE CONSENTING TO BE BOUND BY AND ARE BECOMING A PARTY TO THIS AGREEMENT AND
AGREE THAT THIS AGREEMENT IS ENFORCEABLE LIKE ANY WRITTEN NEGOTIATED AGREEMENT SIGNED
BY YOU. IF YOU DO NOT AGREE TO ALL OF THE TERMS AND CONDITIONS OF THIS AGREEMENT, CANCEL
THE INSTALLATION OF THE SOFTWARE AND DO NOT INSTALL THE SOFTWARE.

The Software may be used free of charge solely for administration, including remote installation, license management,
antivirus protection configuration and monitoring, of other Kaspersky Lab corporate products described in Implementation
Guide by Kaspersky Lab corporate products users, who have agreed with End User License Agreement for the corporate
products, only.

Kaspersky Lab corporate products users, who have agreed with End User License Agreement for the corporate
products, have the right for technical support via the Internet and Technical Support telephone hotline.
Technical Support service: http://support.kaspersky.com

You shall not emulate, clone, rent, lend, lease, sell, modify, decompile, or reverse engineer the Software or disassemble
or create derivative works based on the Software or any portion thereof with the sole exception of a non-waivable right
granted to You by applicable legislation.

THE SOFTWARE IS PROVIDED "AS IS" AND KASPERSKY LAB ZAO MAKES NO REPRESENTATION AND GIVES
NO WARRANTY AS TO ITS USE OR PERFORMANCE. EXCEPT FOR ANY WARRANTY, CONDITION,
REPRESENTATION OR TERM THE EXTENT TO WHICH CANNOT BE EXCLUDED OR LIMITED BY APPLICABLE
LAW KASPERSKY LAB ZAO AND ITS PARTNERS MAKE NO WARRANTY, CONDITION, REPRESENTATION, OR
TERM (EXPRESS OR IMPLIED, WHETHER BY STATUTE, COMMON LAW, CUSTOM, USAGE OR OTHERWISE) AS
TO ANY MATTER INCLUDING, WITHOUT LIMITATION, NONINFRINGEMENT OF THIRD PARTY RIGHTS,
MERCHANTABILITY, SATISFACTORY QUALITY, INTEGRATION, OR APPLICABILITY FOR A PARTICULAR
PURPOSE. YOU ASSUME ALL FAULTS, AND THE ENTIRE RISK AS TO PERFORMANCE AND RESPONSIBILITY
FOR SELECTING THE SOFTWARE TO ACHIEVE YOUR INTENDED RESULTS, AND FOR THE INSTALLATION OF,
USE OF, AND RESULTS OBTAINED FROM THE SOFTWARE. WITHOUT LIMITING THE FOREGOING PROVISIONS,
KASPERSKY LAB ZAO MAKES NO REPRESENTATION AND GIVES NO WARRANTY THAT THE SOFTWARE WILL
BE ERROR-FREE OR FREE FROM INTERRUPTIONS OR OTHER FAILURES OR THAT THE SOFTWARE WILL
MEET ANY OR ALL YOUR REQUIREMENTS WHETHER OR NOT DISCLOSED TO THE RIGHTHOLDER.

© 1997-2010 Kaspersky Lab ZAO. All Rights Reserved. The Software and any accompanying documentation are
copyrighted and protected by copyright laws and international copyright treaties, as well as other intellectual property
laws and treaties.
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ABOUT THIS HELP

This document contains a description of basic concepts and features of Kaspersky Administration Kit as well as general
outline for work with the product. Step by step description of the procedures is provided in the Kaspersky Administration
Kit Reference Guide. Features described in the Reference Guide are underlined in the text.

IN THIS SECTION
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IN THIS DOCUMENT

The following sections are included in the document:

e Additional data sources (see page 8). The section tells you how to get information about the application apart
from the documentation included in the distribution package.

o Kaspersky Administration Kit (see page 10). The section describes the purpose of Kaspersky Administration Kit,
its main features and components.

e Application interface (see page 15). The section describes main issues related to the Kaspersky Administration
Kit interface.

e  Starting and stopping the application (see page 25). The section tells you how to start Kaspersky Administration
Kit.

e Basic concepts (see page 26). The section explains the basic concepts related to Kaspersky Administration Kit.

¢ Kaspersky Administration Kit operation concept (see page 32). The section outlines the basic principles of
application operation and troubleshooting suggestions for separate issues.

e Managing network computers (see page 38). The section describes some features of working with Kaspersky
Administration Kit within a corporate network.

e Managing applications remotely (see page 51). This section describes application management using
Kaspersky Administration Kit.

e Updating databases and program modules (see page 62). The section outlines how to update application
databases using Kaspersky Administration Kit which are used when scanning infected objects, install the
updates of program modules and upgrade program versions.

e Maintenance (see page 69). The section describes network maintenance procedures which are recommended
as part of maintenance practice. Additionally, it describes some features making network maintenance
significantly easier.

e Contacting the Technical Support Service (see page 90). The section describes the rules of getting technical
support.

e Glossary. The section enumerates the terms used in the document.

e Kaspersky Lab ZAO (see page 96). The section provides information on Kaspersky Lab ZAO.




ABOUT THIS HELP

e Information on using third-party code. This section gives you information on third-party code used in the
application.

¢ Index. Using this section, you can easily find the required data in the document.

DOCUMENT CONVENTIONS

Document conventions used in this document are described in the following table.

Table 1. Document conventions
SAMPLE TEXT DOCUMENT CONVENTIONS DESCRIPTION
Warnings are highlighted in red and enclosed in frames. Warnings contain
Note that... important information: for example, information related to operations critical to
computer safety.
Notes are framed in dotted-line box. Notes contain additional detail and
It is recommended to use... reference information.
Example: Example blocks have a yellow background, and the heading "Example".
Update means... New terms are italic.
ALT+F4 Names of keyboard keys are bold and are all uppercase.
Names of the keys followed by a plus sign (+) indicate a combination of keys.
Enable Names of interface elements are bold; for example, input fields, menu
commands, and buttons.
®» To configure a task schedule: Procedure headings are italic.
help Text in the command line and text of messages displayed on the screen have a
special font.
<IP address of your computer> Variables are enclosed in angle brackets. Instead of a variable, the
corresponding value must be entered in each case; angle brackets are omitted.




ADDITIONAL DATA SOURCES

If you have any questions regarding purchasing, installing or using Kaspersky Administration Kit, answers are readily
available.

Kaspersky Lab provides various sources of information about the application. You can choose the most suitable,
according to the importance and urgency of your question.

IN THIS SECTION
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INFORMATION SOURCES FOR FURTHER RESEARCH

You can view the following sources of information about the application:
e the application's page on Kaspersky Lab website
o the application's Knowledge Base page on the Technical Support Service website
e online help system

e documentation

The application's page at the Kaspersky Lab website

http://www.kaspersky.com/administration_Kit

This page provides you with general information about the application's features and options.

The application's Knowledge Base page at the Technical Support Service website

http://support.kaspersky.com/remote _adm

This page contains articles published by the experts of the Technical Support Service.

These articles contain useful information, recommendations, and the Frequently Asked Questions (FAQ) page, and
cover purchasing, installing and using Kaspersky Administration Kit. The articles are sorted by subject, such as
"Working with key files", "Updating databases" and "Troubleshooting". The articles aim to answer questions about
not only Kaspersky Administration Kit but other Kaspersky Lab products as well. They may also contain news from
the Technical Support Service.

Online help system

The application installation package includes full help files, which contain step by step descriptions of the
application's features.

To open the help file, select Kaspersky Administration Kit help system in the console Help menu.
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ADDITIONAL DATA SOURCES

If you have a question about a specific application window, you can use context help.

To open context-sensitive help, in the corresponding window, click the Help button or the F1 key.

Documentation

The documentation supplied with the application aims to provide all the information you will require. It includes the
following documents:

¢ Administrator's Guide describes the purpose, basic concepts, features and general schemes for using
Kaspersky Administration Kit.

e Implementation Guide contains a description of the installation procedures for the components of Kaspersky
Administration Kit as well as remote installation of applications in computer networks using simple configuration.

e Getting Started provides a step by step guide to anti-virus security administrators, enabling them to start using
Kaspersky Administration Kit quickly, and to deploy Kaspersky Lab anti-virus applications across a managed
network.

e Reference Guide contains an overview of Kaspersky Administration Kit, and step by step descriptions of its
features.

The documents are supplied in .pdf format in Kaspersky Administration Kit's distribution package.
You can download the documentation files from the application's page on Kaspersky Lab website.

The information about an application programming interface (API) of Kaspersky Administration Kit is contained in the
klakaut.chm file. This file is located in the installation folder of the application.

DISCUSSING KASPERSKY LAB APPLICATIONS IN WEB
FORUM

If your question does not require an immediate answer, you can discuss it with Kaspersky Lab experts and other users in
our forum at http://forum.kaspersky.com.

In this forum you can view existing topics, leave your comments, create new topics and use the search engine.

CONTACTING THE USER DOCUMENTATION DEVELOPMENT
GROUP

If you have any questions about the documentation, or you have found an error in it, or would like to leave a comment,
please contact our User documentation development group.

Click the Send feedback link located in the top right part of the window to open the computer's default mail client. In the
window that opens, the email of User documentation development group will appear (docfeedback@kaspersky.com),
with the subject line — "Kaspersky Help Feedback: Kaspersky Administration Kit". Write your comment and send the
letter without changing the subject.
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KASPERSKY ADMINISTRATION KIT

The product is provided free of charge with all Kaspersky Lab applications included in the Kaspersky Open Space
Security kit (retail). It is also available for download from the Kaspersky Lab website (http://www.kaspersky.com).

Kaspersky Administration Kit provides a centralized solution for managing corporate network anti-virus security
systems based on Kaspersky Lab applications included in Kaspersky Open Space Security products. Kaspersky
Administration Kit supports all network configurations that use the TCP/IP protocol.

The application is a tool for corporate network administrators and anti-virus security officers.
Using the Administration Kit, an administrator can:

e Create administration groups to ensure anti-virus protection for the company, which allow similar types of
computers to be managed as a single unit.

e Remotely install and uninstall Kaspersky Lab anti-virus applications.
e Centrally administer all installed anti-virus applications across the network, from a single computer.

e Centrally receive and distribute on network computers database updates and application modules of anti-virus
programs.

e Receive naotifications about critical events in the operation of the anti-virus applications.
e Receive statistics and reports about the operation of the anti-virus applications.
e Manage licenses for all installed anti-virus applications.

e Centrally manage objects quarantined or backed-up by anti-virus applications, and also objects for which
disinfection has been postponed.

¢ Centrally manage any third-party applications installed within the network.
Kaspersky Administration Kit consists of three major components:

e Administration Server centralizes the storage of information about Kaspersky Lab applications installed in the
corporate network and about their management.

e Network Agent coordinates the interaction between Administration Server and installed Kaspersky Lab
applications on a particular network node (workstation or server). This component supports all the Windows
applications in Kaspersky Open Space Security range. Separate versions of Network Agent exist for Kaspersky
Lab applications for Novell and Unix.

e Administration Console provides a user interface to the administration services of the Administration Server

and Network Agent. The Administration Console is implemented as a snap-in for the Microsoft Management
Console (MMC).

IN THIS SECTION

ATA LT T 1= RO PPUPPRR 11

Hardware and SOftWAre FEQUINEIMENTS .......coiiiuiiieiiiie ittt e st s st e e e b et e e ebe e e e s bbe e e e et bb e e e abteeeessbeeeeanbneeennnes 12



http://www.kaspersky.com/

KASPERSKY ADMINISTRATION KIT

WHAT'S NEW

Changes introduced in Kaspersky Administration Kit 8.0 as compared with Kaspersky Administration Kit 6.0:

A simplified application installation mode has been introduced.
Several accounts can be specified in a remote deployment task.

The application kit now includes the distribution package of MS SQL 2005 Express: it is installed automatically if
standard setup is selected.

Support for SNMP monitoring of basic parameters of anti-virus protection in corporate LAN has been added.
The possibility of creating a standalone installation package for Kaspersky Lab applications has been added.

Redesigned user interface: results pane, reports view, information panes (see section "Main application
window" on page 16).

The possibility to collect information about the applications installed on client computers has been added
(applications registry).

System of access rights has been redesigned and extended.

Support for Microsoft NAP has been added.

The possibility of switching mobile clients between Administration Servers has been added.

Criteria for switching clients between the mobile and regular policies have been extended.

The possibilities for automatic relocation of computers to administration groups have been extended.
The possibility to create the administration groups based on Active Directory has been added.

New reports and the possibility of creating custom reporting systems have been added, and information
displayed in reports has been extended.

The possibility of exporting reports to .pdf and .xml (Excel) formats has been added.
The possibility of collecting detailed data during the creation of summary reports has been added.

Data caching functionality for generation of summary reports including information from slave Administration
Servers has been implemented.

Added support for two sets of columns in the Administration Console and extended set of columns (see
page 22).

New columns for the list of computers have been added: "Restart", "Status description”, "Network Agent
version", "Protection version", "Database version"”, and "Turn-on time".

New criteria used to assign individual computer statuses have been added.

New selections of computers created by default have been added, possibility of creating selections of
computers using data from the slave Administration Servers has been added.

Possibility of maintaining a list of administrator comments has been added.
Possibility of viewing the current user sessions on a computer and user contact information has been added.

Graphical interface for the klbackup utility has been added.
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Files of policies and group tasks are distributed using multi-address IP delivery.

The Wake On LAN functionality is available for client computers in subnets other than the Administration Server
subnet also in the event of manual task launch.

Restart settings for client computers can be specified in the properties of a remote deployment task.

The mechanism used for restriction of the number of notifications sent within a specified time unit has been
modified; now the restrictions are calculated independently for each event type.

Functionality for searching for groups and slave Administration Servers by Server hierarchy has been added.
The Update Agents statistics has been extended.

The task for removal of external applications can now remove several applications at once.

Utility has been developed for preparation of computers included in a workgroup for remote deployment.

Functionality for retrieval of updates necessary for an application immediately after the creation of its installation
package has been implemented.

When downloading updates, programs already connected to slave Administration Servers are taken into
account.

Classification of possible errors returned by the application deployment subsystem has been introduced and
guidelines for troubleshooting typical problems have been added.

A mechanism for automatic application of update modules of the administration system components has been
added.

HARDWARE AND SOFTWARE REQUIREMENTS

Administration Server

Software requirements:
e  Microsoft Data Access Components (MDAC) 2.8 or later or Windows DAC 6.0.

e Database management system: Microsoft SQL Express 2005, Microsoft SQL Express 2008, Microsoft SQL
Express 2008 R2, Microsoft SQL Server 2005, Microsoft SQL Server 2008, Microsoft SQL Server 2008 R2
or MySQL Enterprise.

e  Microsoft Windows Server 2003 or later; Microsoft Windows Server 2003 x64 or later; Microsoft Windows
Server 2008; Microsoft Windows Server 2008 deployed in the Server Core mode; Microsoft Windows
Server 2008 x64 with installed Service Pack 1 and all current updates (for Microsoft Windows Server 2008
x64 the Microsoft Windows Installer 4.5 should be installed); Microsoft Windows Server 2008 R2; Microsoft
Windows Server 2008 R2, deployed in the Server Core mode; Microsoft Windows XP Professional with
installed Service Pack 2 or higher; Microsoft Windows XP Professional x64 or later; Microsoft Windows
Vista with installed Service Pack 1 or later, Microsoft Windows Vista x64 with installed Service Pack 1 and
all current updates (for Microsoft Windows Vista x64 the Microsoft Windows Installer 4.5 should be
installed); Microsoft Windows 7.

Hardware requirements:
e processor with operating frequency 1 GHz or higher
e RAMsize - 512 MB

e 1GB of available disk space
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Administration Console
e  Software requirements:
e Windows operating system

The supported version of the operating system is determined by the requirements for the Administration
Server

e Microsoft Management Console 2.0 or later

e  Work with Microsoft Windows XP, Windows Server 2003, Windows Server 2008, Windows Server 2008 R2
or Windows Vista requires installed Microsoft Internet Explorer 7.0 or later

e Working with Microsoft Windows 7 required installed Microsoft Internet Explorer 8.0 or later
e Hardware requirements:
e  To work with 32-bit operating system you need:
e processor with operating frequency 1 GHz or higher
¢ RAMsize -512 MB
e 1GB of available disk space
e To work with 64-bit operating system you need:
e processor with operating frequency 1,4 GHz or higher
e RAMsize - 512 MB

e 1GB of available disk space

Network Agent or Update Agent installed
e Software requirements:
e  Operating system:
e  Windows

The supported version of the operating system is determined by the requirements for the
Administration Server

e Linux
e Mac OS
e Hardware requirements:
e  To work with 32-bit operating system you need:
e processor with operating frequency 1 GHz or higher
e RAMsize - 512 MB
e available disk space: 32 MB of the Network Agent, 500 MB for an Update Agent

e To work with 64-bit operating system you need:
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e processor with operating frequency 1,4 GHz or higher
¢ RAMsize -512 MB

e available disk space: 32 MB of the Network Agent, 500 MB for an Update Agent
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Viewing, creation, modification and configuration of administration groups as well as centralized management of all
Kaspersky Lab applications installed on client computers are performed from the administrator's workstation. The
management interface is provided by the Administration Console component. It is a specialized independent snap-in for
Microsoft Management Console (MMC); so Kaspersky Administration Kit is a standard unified interface for MMC.

The Administration Console allows connection to the remote Administration Server via Internet.

For local work with client computers the application supports remote connection to a computer via Administration
Console using the standard Microsoft Windows Remote Desktop Connection application.

To use this functionality, remote desktop connections must be allowed on the client computer.

IN THIS SECTION
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CONFIGURING INTERFACE

Kaspersky Administration Kit allows the administrator to configure the Administration Console interface.
® To change the specified interface settings:
1. Inthe console tree, select the Administration Server node.

2. Gotothe View — Configuring interface menu. This will open the corresponding window (see the figure
below).
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Configuring interface

¥ Dizplay slave Administration Servers

¥ Dizplay security zettings tabs

v Display application reqistng

The rasimurn number of cormputers displaged in the resulks pane: |2|:||:||:| _I:

ak. I Cancel |

Figure 1. Viewing the group properties. The Configuring interface window

3. Inthe window that opens, you can specify the following parameters:
e Display slave Administration Servers.
e Display security settings tabs.
e Display application registry.

e The maximum number of computers displayed in the results pane. This setting determines the number
of computers displayed in the Administration Console results pane. The default value is 2000.

If the number of computers in the group exceeds the specified value, a corresponding notification will be
displayed on the screen. To view the list of all computers, increase the parameter value.

The parameter defined for the maximum number of displayed hosts in the settings of a group (or domain) applies to all
groups on all hierarchy levels and for all domains.

IMAIN APPLICATION WINDOW

The main application window (see the figure below) contains a menu, a toolbar, a browsing pane and an informational
area, which can display the task pane or results pane.

The menu provides controls for the windows and access to the help system. The Action submenu duplicates the context
menu commands for the console tree object.

The set of toolbar buttons allows direct access to some items of the main menu. Items available on the toolbar depend
on the current node or folder of the console tree.

The browsing pane displays the namespace of Kaspersky Administration Kit as a console tree (see section "Console
tree" on page 17).

Informational area of the main window can display the task pane, results pane, or their combination. For some folders of
the console tree the informational area can offer two viewing modes: extended and standard. Switching between them is
performed using the corresponding tabs.

The task pane (see page 19) contains one or several tabs, which display pages containing links for quick access to basic
operations available for the object selected in the console tree.

The results pane (see page 22) displays a list of items within the object selected in the console tree or a set of
information panels. For instance, it can be a list of computers in groups, list of reports, event or computer selections.
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Menu Toolbar Results pane
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Figure 2. Kaspersky Administration Kit main window

CONSOLE TREE

Console tree (see the figure below) displays the hierarchy of Administration Servers existing in corporate network, the
structure of their administration groups and other objects of the application, such as repositories, selections, etc.

The namespace of Kaspersky Administration Kit can contain several nodes including the names of servers
corresponding to the installed Administration Servers included in the hierarchy.




ADMINISTRATOR'S GUIDE
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Figure 3. Console tree

The Administration Server — <Computer name> node is a container that reflects the structure of folders of the selected
Administration Server. The Administration Server — <Computer name> container includes the following folders:

e Managed computers folder.

e Reports and notifications folder.

e Kaspersky Administration Kit tasks folder.
e Tasks for specific computers.

e Event and computer selections.

e Unassigned computers.

e Repositories.

The Managed computers folder is intended for storage, display, configuration and modification of the structure of
administration groups, group policies and group tasks. It includes the Policies, Group tasks, Client computers and
Administration Servers subfolders. A similar folders structure is created in the console tree for each administration

group.
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The Kaspersky Administration Kit tasks folder contains a set of tasks defined for an Administration Server. There are
three types of Administration Server tasks: sending reports, backup copying and retrieval of updates by Administration
Server.

The Tasks for specific computers folder contains a set of tasks defined for a set of computers within administration
groups or the Unassigned computers folder. Such tasks are convenient for small groups of client computers, which
cannot be combined into a separate administration group.

The Reports and notifications folder of the console tree contains a set of templates for the generation of reports about
the status of the anti-virus protection on client computers in administration groups. Templates are available on the
Statistics tab of the folder task pane. The Notifications tab allows configuration of the notifications about system
operation. When a template is selected in the console tree, the generated report appears in the results pane.

The Event and computer selections folder contains the following subfolders:
e The Computer selections folder is intended for searching computers based on specified criteria.

e The Events folder contains selections of events presenting information about application events and the results
of performed tasks.

The Unassigned computers folder displays the network where the Administration Server is installed. Information about
the structure of the network and computers included in this network, is received by the Administration Server through
regular polling of the Windows network, IP subnets and Active Directory within the corporate computer network. Polling
results are displayed in the results pane of the corresponding subfolders: Domains, IP subnets and Active Directory.

The Repositories folder is intended for operations with objects used to monitor the status of client computers and
perform their maintenance. It includes the following folders:

e The Installation packages folder contains a list of installation packages, which can be used for remote
deployment of applications to client computers.

e The Updates folder contains a list of updates received by the Administration Server that can be distributed to
client computers.

e The Licenses folder contains the list of licenses installed on client computers.
e The Quarantine folder contains the list of objects quarantined on client computers by anti-virus applications.
e The Backup folder contains the list of backup copies of objects.

e The Unprocessed files folder contains the list of files assigned by anti-virus applications for postponed
scanning.

e The Applications registry folder contains the list of applications installed on client computers with the Network
Agent installed.

TASK PANE

The task pane is an area within the window containing the set of links for operations with the Administration Server
objects and the Administration Server itself.

There are two conventional views of task panes: standard and extended.

Extended task pane (see the figure below) is available for most folders and folders of the console tree. It is an HTML
page containing links for various operations, navigation to other Administration Server objects and brief information about
the current object.

A single node or folder can have several task panes, which appear as tabs with their names displayed in the upper part
of the information area.
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For convenient browsing between Administration Server objects, the upper part of the task pane offers a navigation
chain: Getting started —» <Node name> — ... » <Folder name> — <Object name>. Groups of links can be combined
into blocks for more convenient arrangement in the pane.

[ xaspersky Administration Kit 1Ol =|
Flle  Action Wiew Help
cesa@meFER2®E| L
K' Kaspersky Administration Kik
B Admi Groups " Deployment _ Update
Falicies Getting started » Managed computers
Group kasks (4]
Client 13
lent computers Managed computers
ﬂ Adrinistration Servers O groups, 1 computers
[#-{=) Reports and notifications !
{2 Kaspersky Administration Kit basks
[-{i§ Tasks for specific computers S Group contents:
[]--% Event and computer selections
[z} Unassigned computers Policies
U"E’ R Dsifories F Use policies ko manage real-time protection settings and
A general application settings.
Group tasks
e group basks to schedule regular and one-time
operations, such as virus scans, updates, software and
license upgrades,
", Computers
Computers assigned to this group and affected by its
policies and tasks,
Subgroups
Lower level groups with their own tasks policies and
corputers,
Group structure Group management
Extended A Standard /
0 groups, 1 compukers

Figure 4. Task pane
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For some objects of the console tree the task pane can display summarized information about an object, for example,
statistical data when selecting the Reports and notifications folder (see the figure below). In that case the task pane also
functions as the results pane (see page 22).
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O Delete policy
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Figure 5. Task pane acting as results pane

For some folders that have no extended task pane, the standard task pane is provided, which is represented by two tabs
in the lower part of the pane: the <Node name> tab and the Standard tab. If you select the <Node name> tab, a set of
links in the left part of the results pane is displayed (see the figure below). Links of the standard task pane, similarly to
the extended pane, are used to proceed to performing various operations, viewing or editing folder properties.

Ii'ﬁl Kaspersky Administration Kit — ﬂ
"ﬁ] File  Action Wiew Window Help |_|- [
e-[Bm B BB

K Kaspersky Administration Kit
Elﬂ Adinistration Server TEST

EI-E Managed computers

B Client computers

=" Manaqing client computer in a group Mame  # | Status | Status description | Agen... | Ci

@ Policies . LMTEST CriticalVisible Protection is off; Real-time protection status di...  + [+ 1
% Group tasks N Getting started
S} Client computers a Add computers

Administration Servers
#-{7) Mew groupl Refresh
B Mew group2 & Help
]-B Reports and notifications

]-@ Kaspersky Administration Kit tasks
]-@ Tasks For specific computers
]-% Event and computer selections

+|-{3#} Unassigned computers
+-{a4 Repositaries

[ B W e W

Client computers Standard /
computers - 1 ‘

Figure 6. Standard task pane for the Client computers folder
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In the Kaspersky Administration Kit documentation the term "task pane" means extended task pane. When references to
the standard task pane are used, its items are described as part of the results pane.

RESULTS PANE

The results pane is a window area that displays different information; for example, a list of computers, policies or tasks
created using the specified templates.

There are two views of results panes: standard and extended, which are available on the identically named tabs.

Generated reports are displayed on the extended results pane. It contains diagrams as well as summarized and detailed
information presented in tables (see the figure below).
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Figure 7. Results pane. Deployment report

The extended results pane can include several pages (see the figure below), each of them including a set of information

panes.

Data in the information panes can be displayed as a table or (pie or bar) chart. Administrators can change the set of

pages and information panes as well as the data and method of their presentation:

e You can modify the list of tab pages using the B button located in the top right corner of this tab.

e To configure the page, click the button a next to the page name and use the displayed window to specify the

necessary settings.
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e To define the display settings for an individual information pane, click the button a next to its name.

e You can fold and unfold the panes using the buttons v and .
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Figure 8. The results pane containing information panes

The standard results pane displays data in the form of a table (see the figure below). The list of columns for various
objects of the console tree can be found in the Reference Guide.

[ kaspersky Administration Kit _1Ol x|

File  Action Wiew Help

4 BaE R 2

K, Kaspersky administration Kit
= E Administration Server TEST1

Client computers

=) Managed computers Managing client computers in & group Mame _/ | Status | status description
Policies . ,-‘,TESTI OF fwisible Previous connection
Group tasks 8 iaetting started

= a Add computers
ﬂ Administration Servers

[} Feports and notifications Refresh
{2y Kaspersky Administration Kit tasks & Help

--{i2§ Tasks For specific computers
- Event and computer selections
[]--% Unassigned computers

[H-{ 34 Repositoties

4| | i

Clignt computers Standard /

computers: 1

Figure 9. Standard view of the results pane




ADMINISTRATOR'S GUIDE

Information in the Kaspersky Administration Kit results pane (for example, computer statuses, statistics or reports) is not
refreshed automatically. You can refresh information in the results pane by one of the three following methods: by

pressing the F5 key, by selecting the Refresh item from the context menu or by clicking the button on the toolbar.

CONTEXT MENU

In the console tree each category of objects in the Kaspersky Administration Kit namespace has its own context
menu. In the menu standard commands of the MMC context menu are supplemented with commands used for
operations with a given object. The objects and the set of corresponding context menu commands are listed in the
Reference Guide.

In the results pane each item of an object selected in the tree also has a context menu containing the commands used to
work with that item. The main types of items and the set of corresponding supported commands are listed in the
Reference Guide.




STARTING AND STOPPING THE
APPLICATION

Kaspersky Administration Kit starts automatically when launching the Administration Server.

The Kaspersky Administration Kit can be launched by selecting Kaspersky Administration Kit from the Kaspersky
Administration Kit program group in the standard Start — Programs menu. This program group is created only on
administrator's workstations during the Kaspersky Administration Console installation.

To access the functionality of Kaspersky Administration Kit the Administration Server of Kaspersky Administration Kit
must be running.
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The section explains the basic concepts related to Kaspersky Administration Kit. Definitions of these concepts and some
terms are listed in the Glossary.

IN THIS SECTION
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ADMINISTRATION SERVER. ADMINISTRATION GROUPS

Components of Kaspersky Administration Kit allow remote management of Kaspersky Lab applications within a
corporate network.

Computers with the installed Administration Server component will be further referred to as Administration Servers.

The whole variety of computers in the corporate network can be subdivided into groups arranged into a certain
hierarchical structure. We shall refer to such groups as administration groups. The structure of administration groups is
displayed in the console tree within the Administration Server node.

Administration Server is installed on a computer as a service with the following set of attributes:
e under the name of Kaspersky Administration Server
e using automatic startup when the operating system starts
e with the Local System account or user account selected during component installation

Functions performed by an Administration Server or, more specifically, by the Administration Server component installed
on it are as follows:

e storage of the administration groups structure

e storage of configuration data copies for client computers

e organization of distribution repositories for Kaspersky Lab applications
e remote installation and uninstallation of the applications

e updating of application databases and application modules

¢ management of policies and tasks on client computers
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e storage of information about events
e generation of reports on application operation
e distribution of licenses to client computers, storage of license information

o delivery of notifications about performance of tasks. Such notifications can inform, for example, about virus
detection on a computer

ADMINISTRATION SERVER HIERARCHY

Administration Servers can be arranged a "master server — slave server" type hierarchy. Each Administration Server can
have several slave Servers on the same or different nesting levels of the hierarchy. The nesting level for slave servers is
not limited. The administration groups of the master Server will then include the client computers of all slave Servers.
Thus, isolated and independent sections of computer networks can be controlled by different Administration Servers
which are in turn managed by the master Server.

The possibility of building a hierarchy of Servers can be employed to:
e decrease the load on Administration Server (compared to a single Server running in a whole network);

e decrease intranet traffic and simplify work with remote offices; There is no need to establish connections
between master Server and all network computers, which may be located, for example, in other regions. It is
sufficient to install in each network segment a slave Administration Server, distribute computers among
administration groups of slave Servers and establish connections between the slave Servers and master Server
over fast communication channels.

o distribute more precisely responsibilities between the anti-virus security administrators. All possibilities for
centralized management and monitoring of anti-virus security in corporate networks remain available.

Each computer included in the structure of administration groups can be connected to a single Administration Server
only. Administrators must control the state of connection of computers to Administration Servers using the features for
computer search in administration groups of different Servers based on network attributes.

CLIENT COMPUTER. GROUP

The Administration Server and the hosts interact through the Network Agent. This interaction implies:
e delivery of the information about current status of applications
e sending and receiving management commands
e synchronization of configuration data
e delivery of information about application events to Server
e Update Agent operation

The Network Agent must be installed on all computers running the applications managed via Kaspersky Administration
Kit.

This component is installed on the computer as a service with the following set of attributes:
e under the name of Kaspersky Network Agent

e using automatic startup type when the operating system starts
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e using the Local system account

Network Agent is installed on the computer together with a plug-in for work with Cisco NAC. This plug-in is used if the
computer has Cisco Trust Agent installed. The settings of joint operation with Cisco NAC are defined in the
Administration Server properties.

When integrated with Cisco NAC, the Administration Server acts as a standard Posture Validation Server (PVS) policy
server, which an administrator may use to either allow a computer to access or prevent it from accessing the network,
depending on the condition of the anti-virus protection.

Computer (server or workstation) with the installed Network Agent and the managed Kaspersky Lab applications will be
referred to as the client of corresponding Administration Server (or just client computer).

Client computers can be distributed into administration groups in accordance with the organizational or territorial
corporate structure, performed functions and the set of Kaspersky Lab applications installed. This is done for convenient
management of grouped computers as a whole. This distribution is performed using any combination of mentioned
principles and also other administrator-defined signs. E.g., the upper level can be constituted by groups corresponding to
departments. On the next level, computers within each department are combined in accordance with the functions they
perform: one group of computers can include all workstations, another group - all file servers, etc.

Administration group (hereinafter also referred to as the group) is a set of client computers combined on the basis of a
certain sign for the purpose of managing the grouped computers as a whole. All client computers within a group are
configured to:

e use common application settings (defined in group policies)

¢ common mode of applications operation (established using group tasks, i.e. application features with a specified
set of parameters, for example: creation and installation of a common installation package, update of the
application databases and modules, on-demand computer scanning and real-time protection)

A client computer can only be included in a single administration group.

The administrator can create a hierarchy of Servers and groups with any nesting level if that can simplify the
management of installed applications. A single hierarchy level can include slave Administration Servers, groups and
client computers.

ADMINISTRATOR'S WORKSTATION

Computers with the installed Administration Console will be further referred to as administrator's workstations.
Administrators can use these computers to manage remotely all Kaspersky Lab applications installed on client
computers in a centralized manner.

After Administration Console is installed, its icon appears in the Start - Programs — Kaspersky Administration Kit
menu and can be used to start the console.

Administrator's workstation is not an object of an administration group, but it can also be included in a group as a client
computer. There are no restrictions for the number of administrator's workstations. Administrator's workstations for
different Administration Servers can be the same; each workstation can be used to manage the administration groups of
any Administration Server within a corporate network.

Within administration groups of any Server, the same computer can act as an Administration Server client, Administration
Server or administrator's workstation.

APPLICATION CONFIGURATION PLUG-IN

The interface for management of a specific application via Kaspersky Administration Console is provided by a
specialized component — application configuration plug-in. It is included in all Kaspersky Lab applications that can be
controlled using Kaspersky Administration Kit. Each application that can be managed via Kaspersky Administration Kit
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has its own plug-in. It is installed on the administrator's workstation and consists of a set of dialog windows (interface) to
create and edit:

e application policies;
e application settings;
e  settings of tasks performed by the application.
Such plug-in provides:
e information about the tasks implemented in an application;
e information about application events;

e functionality necessary to display the information about application operation and statistics received from client
computers in the Kaspersky Administration Console.

POLICIES, APPLICATION SETTINGS AND TASKS

A named operation performed by a Kaspersky Lab application is called a task. Tasks are subdivided into types in
accordance with the performed functions.

Each task is associated with a set of working settings used during its performance. The set of application parameters
common for all types of its tasks makes up the application settings. Application settings specific for each individual task
type make up the corresponding task settings. Application settings and task settings do not overlap.

Detailed descriptions of task types for each Kaspersky Lab application can be found in their respective Guides.

Application settings defined for an individual client computer through local interface or remotely via Administration
Console will be referred to as local application settings.

Application settings on client computers are centrally configured through definition of policies.

Policy is a set of settings regulating operation of an application in a group. The policy does not define all the application
settings.

The application settings are defined by the policy settings and the task settings.

Each parameter represented in a policy has a "lock” attribute, which shows if the setting is allowed for modification in the
policies of nested hierarchy levels (for nested groups and slave Administration Servers), in task settings and local
application settings. If a parameter is "locked" in the policy, its value cannot be redefined (see section "Relation between
policies and local application settings" on page 30). The unchecked Inherit settings from parent policy box disables
the "lock” for inherited policies.

A specific policy is defined for each application in a group. Several policies with different settings can be defined for a
single application. However, an application can use only one active policy at a time.

There is the possibility to activate a disabled policy on a certain event. This means that you can, for example, enforce
stricter anti-virus protection settings during virus outbreaks.

You can also create a policy for mobile users. It will enter into force when a computer is disconnected from the corporate
network.

The program can run in different ways for different groups of settings. Each group can have its own policy for an
application.

Child groups and slave Administration Servers inherit the policies from groups belonging to a higher hierarchy level.

Tasks for objects managed by a single Administration Server are created and configured in a centralized manner. The
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following types of tasks can be defined:

e group task is a task that defines settings for an application installed on computers within an administration
group;

e local task is a task for an individual computer;

e task for selection of computers is a task for an arbitrary set of computers included or not included in
administration groups;

¢ Kaspersky Administration Kit task is a task defined directly for an Administration Server.

A group task can be defined for a group even if a corresponding Kaspersky Lab application is installed only on certain
client computers of that group. In that case the group task will only be performed on computers where the application is
installed.

Child groups and slave Administration Servers inherit the tasks from groups belonging to higher hierarchy levels. A task
defined for a group will be performed not only on client computers included in that group but also on client computers
included into its child groups and belonging to slave Servers on all lower hierarchy levels.

Tasks created for a client computer locally will only be performed for that computer. During client synchronization with
the Administration Server local tasks will be added to the list of tasks created for that client computer.

Since application settings are defined in policy, task settings can redefine those of them, which are not locked in the
policy and also the parameters that can be configured only for a specific instance of a task. E.g., for a drive scan task
they will include the drive name, masks of files to scan, etc.

A task may be launched automatically (according to schedule) or manually. Task results are saved locally and on
Administration Server. The administrator can receive notifications informing about performance of a certain task and view
detailed reports.

Information about policies, application settings, configuration of tasks for a set of computers and group tasks is saved on
the Administration Server and distributed to client computers during synchronization. During this procedure information

on the Administration Server is updated in its turn with the local changes made on client computers and allowed by the
policy. Additionally, the list of applications running on the client computer, their status and the existing tasks are updated.

RELATION BETWEEN POLICIES AND LOCAL APPLICATION
SETTINGS

You can use policies to set up common values of the application operation settings for all managed computers in the
group.

Values of the settings defined in a policy can be redefined for individual computers in a group using local application
settings. You can only edit the settings allowed for modification in the policy, i.e. "unlocked" settings.

The setting value used in an application on a client computer (see the figure below) is determined by the "lock" position
for that setting in policy:

o f the setting modification is "locked", the same value defined in the policy is used on all client computers;
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e if the setting modification is "unlocked”, then the application uses on each client computer the local value
instead of the value defined in the policy. The parameter value can be changed then in the local application
settings.

Policy

S

Client computer

1

Local application
settings

Figure 10. Policy and local application settings

Thus, when the task is run on a client computer applications use the parameters defined in two different ways:
e by task settings and local application settings if the corresponding parameter is not locked in the policy;
e by group policy if the parameter is locked in that policy.

Local application settings are changed after the policy is first applied in accordance with the policy settings.
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This section describes the main operation principles of the application, solutions for some tasks and provides a brief
overview of the user interface and methods for working with it.
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DEPLOYMENT OF THE ANTI-VIRUS PROTECTION SYSTEM

There are two variants available for deployment of an anti-virus protection system managed via Kaspersky
Administration Kit:

e Centralized remote installation of applications on client computers. In that case installation of applications and
connection to the centralized remote management system are performed automatically, requiring no
administrator participation, and allow deployment of anti-virus software on any number of client computers.

e By means of local installation of applications on each client computer. In that case the necessary components
are installed on client computers and the administrator's workstation manually, and the settings for client
connection to the Server are defined during Network Agent setup. This deployment method is used in cases
when centralized remote installation is impossible.

Remote deployment can be employed to install any application at user discretion. However, remember that Kaspersky
Administration Kit supports management only of Kaspersky Lab applications installed from distribution packages that
include a specialized component — the application management plug-in.

COMPATIBILITY WITH CisCO NETWORK ADMISSION
CoONTROL (NAC)

Kaspersky Administration Kit allows the administrator to associate the conditions of computer anti-virus protection and
the security statuses assigned by Cisco Network Admission Control (NAC).

To do this, create the conditions that will be used to assign to client computers the security statuses of Cisco Network
Admission Control (NAC): Healthy, Checkup, Quarantine or Infected. If a client computer does not meet any of the above
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conditions, it will be assigned the status Unknown. The status Healthy is assigned only if all the selected conditions are
met; and the statuses Checkup, Quarantine or Infected apply if at least one of the selected conditions is met.

COMPATIBILITY WITH MICROSOFT NETWORK ACCESS
PROTECTION (NAP)

Kaspersky Administration Kit supports integration with the Microsoft Network Access Protection (NAP). Microsoft NAP
allows regulation of client computer access to the network. Microsoft NAP assumes that the network includes a
dedicated server with Microsoft Windows Server 2008 installed running the PVS (Posture Validation Server), and client
computers have NAP-compatible operating systems installed: Microsoft Windows Vista, Microsoft Windows XP with
Service Pack 3 or Microsoft Windows 7.

®» Integration of Kaspersky Administration Kit requires the following steps:

1. Deploy Kaspersky Administration Kit in the network in a regular manner.

2. Install in PVS Kaspersky Lab System Health Validator (SHV). To do this, enable the Kaspersky Lab System
Health Validator (SHV) checkbox while selecting the components to install during setup of Kaspersky
Administration Kit.

The product will then install the Network Agent on client computers which functions as the Kaspersky Lab
System Health Agent (SHA) that will provide information about the settings of anti-virus protection and their
changes on the client computers to the Microsoft NAP agent.

As a result, Kaspersky Lab System Health Validator (SHV) will appear in the list of available SHV in the PVS

console, where the rules for evaluation of the client computer data collected by the Network Agent can be
configured.

CREATION OF THE CENTRALIZED MANAGEMENT SYSTEM
FOR ANTI-VIRUS PROTECTION

The first step in creation of a centralized management system for anti-virus protection using Kaspersky Administration Kit
is the design of the administration groups structure. The following tasks should be solved on this stage:

1. Identify isolated network segments and determine how many Administration Servers must be installed.

2. Define which network computers will perform the functions of the primary Administration Server and slave
Servers, and which will function as administrator's workstations and client computers. Client computers must
include all the computers where Kaspersky Lab applications are to be installed.

3. Determine the criterion that will be used for combining client computers into groups and the hierarchy of groups.

4. Choose the deployment method for the anti-virus protection system: remote or local installation.

During the next step the administrator must create the structure of Administration Server folders by installing the
appropriate software components of Kaspersky Administration Kit on corporate network computers, i.e.:

1. Install the Administration Server on computers within the corporate network.
2. Install Kaspersky Administration Console on the computers that will be used for management purposes.

3. Decide who the administrators of Kaspersky Administration Kit will be, determine other categories of users
allowed to work with the system and assign a list of performed functions to each category.

The system allows different administrators to simultaneously work with the same resources. System settings will
use the latest applied values. In that case all operations that administrators perform must be coordinated.
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4. Create user groups and provide to each group the access rights needed by its users for performance of their
responsibilities.

Then you should create the hierarchy of Administration Servers, build for each server the hierarchy of administration
groups and distribute computers into appropriate groups.

During the next step you should deploy to client computers the Network Agent, the necessary Kaspersky Lab
applications, and install the corresponding application management plug-ins on the administrator's workstation.

Remote installation on client computers is only possible for some (not all) of the Kaspersky Lab applications that can be
managed via Kaspersky Administration Kit. For details please refer to the Guides for the corresponding applications.

When remote deployment is used, the Network Agent can be installed together with any application. In this case,
Network Agent does not have to be installed separately.

During the last stage you have to configure the installed applications by defining and applying group policies (see section
"Managing policies" on page 51) and creating the necessary tasks (see section "Local application settings" on page 55).

The application allows creation of a centralized management system for anti-virus protection with the minimum required
settings using the Quick Start Wizard (see section "Quick Start Wizard" on page 42). The wizard creates the structure of

administration groups identical to the domain structure of the Windows network, and builds the system of anti-virus
protection using Kaspersky Anti-Virus for Windows Workstations 6.0 MP4.

After creation of the Administration Server folders structure, installation and configuration of anti-virus protection, the
administrators are advised to regularly perform network maintenance procedures (see section "Maintenance" on
page 69).

CONNECTION OF CLIENT COMPUTERS TO THE
ADMINISTRATION SERVER

Client computers and the Administration Server interact during connection of the clients to Server. That functionality is
provided by the Network Agent installed on client computers.

Connection is established to perform the following operations:
e synchronize the list of applications installed on a client computer;
e synchronize the policies, application settings, tasks and task settings;
e submission to Server of current information about the status of applications and existing tasks;
e delivery of the events information to Server for processing.

The main method for connection between client computers and the Server implies that a client connects to Server. This
type of connection is used during automatic synchronization of the client and Server data and delivery of information
about application events to the Server.

Automatic synchronization is performed regularly in accordance with the Network Agent settings (e.g., every 15 minutes).
The interval between connections is defined by the administrator.

Information about an event is delivered to the Server as soon as it occurs.

The option Do not disconnect from the Administration Server is provided for client computers to define whether a
client will disconnect from the Server after completion of the operations listed above. Permanent connection is necessary
in cases when constant control of application status is required and the Server is unable to establish a connection to the
client for some reason (connection is protected by a firewall, opening of ports on client is not allowed, client IP address is
unknown, etc.).
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Synchronization can also be performed by administrators manually using the Synchronize command from the context
menu (see section "Context menu" on page 24) of the client computer. In that case the system uses an auxiliary
connection method where connection is initiated by the Server. A UDP port is opened on the client computer for that
purpose. The Server sends to the UDP port a connection request. In response, a check on Server rights is performed on
connection to the client (using the digital signature of the Administration Server) and if they are present, connection will
be established.

The second connection method is also used while accessing client data on Server: to obtain current information about
the status of applications, tasks and application statistics.

SECURE CONNECTION TO THE ADMINISTRATION SERVER

Data exchange between client computers and Administration Server as well as Console connection to Administration
Server can be performed using the SSL (Secure Socket Layer) protocol. It can identify the interacting parties, encrypt the
transferred data and protect it against modification during transfer. SSL protocol used in secure connections is based on
authenticating the interacting parties and data encryption using public keys.

IN THIS SECTION
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ADMINISTRATION SERVER CERTIFICATE

Administration Server authentication during connection of Administration Console to it and data exchange with client
computers is based on the Administration Server certificate. The certificate is also used for authentication between
master and slave Administration Servers.

The Administration Server certificate is created during installation of the Administration Server component; it is stored on
Administration Server in the Cert subfolder of the program folder.

Administration Server certificate is created just once during installation. You are advised to use the setup wizard to
preserve it during installation of the Administration Server. If an Administration Server certificate gets lost, its restoration
requires reinstalling the Administration Server component and data recovery (see section "Backup copying and
restoration of Administration Server data" on page 88).

ADMINISTRATION SERVER AUTHENTICATION DURING CLIENT
COMPUTER CONNECTION

At the first connection of a client computer to the Server its Network Agent downloads the Administration Server
certificate and saves it locally.

If the Network Agent is installed locally, the administrator can select the Administration Server certificate manually.

The downloaded copy of the certificate is used to verify the Administration Server rights and permissions during
subsequent connections.

After that the Network Agent requests the Administration Server certificate at each connection of the client computer to
the Server and compares it with the local copy. If the copies do not match, the client computer is not allowed access to
the Administration Server.
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If connection is initiated by an Administration Server, then the request from the Administration Server for connection via a
UDP port is checked first in the same manner.

ADMINISTRATION SERVER AUTHENTICATION DURING CONSOLE
CONNECTION

During first connection to the Server after installation, the Administration Console requests the Administration Server
certificate and saves it locally on the administrator's workstation. The downloaded certificate copy will be used during
subsequent connections to the Administration Server with that name for Server authentication.

If the Administration Server certificate does not match the copy stored on the administrator's workstation, a prompt
appears with an offer to confirm connection to the Server with the specified name and download a new certificate. Upon
successful connection, the Administration Console saves a copy of the new Administration Server certificate, which will
be used to identify the Server in the future.

AUTHENTICATION OF CLIENT COMPUTERS ON THE
ADMINISTRATION SERVER

Authentication of client computers is based on their names. A client computer name is unique among all the names of
computers connected to the Administration Server.

The name of a client computer is transferred to the Administration Server either when Windows network is polled and a
new computer is discovered in it, or during first connection of the Network Agent installed on a client computer. By
default, the name matches the computer name on the Windows network (NetBIOS name). If a client computer with this
name is already registered on the Administration Server, a suffix with the next number will be added to the new client
computer name, for example: <Name>-1, <Name>-2, etc. The client computer will be added to the administration group
under that name.

RIGHTS TO ACCESS THE ADMINISTRATION SERVER AND
ITS OBJECTS

The Kaspersky Administration Kit supports the following types of permissions for access to the application functionality:
e All —includes all permissions (see below).

e Reading — viewing Kaspersky Administration Kit objects' properties without a permission to perform operations,
create new objects or modify the existing ones.

e Writing — changing Kaspersky Administration Kit object properties, as well as creating new objects without a
right to perform operations upon objects.

¢ Running — performing operations on Kaspersky Administration Kit objects without a right to create new objects
or modify the existing ones.

¢ Modify access privileges — granting to users, and groups of users, access rights to the functionality of
Kaspersky Administration Kit.

e Edit event log settings.
e Edit notification settings.

e Remote install of Kaspersky Lab applications.
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e Remote install of external applications — preparation of installation packages and remote install of third-party
applications and Kaspersky Lab applications to the client computers.

e Edit Administration Server hierarchy settings.

e Save network lists content — copy files from backup, quarantine and unprocessed files from client computers
to a computer where the Administration Console is installed.

e Create tunnels — creating a tunneling connection between the computer where the Administration Console is
installed and a client computer.

After Administration Server installation, default rights to connect to the Server and work with its objects are granted to the
users included in the KLAdmins and KLOperators groups.

These groups are created during installation of the Administration Server component. Depending upon the account
selected for starting the Administration Server service:

e in the domain including the Administration Server and on the Administration Server host computer, if the Server
starts using the account belonging to the domain;

¢ only on the Administration Server host computer, if the Server starts using the local system account.

The KLAdmins group has all access rights, and the KLOperators group only has rights to Read and Execute. The set
of rights granted to the KLAdmins group cannot be modified.

Users included in the KLAdmins group will be referred to as Kaspersky Administration Kit administrators, users of
the KLOperators group are called Kaspersky Administration Kit operators.

The KLAdmins and KLOperators groups and introduction of the necessary modifications can be viewed in the standard
Windows administration tools — Computer management — Local Users and Groups.

Apart from the users of the KLAdmins group, administrator's rights are granted to:
e administrators of the domain including the computers of the administration group assigned to this Server;

e local administrators of computers with the installed Administration Server.

Local administrator can be excluded from the list of users allowed to manage the Administration Server.

All operations initiated by the administrators of Kaspersky Administration Kit will be performed using the rights of the
Administration Server account. For each Administration Server an individual KLAdmins group can be created; it will
have the necessary rights to work with that Server only.

If computers belonging to the same domain are included in administration groups of different Servers, then the domain
administrator is the Kaspersky Administration Kit administrator for all the groups. The KLAdmins group is common for
those administration groups; it is created during installation of the first Administration Server. It can be supplemented
using the administration tools of the operating systems. Operations initiated by the administrators of Kaspersky
Administration Kit will be performed using the rights of the Administration Server account.

User rights (see section "Granting rights" on page 39) in Kaspersky Administration Kit are defined based on Windows
authentication of users in the network.

After application setup an administrator of Kaspersky Administration Kit can:
o modify the rights granted to the KLOperators groups;

e grant the rights to access the functionality of Kaspersky Administration Kit to other user groups and individual
users registered on a computer on which Administration Console is installed;

e grant various access rights to work in each administration group.
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The procedures for management of computers within the corporate network are used to define:

¢ Administration Servers (see section "Connecting to the Administration Server" on page 38) and their hierarchy
(see section "Slave Administration Servers" on page 47);

e rights to access the Administration Server (see section "Granting rights" on page 39);

e the structure and hierarchy of administration groups (see section "Creating, viewing and editing the structure of
administration groups” on page 42).
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CONNECTION TO THE ADMINISTRATION SERVER

The Administration Console can be used to connect the remote client computers to the Administration Server via
Internet.

After launching Kaspersky Administration Kit, the main application window displays the console tree that reflects the
upper level of the hierarchy existing in the Kaspersky Administration Kit namespace. To load the structure of
Administration Server folders in the main window, add the appropriate object to the console tree — Server and connect to
the required Administration Server (see the figure below).

You can connect the remote client computers to the Administration Server using the Administration Console via Internet.

The program retrieves information about the structure of folders from the Administration Server and displays it in the
console tree.
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Figure 11. Connecting to the Administration Server

Users who have insufficient rights for connection will be denied access to the Administration Server. Access rights are
verified using the Windows network user authentication procedure.

If there are several Administration Servers installed in a corporate network, you can work with each of them from the
same administrator's workstation. To navigate to administration groups of another Server, you can connect to the
necessary Server or add several Servers to the console tree and connect to each of them.

You can work in parallel mode with several Administration Servers only if you are an operator or administrator of
Kaspersky Administration Kit for each Server or if you have the necessary rights on all Servers.

GRANTING RIGHTS

After an Administration Server is installed, the rights to connect to the Server and work with it are granted to users
included in the KLAdmins and KLOperators groups (see section "Rights to access the Administration Server and its
objects” on page 36).

You can change the access rights for the KLOperators group, grant the rights to work with the Server to other user
groups and individual users registered on the computer where the Kaspersky Administration Console is installed.

The rights to access all objects of an Administration Server are granted in the Administration Server settings window on
the Security tab (see the figure below).
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Figure 12. Granting rights to access the Administration Server

Apply |

Access rights can be provided individually to each administration group or granted for other objects of an Administration
Server, for example, Administration Server tasks. This configuration is performed in the object properties window, on the
Security tab.

Administrator can track user operations through Administration Server events registered in event logs. These events
have the severity level Info; and event types begin with Audit. In the Events folder of the console tree they are displayed
in the Audit events subfolder.

VIEWING INFORMATION ABOUT THE COMPUTER
NETWORK. DOMAINS, IP SUBNETS AND ACTIVE
DIRECTORY GROUPS

Information about the computer network structure and the computers it contains is displayed in the Unassigned
computers folder of the console tree.

The Unassigned computers folder contains three subfolders:
e Domains.
e Active Directory.

e |P subnets.
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The Domains folder contains the hierarchy of subfolders reflecting the structure of domains and workgroups in the
corporate Windows LAN. Each of the folders at the lowest level contains a list of computers of the respective domain or
workgroup, which are not included in the structure of administration groups. Once a computer is included in a group,
information about it will be immediately deleted from the folder. If the computer is excluded from the structure of the
administration group, information about it will again be placed in the corresponding folder.

The Active Directory folder displays computers reflecting the Active Directory structure.
The IP subnets folder displays computers reflecting the structure of IP subnetworks created within the network. The

structure of the IP subnets folder can be determined by the administrator by creating new IP subnets and editing the
settings of existing ones.

By default, IP subnets are used to display only the IP subnets that include an Administration Server.

The task pane of the Unassigned computers folder contains links for navigation to settings configuration and viewing
the contents of nested folders.

The content of each Domains, Active Directory or IP subnets folder is displayed in the results pane as a table. The full
list of the results pane columns for each object of the Administration Console is available in the Reference Guide. If the
structure uses several levels, i.e. there are subfolders, it is displayed in the console tree. Lowest elements of the
hierarchy (client computers) are not displayed in the console tree.

The Unassigned computers group is created and updated by the Administration Server. Using defined settings the
Administration Server polls the corporate network regularly to detect newly added and disconnected computers in it.

The Administration Server can use the following types of network scanning:

e Windows network polling. There are two polling methods: quick and full. During a quick scan, the server only
collects information about the list of NetBIOS names for computers in all network domains and workgroups.
During full polling, additional information is requested about computers: operating system, IP address, DNS
name, etc.

For viewing and modification of the settings for Windows network polling, use the Edit discovery settings link
in the Microsoft Network Discovery section in the task pane of the Unassigned computers folder.

e Polling of Active Directory groups. This causes information on the Active Directory unit structure and host DNS
names to be entered into the Administration Server database.

For viewing and modification of the settings for polling of Active Directory groups, use the Edit discovery
settings link in the Active Directory Discovery section in the task pane of the Unassigned computers folder.

e Polling by IP Subnets. The Administration Server will poll the specified IP ranges using ICMP packets, and
collect a complete set of data on hosts within the range.

For viewing and modification of the settings for Windows network polling, use the Edit discovery settings link
in the Discovery by IP Subnets section in the task pane of the Unassigned computers folder.

Administration Server uses the collected information and the data on computer network structure to update the contents
of the folders in the Unassigned computers folder. In that case, computers discovered in the network can be
automatically added to certain administration groups. There is a possibility to disable polling of computers displayed in
the folders of the Unassigned computers folder.

The Unassigned computers folder of the master Administration Server also displays hosts belonging to the computer
network which includes slave Administration Servers.
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QuUICK START WIZARD

Kaspersky Administration Kit allows configuration of minimum required set of settings necessary to build a centralized
management system for anti-virus protection using the Quick Start Wizard. The wizard will create:

e licenses which can be automatically distributed to computers within administration groups, by checking the box
in the corresponding field,;

e the settings for delivery of email and NET SEND notifications about events registered in the operation of the
Administration Server and all other Kaspersky Lab applications. (For successful notification, a messaging
service (Messenger) must be installed on the Administration Server and on all recipient computers);

¢ the minimum set of policies and tasks of the top hierarchy level for Kaspersky Anti-Virus for Windows
Workstations and Windows Servers 6.0 MP4, and also Administration Server tasks for downloading updates
and data backup.

Policies for 6.0 MP4 versions of Kaspersky Anti-Virus for Windows Workstations are not created if policies for
these applications already exist in the Managed computers folder. If group tasks for the Managed computers
group, and the updates download / backup tasks of the Administration Server with such names already exist,
these tasks will not be created at this time.

The offer to launch the Quick Start Wizard is displayed on the first connection to the Administration Server after its
installation. Upon the wizard completion an offer to launch the Deployment Wizard is displayed.

CREATING, VIEWING AND EDITING THE STRUCTURE OF
ADMINISTRATION GROUPS

Structure of administration groups: the hierarchy of slave Administration Servers, the list and structure of administration
groups are determined during the design stage. Administration groups are created in the main application window of
Kaspersky Administration Kit, in the Managed computers folder (see the figure below) by creating the hierarchy of
groups and adding client computers and slave Administration Servers to them.

Immediately after Kaspersky Administration Kit setup the Managed computers folder contains only empty folders
Administration Servers, Policies, Group tasks and Client computers. When administrators create the structure of
administration groups, they can add client computers and child groups to the Managed computers folder.

Administration groups are displayed as folders. Each folder has a structure similar to that of the Managed computers
folder:

e During creation of each group the system automatically creates child folders Administration Servers, Policies,
Group tasks and Client computers for storage of data about slave Administration Servers, policies and tasks
of that group and operations with them.

When client computers are added to a group, information about them is displayed as a table in the results pane of the
child Client computers folder.

When a folder is selected in the console tree, its content is displayed in the results pane. The full list of the results pane
tabs and columns for each object of the Administration Console is available in the Reference Guide.

Manipulations with the objects in the Managed computers folder are performed using the context menu commands (see
section "Context menu" on page 24) and the links in the task pane.

For administration groups with a structure identical to the structure of domains and workgroups in the existing Windows
network, you can use the Quick Start Wizard (see section "Quick Start Wizard" on page 42).

® To manually create a designed structure:

1. Connect to the necessary Administration Server.
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2. Build the hierarchy creating the child groups in sequence.

3. Add client computers to the groups.

4, Add slave Administration Servers.

The structure of administration groups is displayed in the Managed computers folder. You can view information about
each of its objects: slave Servers, groups and client computers. The system provides the time of object creation and last
modification of its settings (see the figure below). You can also view and edit the settings of object interaction (slave
Server, client computer or all client computers in a group) with the Administration Server.
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Figure 13. Viewing the group properties

To find information about specific client computers, you can use the computer search feature (see section "Finding
computers" on page 80) in the corporate network based on the specified criteria. During the search the system can use
information about slave Administration Servers. To find, save and display information about computers in a separate
folder of the console tree, use the functionality for creation of selections (see section "Computer selections" on page 82).

When the configuration of the corporate computer network changes, adequate modifications in the structure of
administration groups are required. You can:

e Add to any administration group an arbitrary number of groups of any level (slave Administration Servers and
child groups making up the next hierarchy level can be added to a group).

e You can also determine, which Kaspersky Lab applications will be installed automatically on all client computers
newly added to the group.

e Add client computers to the groups.
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e Change the hierarchy of administration groups by moving individual client computers and whole groups to other
groups.

e Remove child groups and client computers from groups.

e Add slave Administration Servers in order to decrease the load on the master Server, minimize intranet traffic
and increase the reliability of remote management system.

e  Move client computers from administration groups of one Server to the groups of another Server.
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Kaspersky Administration Kit provides a possibility to create custom groups. To add a new group, use the Create a
subgroup link on the results pane. A new folder with specified name will appear in the Managed computers folder of
the console tree (see the figure below). In the folder the system automatically creates the following subfolders:

e Policies.
e Group tasks.
e Client computers.

e Administration Servers.

Whether this folder is displayed or not, is determined by user interface settings. To configure this folder to be
displayed, go to View — Configuring interface menu and check the box in the Display slave Administration
Servers string.
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They will be filled during definition of group policies, creation of group tasks and addition of slave Administration Servers.
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Figure 14. Viewing the structure of Administration Server folders

You can add to a group client computers and child groups making up the next hierarchy level. You can configure the
display of inherited policies and group tasks in child groups.

You can also determine, which Kaspersky Lab applications will be installed automatically on all client computers newly
added to the group.

Later, you can change the name of the group, move it to another group or delete it.

A group is moved together with all child groups, slave Administration Servers, client computers, group policies and tasks.
The system will apply to all the settings corresponding to its new position in the hierarchy of administration groups.

Groups are moved using the standard Cut or Paste commands of the context menu or the corresponding items from the
Action menu or with the mouse.

While moving groups, the requirement for a unique group name within a single hierarchy level must be observed. To
resolve possible name conflicts, you should change the name before relocation. If a group name is not unique, then it will
be supplemented with a suffix _1, 2, and so on.

You cannot rename the Managed computers folder because it is an in-built element of the Administration Console.

A group can be deleted from the Administration Server folders if it contains no slave Administration Servers, child groups
and client computers and there are no group tasks and policies associated with it. A selected group can be deleted using
the Delete command from the context menu or the corresponding item from the Action menu.

CLIENT COMPUTERS

Adding a client computer to the group allows you to apply to it the policies and tasks created in the group. To add client
computers to a group, use the Add computers link in the task pane of the group, to which the computer should be
added. A wizard will start. Once the wizard completes successfully, the computers will be included in the group and will
be displayed in the results pane of the Client computers folder under the names determined for them by the
Administration Server (see the figure below). If the Administration Server has not for some reason detected the client
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computer, it is necessary to install the Network Agent to it and connect it to the Administration Server. The Administration
Server will move this computer to the Unassigned computers folder, from where you can move it to the required group.

[Akaspersky Administration Kit 10|
n& File  Action Wiew ‘Window Help | ==l
e | Bme @B 2
K, Kaspersky Administration Kit @ Client computers
Eg Administration Server TEST .
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#-{Lj Policies . M TEST CriticalVisible Protection is off; Real-time protection status di... 47+ 1 minute a
Group basks 4% Getting started
Client computers a Add computers
= Administration Servers -
() Mew groupl Refresh
B Mew group2 “ Help
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- Kaspersky Administration Kit tasks
B Tasks For specific computers
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Figure 15. Client computers within the group

Icons reflecting the status of client computers are displayed next to their names in the results pane. The icons and
corresponding statuses are listed in the appendix to the Reference Guide.

Addition of client computers to administration groups can be configured to make the Administration Server include on its
own all new computers detected in a network to the specified administration group. To do this, the appropriate settings
must be defined in the Administration Server properties (see the figure below).
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A computer can also be added in the main application window of Kaspersky Administration Kit by dragging the computer
from the Unassigned computers folder and dropping it in the appropriate administration group folder, using the mouse.

Newrue 2| x|
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™ Fiule works permanently

¥ Move only computers not added to administration groups

[T Enable rule

k. I Cancel

Figure 16. Configuring automatic transfer of new computers to a group

You can move client computers from one group to another by excluding them from the administration groups, using
either the standard context menu commands Cut, Paste and Delete or the corresponding items from the Action menu.
Computers deleted from administration groups will be moved to the Unassigned computers folder. The moving
operation can also be performed using the mouse.

It is possible to transfer client computers from the administration groups of one Server to the groups of another one. E.g.,
while adding a slave Administration Server, you can move client computers from the administration groups of the master
Server to slave Server groups. To do this, the client computers must be connected to the new Administration Server.

You can connect a client computer to another Administration Server locally from that client computer. The operation is
performed using the kimover.exe utility included in the distribution package of the Network Agent. After Network Agent
installation the utility can be found in the root of the component's installation directory.

Client computer connection to another Administration Server is accomplished by creating and running the Change
Kaspersky Administration Server task. You can create a task for specific computers to transfer individual computers, or
use a group task to move all client computers from the specified administration group. As a result of the Server
replacement task, the client computers that have completed the task will disconnect from one Administration Server and
appear in the Unassigned computers folder of another Server. The Administration Console can be used to transfer
client computers manually to the administration groups of a new Server from the groups of an old Server.

SLAVE ADMINISTRATION SERVERS

The servers' hierarchy can be used to perform the following operations with all slave Administration Servers and their
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client computers:

e creation and distribution of application policies;

e creation and distribution of group tasks (including deployment tasks);
e distribution of the updates and installation packages received by the master Server;

e creation of reports summarizing information from all slave Administration Servers.

The policies and tasks received by the slave Administration Server from the master Administration Server cannot be
modified.

®» To add a slave Server,
use the Create — Administration Server command for the Administration Servers object in the necessary group.

After this, the Add Slave Administration Server Wizard launches. It performs the following steps:

e adding a slave Administration Server;

e connecting the Administration Console to the slave Server;

e configuring the settings for connection to the master Server;

e adding information about the slave Server to the master Administration Server's database.

The connection and configuration stages can be skipped. You will then have to perform these steps manually: use the
Administration Console to connect to the slave Server and define the settings for its connection to the master Server
(see the figure below).

After successful addition of a slave Administration Server, the icon and name of the Server will appear in the
Administration Servers folder within the corresponding group.
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Figure 17. Configuring the slave Administration Server's connection to the master Administration Server

You can work with administration groups of a slave Administration Server both from the Administration Servers node of
the master Server or directly, by adding the slave Server to the console tree as a new Administration Server.

The slave Server is a valid administration Server and performs all the functions of the Administration Server within its
own administration groups.

The slave Administration Server inherits all group tasks and policies of the group, to which it belongs, from the master
Server. Inherited policies and tasks are indicated on the slave Server as follows:

N

The icon L will be displayed next to the names of policies inherited from the master Administration Server (the

regular policy icon is ).

The settings of the inherited policy will not be accessible for changes on the slave Server.

The settings that are specified as not modifiable in the inherited policy are indicated by the "locked" icon E in
all application policies on the slave Server, and use values specified in the inherited policy.

The settings that are not "locked" in the inherited policy, can be modified (see section "Relation between

policies and local application settings" on page 30) in the slave Server policies (the icon is 'ﬂ). If a parameter is
not "locked" in the slave Server policy, it can also be redefined (see section "Relation between policies and local
application settings" on page 30) in the application and task settings.

The icon @ will be displayed next to the names of group tasks inherited from the master Administration Server
(the regular task icon is {g‘).
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Deployment tasks for specific computers cannot be transferred to slave Administration Servers. Transfer of group tasks
is configured in task properties.

Updating of the client computers connected to a slave Administration Server (see section "Downloading updates for
slave Servers and their client computers" on page 66) can be configured to launch the updates download task
automatically after the master Server receives updates. Its successful completion will trigger the launch of application
update tasks on client computers of the slave Server.
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Kaspersky Administration Kit supports management only for Kaspersky Lab applications that include a specialized
component — application management plug-in.

The management of applications is performed in two ways:

e management of application settings through definition of policies (see section "Managing policies" on page 51)
and editing of the local applications settings (see section "Local application settings" on page 55);

e creation and launch of tasks (see section "Managing the operation of applications" on page 55).
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MANAGING POLICIES

An application policy can only be created if the management plug-in for that application is installed on the administrator's
workstation.

To create a policy, use the Create a policy link located in the task pane of the group for which the policy is being
created. When creating a policy, you can specify a minimum set of parameters required for application operation. All
other settings are set to the default values applied during the local installation of the application. For quick creation of
policies for individual applications use the links Create a policy for Kaspersky Anti-Virus for Windows Workstations
and Create a policy for Kaspersky Anti-Virus for Windows Servers in the task pane.

Policies created for applications appear in the corresponding folder of the console tree. Icons reflecting the status of
policies are displayed next to their names. The icons and corresponding statuses are listed in the Reference Guide.

Later, you can modify or lock the policy settings for nested groups or application settings (see the figure below).
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Figure 18. The policy properties window

Policy settings that can be "locked" are marked with the icon ﬂ To lock a setting, click the icon, and it will change to

& such parameters are not allowed for modification in the application settings, task settings or policies of child groups
and slave Administration Servers. There is a possibility to unlock modification of the settings for inherited policies.

A policy has a higher priority compared with the local settings only if it prohibits modification of parameters (are
locked E).

After a policy is created, it is added to the Policies folder (see the figure below) of the corresponding group; it appears in
the console tree and the system applies it to all nested groups and slave Administration Servers as an inherited policy.
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Figure 19. Viewing the list of policies

You can delete, copy, export, and import the existing policies from one group to another using the commands of the
context menu for the policy selected in the results pane. To import a policy from an external file, use the link Import
policy from afile in the task pane of the Policies folder. Use the displayed dialog to specify the path to a file with the
.klp extension containing policy settings.

Several group policies can be created for each application, but only one policy can be active at a time. The Active policy
option must be selected in the settings of such policy.

A policy can be activated upon a Virus outbreak. Return to the previous policy has then to be performed manually.
You can also create a policy for mobile users, which will be enforced immediately after the computer disconnects from

the Administration Server. You can configure the criteria for policy activation for mobile users using the Network Agent
profiles.

By default, a computer is considered as disconnected from the Administration Server after three failed connection
attempts. The time interval between attempts is defined in the Network Agent settings and in the Synchronization
interval (min), and by default, it is set to 15 minutes.

You can view the results of policy enforcement in the policy properties window.

Local parameters are modified automatically based on the settings enforced when a policy is first applied to a client
computer, i.e.:

e when clients are added to the policy area;
e when a policy is made active;
e when an anti-virus application associated with an existing policy is installed on the client computer.

After a policy is deleted or revoked, the application will continue working with the settings specified in the policy. The
settings may subsequently be modified manually.

Policy enforcement is performed in the following way. If a client computer is running resident tasks (real-time protection
tasks), they will continue operation using the new settings without interruption. Regular tasks running at the moment (on-
demand scanning, updates of application databases) will continue using old settings, the next time they launch using the
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new values. You can view the values of application settings defined after policy enforcement in the properties of an
individual client computer within the Administration Console.

If Administration Servers are structured hierarchically, slave Servers receive policies from the master Administration
Server and distribute them to client computers. When inheritance is enabled, policy settings can be modified on the
master Administration Server. After that, slave Administration Servers modify their policies correspondingly and distribute
them to connected client computers.

After disconnection of the master and slave Administration Servers, the policy on the slave Server will continue using the
applied settings. Policy settings modified on the master Administration Server are distributed to a slave Server after their
connection is re-established.

If inheritance is disabled, policy settings can be modified on a slave Server independently from the master Server.

If an Administration Server and client computer get disconnected, the client computer starts working with the policy for
mobile users (if it is defined) or the policy continues using the applied settings until the connection is re-established.

The results of policy distribution to slave Administration Server are displayed in the policy properties window on the
master Administration Server.

Similarly, you can view the results of policy distribution to client computers in the properties window of the corresponding
Administration Server having connected to it first.

For details on configuring policies for Kaspersky Lab applications, please refer to their corresponding documentation.
Policy configuration for the Network Agent and Administration Server is described in the Kaspersky Administration Kit
Reference Guide.
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LOCAL APPLICATION SETTINGS

The Kaspersky Administration Kit system allows remote management of local application settings on remote computers
via the Kaspersky Administration Console (see the figure below). You can define individual application settings for every
client computer in a group. You can only edit the settings that are allowed for modification in the group policy for that
application, i.e. the setting is not "locked" in the policy.
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MHumber of anti-virus records: 2445871
Last update date: F11/42009 2:05:42 PM

Sibart | Stop |
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Figure 20. Viewing client computer properties. The General tab

Local settings are configured individually for every client computer in the "<Application name>" application settings
window. You can open the window from the Applications tab of the <Computer name> Properties window that can be
accessed from the context menu of the selected client computer.

Every Kaspersky Lab application has its own set of local parameters. Their detailed descriptions can be found in the
corresponding documentation for those applications.

The settings of the Network Agent and Administration Server are described in detail in the Kaspersky Administration Kit
Reference Guide.

IMANAGING THE OPERATION OF APPLICATIONS

Applications installed on client computers are managed through creation and launch of tasks performing all basic
functions: installation of applications, installation of licenses, scanning of files, updates of database and application
modules, etc.

The created tasks are displayed in the appropriate folder of the console tree. Icons reflecting the status of tasks are
displayed next to their names. The icons and corresponding statuses are listed in the Reference Guide.
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Kaspersky Administration Kit supports work with all types of tasks provided for local operations with an application. It also
allows remote start and stop of applications using corresponding management tasks for the Network Agent. Detailed
descriptions of task types for each Kaspersky Lab application can be found in their respective Guides.

In the Administration Console remote application start and stop are accomplished using the corresponding tasks.

An application task can only be created if the management plug-in for that application is installed on the administrator's
workstation.

To ensure network protection, administrators can create any number of various tasks (except for the tasks that can exist
in one instance only) for all applications that can be managed via Kaspersky Administration Kit.

E.g., to scan client computers functioning as workstations for the presence of malware, an on-demand scan task must be
created for Kaspersky Anti-Virus for Windows Workstations.

Applications management features and general service operations are implemented as tasks of the Administration
Server and Network Agent components of Kaspersky Administration Kit. For those components the following task types
are defined:

e Change Kaspersky Administration Server.
e Starting and stopping the application.
e Application deployment.

e Product deinstallation task.

e Managing the client computer.

e Message for users.

e Updates verification.

e Packages retranslation task.

e Report delivery.

e Administration Server data backup.

¢ Download updates to the repository.

Creation and launch of the tasks listed above have a number of peculiarities. For detailed description of work with them
please see the Kaspersky Administration Kit Reference Guide.

You can create group and local tasks, tasks for specific computers and Kaspersky Administration Kit tasks belonging to
these task types.

Remote deployment task supports creation of group tasks and tasks for specific computers. Updates download tasks,
backup, and reports delivery tasks only support creation of Administration Server tasks.

The updates download task and the task of the Administration Server data backup can be created in a single instance
only, and they are executed for one host only — the computer running the Administration Server.

Group tasks are stored in the Group tasks subfolders of the corresponding groups (see the figure below). To create a
group task, in the console tree, open the Group tasks folder of the target group and use the link to Create a task in the
task pane.

Tasks for specific computers are stored in the Tasks for specific computers folder of the console tree. To create a task
of this type, select the corresponding folder in the console tree and use the Create a task link located in the task pane.
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The Administration Server tasks are located in the Kaspersky Administration Kit tasks folder of the console tree. To
create a new Administration Server task, in the console tree, open the context menu of the Kaspersky Administration
Kit tasks folder and use the command New — Task.
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Figure 21. Group tasks

You can view the list of local tasks on a client computer in its properties window.
®» To view a list of local tasks:

1. Inthe console tree, open the Client computers folder of the group including the necessary computer.

2. Select a computer in the list displayed in the results pane.

3. Open the computer properties window on the Tasks tab that contains the list of local tasks for the selected
computer. To do this, use the Viewing client computer properties link to the left of the computers list in the
results pane or the Properties item of the context menu for the selected computer.

Exchange of information about the tasks between a local application and the Kaspersky Administration Kit database
occurs at the connection of the Network Agent with the Server. During the procedure information about local tasks

arrives in the Administration Server database.

You can edit the settings of tasks, monitor their execution, copy, export and import tasks from one group to another and
also delete them using the context menu commands and the task pane links.

Application settings used while performing tasks on each client computer are defined in accordance with the group policy
(see section "Relation between policies and local application settings"” on page 30), task settings and the parameters of
that application on the client computer.

Most of the settings are determined by the policy of the application performing a specific task. If modification of some
values is locked in the policy, they cannot be edited in task settings (see the figure below).
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Figure 22. Task settings locked in a policy

However, some settings are individual for every task: for example, task launch schedule, the account used to run a task,
scan scope for on-demand scanning tasks. Values for those settings are specified for every task and they can be
changed after task creation (see the figure below).
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Figure 23. Editing task properties. The Schedule tab

Tasks start in accordance with their schedule. Computers that are turned off at the time specified in the schedule can
boot up automatically using the Wake On LAN feature. To do this, the corresponding box (see the figure below) must be
checked in the window that opens after clicking the Advanced button on the Schedule tab (see the figure above).

Activate computer before the tazk iz launched by the Wake On 5 =1
e LAM function [mir. : I =1

[T Tum off computer after task i complete

[ Stop if the task is taking longer than [min.]; 0 =i

k. I Cancel |

Figure 24. Enabling automatic startup of the operating system

You can configure the computer to turn off automatically after a scheduled task is performed.

Task performance duration can be restricted; in that case a task will be stopped when the specified time elapses. There
is a possibility to disable the launch of scheduled tasks. The tasks are not deleted in this case, but they will not be
started.
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You can start a task, abort, pause or resume it manually using the context menu commands and the task settings
window (see the figure below). The links in the Task management section of the task pane can also be used to start or
stop a task.

Tasks are launched on a client only if the corresponding application is running. When the application is not running, all
running tasks are cancelled.

You can monitor task performance and view its results in the task properties window (see the figure below) or in the
upper part of the task pane (in the section corresponding to the task name).

Task results are recorded and saved in accordance with the specified settings in the Windows and Kaspersky
Administration Kit event logs, both in a centralized manner on the Administration Server and locally on each client
computer. Both the administrator and other users may be notified of results, using the notification format and method
specified in the task settings.
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Figure 25. Editing task settings. The General tab

You can view the task results registered in the Kaspersky Administration Kit event log using the Events folder of the
console tree. You can view the task performance results for each client computer in the task properties window.

When the hierarchical structure of Administration Servers is used, slave Servers receive group tasks from the master
Administration Server and distribute them to client computers provided that the Send to slave Administration Servers
box is checked in the task settings (see the figure above). Group task settings can be modified on the master
Administration Server. Thereafter, the slave Administration Servers modify their group tasks correspondingly and
distribute them to connected client computers.

The results of group task distribution to slave Administration Servers are displayed in the Task results window. You can
call up this window by clicking the Results link on the General tab of the Administration Server group task properties.
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Similarly, you can view the results of group task distribution to client computers in the properties window of the
corresponding slave Administration Server group task having connected to it first.




UPDATING THE DATABASE AND PROGRAM
MODULES

Timely updates of the application databases used while scanning infected objects, installation of critical patches for
application modules and their regular updating are essential factors affecting the reliability of anti-virus protection
systems.

Updates to the application databases on Kaspersky Lab update servers are released every hour. You are advised to
update the databases with the same frequency and immediately install all critical updates to program modules.

To update the databases and program modules of the applications managed using Kaspersky Administration Kit, you
should create the task of downloading of updates to the repository. When this is done the server will retrieve updates to
databases and program modules from the update source in accordance with the task settings. Downloaded data is
stored on the Administration Server in the Updates shared folder and can be distributed to client computers and slave
Administration Server automatically immediately after update completion. The shared folder is created during
Administration Server setup. By default, the shared folder is the KLSHARE folder in the program folder selected during
installation of the Administration Server component (<Drive>:\Program Files\Kaspersky Lab\ Kaspersky Administration
Kit).

Updates are distributed to client computers using the update tasks for applications. Slave Servers are updated using the
Administration Server update download tasks. These tasks can run automatically immediately after the master Server
downloads updates irrespectively of the schedule in task settings.

Updates can be tested for correct functioning before their distribution to client computers. The application includes
updates testing functionality for this purpose. Updates scan implies that updates are distributed first to a set of test
computers and then, if no errors occur, to other client computers.
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DOWNLOADING UPDATES TO THE ADMINISTRATION
SERVER REPOSITORY

The Administration Server updates download task is a global task; only one such task can exist. The task is created and
started for one host only - the computer running the Administration Server component.

If you have used the Quick Start Wizard, the Download updates to repository task is already created and located in
the Kaspersky Administration Kit tasks folder in the console tree.

To create an updates download task for the Administration Server, start the task creation wizard for the Kaspersky
Administration Kit tasks folder and select Download updates to repository as the task type (see the figure below).
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Figure 26. Creating the task of downloading updates to the repository

If a hierarchy of Administration Servers is created (or planned) in a computer network, then the Force update of slave
Servers option must be enabled in the settings of the master Server task for automatic distribution of updates to slave
Servers (see the figure below). In that case immediately following an update of the master Server, update tasks of slave
Servers will be started (if they are created).

Enabling the Force update of slave Servers option does not automatically create update download tasks on slave
Administration Servers. They should be created manually individually for each slave Server.
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Figure 27. Configuring other task settings

When an Administration Server performs the Download updates to repository task, updates to databases and program
modules of applications are downloaded from the updates source and stored in the shared folder.

The updates from the shared folder are distributed to the client computers (see section "Distributing updates to client
computers" on page 65) and slave Administration Servers (see section "Downloading updates for slave Servers and their
client computers" on page 66).

The following resources can be used as a source of updates for the Administration Server:
e Kaspersky Lab update servers;
e master Administration Server;
e FTP/HTTP server or network folder containing updates.

Source selection depends on task settings.

In case of update from an FTP / HTTP server or network folder, correct Server update requires that the source provide a

copy of proper folders structure containing the updates and identical to the structure generated when updates are copied
by Kaspersky Lab software.

You can view information about the received updates in the console tree within the Repositories — Updates folder. The
updates are listed in the results pane (see the figure below).
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Figure 28. Viewing downloaded updates

DISTRIBUTING UPDATES TO CLIENT COMPUTERS

To increase the reliability of anti-virus protection, you should create group tasks to download updates for all anti-virus
applications making up the system of anti-virus protection on client computers.

In order to ensure that the same versions of databases and program modules are installed on the client computers, you
should select the Administration Server as the source of updates in the properties of updates download task for
applications.

If the Administration Server is selected as the source in an application update task, then, if the hierarchical structure of
Servers is used, the client computers will receive updates from the Server to which they are connected, i.e. from the
slave Server (not the master Server).

Creation of update tasks for applications is described in detail in the corresponding Guides for these applications.

For the update tasks the Schedule tab (see the figure below) can be used to select the launch option When new
updates are downloaded to the repository. It allows you to decrease the traffic and the number of attempts made by
client computers to access the Administration Server and also avoid possible inaccuracies and errors during creation of
update tasks for administration groups including many client computers.
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Figure 29. Creating the schedule for the update task

To decrease the load on Administration Servers, it is recommended to use Update Agents (see section "Distributing
updates via Update Agents" on page 67), which can distribute updates within an administration group. When multicast IP
delivery is enabled, Update Agents also distribute the settings of policies and tasks.

DOWNLOADING UPDATES FOR SLAVE SERVERS AND THEIR
CLIENT COMPUTERS

Applications will retrieve updates from the Administration Server, to which a client computer is connected, i.e. from slave
Server (not the master Server).

If a hierarchical structure of Administration Servers is created in a computer network, then, to configure slave Servers to
download updates and distribute them to their connected client computers, perform the following steps:

1. Create an updates download task for every slave Administration Server.

2. Inthe settings of the updates download task for slave Servers select Master Administration Server as the
source of updates (see the figure below).
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Figure 30. Updating from master Administration Server

3. Inthe settings of the updates download task on the master Administration Server enable automatic distribution
of updates to slave Servers enabling the option to Force update of slave Servers (see the figure below).
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Figure 31. Configuring other task settings

4. If necessary, select the Update Agents (see section "Distributing updates via Update Agents" on page 67) within
administration groups.

DISTRIBUTING UPDATES VIA UPDATE AGENTS

To distribute updates to client computers, you can use Update Agents, i.e. computers acting as intermediate centers for
the distribution of updates and installation packages within an administration group. They receive updates from the
Administration Server and store them in the destination folder defined during application installation. The destination
folder can be changed in the Update Agent properties. In this case, only the updates necessary within the group will be
copied. Client computers then contact the Agents for updates.




ADMINISTRATOR'S GUIDE

Creation of the list of Update Agents and their configuration are performed in the group properties window on the Update
Agents tab (see the figure below). Besides updates, the Agents distribute the settings of group policies and tasks to
client computers.
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Figure 32. Creating the list of Update Agents




MAINTENANCE

Some regular procedures are recommended as part of maintenance practice for administration groups:

e Regularly generate and view reports on the operation of applications on client computers (see section "Reports"
on page 77).

¢ Read notifications sent from client computers and Administration Server.

Complete list of notifications created by the applications included in Kaspersky Lab products can be found in
their corresponding documentation.

¢ Timely update (see section "Updating the database and program modules" on page 62) on client computers the
databases and program modules of applications installed on the client computers.

e Regularly check the size of the database for the information on operation of applications submitted from client
computers and free disk space required for its storage on the Administration Server.

e Add new computers on the corporate network to administration groups in a timely manner and install the
necessary anti-virus applications on them.

e Regularly perform the backup copying of the administration system data (see section "Backup copying and
restoration of Administration Server data" on page 88).

e Regularly check the status of licenses for the applications installed on the network, and renew them as
necessary (see section "Renewing your license" on page 70).

¢ View information about the events from Administration Server and applications that it controls (see section
"Event logs. Event selections" on page 73).

e Monitor the status of Quarantine (see section "Quarantine and Backup" on page 71) and information about
unprocessed files (see section "Unprocessed files" on page 88).

e If necessary, manage the objects on client computers from the administrator's workstation. For instance,
disinfect the infected files on the computer.

Kaspersky Administration Kit has some features making network maintenance significantly easier:

e searching for computers, administration groups and slave Servers according to specified parameters (see
section "Finding computers" on page 80);

e maintaining a registry of applications (see section "Applications registry" on page 84);

e control of virus outbreaks (see page 85).




ADMINISTRATOR'S GUIDE

IN THIS SECTION

YA LeA Y T aTo Yo 10 gl o7 =T E=T= ST S PP PPRPTRN 70
QUATANTINE AN BACKUP......utiiiiiie ettt e ettt e e e et e e e e e e s et a e e e e e e s e et abae et eeeeseasaaaaeeeeeesaasastseeeeeesaassbaeseeaeeessastanneeeeas 71
EVENT [0gS. EVENE SEIECHIONS .....eiiiiiiiie ettt e e ekt e e h et e e s et e e e s et e s bne e e e as b e e e e et r e e e nnneeesannneeenanes 73
=T 00 £ PRSP PP PRRRTN 17
(D12 (o] g o [ oto] o 1] o10] (=T £ O EPUP PR OPRPP PPN 80
(001001 01U ] (=TT =] (=T o (o] o F O TP PP PRI 82
PN o] o] Lor= ol A (=10 1] 1Y PO PP PUPURPN 84
[OFo] a1 i I AV T AU 0 101 oY= | 85
L0 gT o] o Yot TSI T i 1= PP STSSPTPIRIN 88
Backup copying and restoration of AdmINIiStration SErver data.............cooviuiiiiiiiie e e e 88

RENEWING YOUR LICENSE

The right to use Kaspersky Lab software is granted in accordance with the License Agreement made on purchase.
During the license validity period, you are entitled to:

e use the anti-virus functionality of the application;

e update application databases;

e upgrade the application;

e consult the Technical Support Service in matters pertaining to the installation, configuration and operation of the
application by telephone or Technical Support Service request form at the Kaspersky Lab website;

e send detected infected and suspicious objects to Kaspersky Lab for analysis.

Kaspersky Administration Kit does not require a license to function! While contacting the Technical Support Service,
please use the information about the license for any Kaspersky Lab applications you have purchased managed by
Kaspersky Administration Kit.

Kaspersky Administration Kit checks the presence of the license, which is an essential part of any Kaspersky Lab
product and identifies its validity period. An application can have only one current license. It contains restrictions for
software use that can be verified by special mechanisms.

When the license expires, the benefits listed above are restricted. License renewal means purchase and installation of a
new license.

Kaspersky Administration Kit features the possibility of centralized monitoring of the status of licenses installed on client
computers and their renewal.

When a license is installed using the Kaspersky Administration Kit services, all information about it is stored on the
corresponding Administration Server. The information is used to generate reports on the status of installed licenses and
for notifications about license expiry or that the maximum number of applications using a license has been exceeded.
Parameters for notifications about the status of licenses are configured in the Administration Server settings.




To generate a report on the status of licenses installed on client computers, you can use the internal License usage

report template or create a template of the same type.

The report created using the License usage report template contains complete information about all licenses installed
on all client computers (both current and reserve licenses), indicating which computers are using which keys, and the

license restrictions.

A complete list of the licenses installed on client computers can be found in the Repositories — Licenses folder
(see the figure below). The application displays complete information for each license in the results pane. Full list of the

results pane columns for the Licenses folder is available in the Reference Guide.
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Figure 33. Licenses

You can check which licenses are installed for the application on a specific client computer by viewing the application

properties configuration window.

In order to install a license, you must create and run the license installation task.

The task for license installation can be created as a group or local task or even as a task for specific computers. You can

use a wizard to create a license installation task.

To replace an installed license or make it active, you can use an existing task having first changed its settings.

QUARANTINE AND BACKUP

Operations with Quarantine and Backup are supported for versions 6.0 or later of Kaspersky Anti-Virus for Windows

Workstations and Kaspersky Anti-Virus for Windows Servers.

Anti-virus applications provide the functionality necessary to keep certain objects in specialized repositories. Each
computer has individual local Quarantine and Backup folders. Quarantine is used to store suspicious objects, Backup - to

store backup copies of infected objects made before their disinfection or removal.

Kaspersky Administration Kit supports the possibility of keeping a centralized list of objects placed by Kaspersky Lab
applications in their repositories. Network Agents send the information from client computers for storage in the database
of the appropriate Administration Server. You can then use the Administration Console to view the properties of objects

in local repositories, run anti-virus scanning of those repositories and delete the stored objects.

® To allow remote management of objects in local storage areas,

In the application policy check the boxes in the Notify Administration Server section (see the figure below):

e About quarantined objects.
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e About backup objects.

e About unprocessed objects.

The settings of repositories are configured individually for every application: in policy or application settings.
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Figure 34. Configuring remote repositories

You can view the objects in repositories on client computers of the administration groups and work with them in the
Repositories folder (see the figure below).

Kaspersky Administration Kit does not copy objects to the Administration Server. All objects are stored locally on client
computers. Objects are restored to the administrator-defined folder on the computer with the installed anti-virus
application that has placed the corresponding object in the repository.
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Figure 35. Viewing the contents of the repository

EVENT LOGS. EVENT SELECTIONS

Kaspersky Administration Kit provides extensive functionality for monitoring the anti-virus protection system.

There is a possibility of maintaining logs of events in the operation of the Administration Server and all applications

managed using Kaspersky Administration Kit. Information can be saved both in the Microsoft Windows system log and in
the Kaspersky Administration Kit event log.

Logs are used to register events occurring in the operation of applications and task results.

You can define a list of events to log in the operation of each application and also the procedure for notifying

administrators and other users in each administration group about those events. These settings are determined by the
group policy for an application. They are specified on the Events tab (see the figure below) of the group policy properties

window.
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Figure 36. Editing a policy. The Events tab

The procedure for saving task results, the format and method of notification about them are defined in task settings.
Notification can be sent by email or via network or by starting a specified program or script.

Information about registered events and task results can be stored in a centralized manner on the Administration Server
and also locally on each client computer (for that computer only).

You can view the information in Microsoft Windows Event Log in the standard Event Viewer MMC snap-in. Information
from the event log of Kaspersky Administration Kit stored on an Administration Server can be viewed in the Event and
computer selections — Events folder of the console tree (see the figure below).
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Figure 37. Viewing Kaspersky Administration Kit event log

For simpler viewing and data search information in the Events folder is distributed in selections. By default, the following
selections are available: Recent events, Critical events, Functional failures, Warnings, Audit events, and
Informational events. A selection allows the search and ordered presentation of information about registered events,
since, after a selection is applied, only the data matching its settings remains available. This is very important since the
Server stores a considerable amount of information. There is a possibility to create more selections, change the set of
displayed columns and save event selection to a txt-file.

To create a selection, use the Create new selection link in the results pane or the New — New selection context menu
command of the Events folder. As a result, a folder with the name you have specified for the selection will appear in the
Events folder of the console tree. It will contain all events and task results. To change the data displayed, configure the
selection (see the figure below).
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Figure 38. Customizing an event selection. The Events tab

Logged events are deleted automatically (when the storage time defined in the policy elapses) or manually using the
Delete command of the context menu. You can delete an individual event selected in the results pane, all events, or
events matching the specified conditions.

You can check the list of events registered in the application operation for each client computer in the Events window
(see the figure below), that can be accessed using the Events context menu command. The window displays information
from the Kaspersky Administration Kit event log stored on the Administration Server. To search necessary information,
you can use events filter.
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Figure 39. Viewing events stored on the Administration Server

REPORTS

You can receive reports about the status of anti-virus protection based on the information stored on the Administration
Server.

You can trace the anti-virus protection status of the client computer using the data written into the system registry by the
Network Agent.

Reports can be generated for the following objects:

e the whole system of anti-virus protection;

e computers of a specific administration group;

e aset of client computers from different administration groups;

¢ the system of anti-virus protection corresponding to slave Administration Servers.
The following types of reports are supported:

e Protection status:

e Protection status report contains information about client computers with insufficient level of anti-virus
security.

e Errors report contains information about errors (functional failures), registered in the operation of
applications installed on client computers.
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e Event report contains a list of application events for the selected group. The system only adds to the list
events that have been specified during report creation.

e Report on Update Agents activity contains the statistics of Update Agents' operation in the selected
administration groups.

e Slave Administration Servers report contains information about the slave administration servers,
included in the selected administration groups.

e Deployment:

e License usage report contains information about the status of licenses used by Kaspersky Lab
applications and observance of the restrictions provided for in those licenses.

e Kaspersky Lab software version report contains information about the versions of Kaspersky Lab anti-
virus applications installed on client computers.

e Incompatible applications report contains information about the anti-virus applications of other vendors
installed on client computers or Kaspersky Lab applications that do not support management via Kaspersky
Administration Kit.

e Protection coverage report contains a list of network computers and information about the anti-virus
applications installed on those hosts.

e Update:

e Anti-virus database usage report contains information about the database versions used by the
applications.

e Kaspersky Lab applications versions updates report contains summarized information about the
versions of installed updates to the program modules, the number of installed updates and the number of
computers and groups where they have been installed.

e Anti-virus statistics:
e Viruses report provides information about the results of anti-virus scanning of client computers.

e Most infected computers report includes information about client computers, the scanning of which has
revealed the largest number of suspicious objects.

e Network attack report provides information about the network attacks registered on client computers.

e Summary Report on Workstation and File Server Protection Applications contains detailed information
about the installed anti-virus applications for protection of workstations and file servers as well as
information about the infected objects revealed by applications of that type and appropriate actions.

e Summary Report on Mail System Protection Applications contains detailed information about the
installed anti-virus applications for protection of mail servers as well as information about the infected
objects revealed by applications of that type and appropriate actions.

e Summary Report on Perimeter Defense Applications contains detailed information about the installed
anti-virus applications for perimeter defense as well as information about the infected objects revealed by
the applications of that type and appropriate actions.

e Summary Report on Installed Application Types contains information about the types of anti-virus
applications installed on client computers and the information about the infected objects revealed by
applications of that type and appropriate actions.

e Users of infected computers report contains information about the network users on whose computers
most suspicious objects were detected.

e Others:
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e Report on application registry contains information about all applications installed on the client
computers of the administration groups.

e Report on administrator notes displays a list of administrator notes saved in a group within the specified
time interval.

You can generate reports using predefined templates. Most of the default templates can be found in the Reports and
notifications folder of the console tree (see the figure below). You can also select some additional templates in the
report generation wizard.
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Figure 40. Viewing the list of reports

There is a number of standard templates corresponding to the types of reports about the anti-virus protection status.
You can create new templates, delete the existing ones, view and edit their settings.

To view reports, use the results pane of the node corresponding to the template necessary for report generation or the
default web browser.

When the hierarchical structure of Administration Servers is used, you can create summary reports including information
from slave Administration Servers.

If some Administration Servers are not accessible, information about that will be included in the report.

To save a report, select it in the console tree, open its context menu and select Save. Use the started wizard screen to

specify the folder for report files and select from the dropdown list the format in which the report will be saved. Click the
Finish button.
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DETECTING COMPUTERS

To view information about an individual computer or a group of computers, you can use the computer search function
based on the specified criteria. While searching for computers, the program can use information from slave
Administration Servers. Search results can be saved to a text file.

The search feature can find:
e client computers in administration groups of an Administration Server and its slave Servers;

e computers that are not added to administration groups, but included in computer networks where an
Administration Server and its slave Servers are installed;

e all computers in the networks where Administration Server and its slave Servers are installed regardless of
whether they are in administration groups.

To find computers, in the console tree, use the Search context menu command of the Administration Server node, of
the Unassigned computers folder, of the Managed computers folder, or of the nested administration groups' folders
(see the figure below). For that purpose you can also use the task pane links: Find unassigned computers for the
Unassigned computers folder and Find managed computers for the folders in the Managed computers folder.
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Figure 41. Detecting computers. The Network tab

Depending on the node or folder being searched, it will return the following results:

e Managed computers folder or any of its subfolders — search for client computers connected to the
Administration Server managing the selected group.

Search will be performed using the information about the structure of Administration Server folders and its slave
Servers (if the Include data from slave Servers (down to level) box is checked in the search settings).

e Inthe Unassigned computers folder — search for computers not included in administration groups within the
network where the Administration Server is installed.

Search will be performed using the data collected by the Administration Server and slave Servers (if the Include
data from slave Servers (down to level) box is checked in the search settings) while polling the computer
network.
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The search will list computers included in the folder of the Unassigned computers folder selected for the
search, and in the Unassigned computers folder on all slave Servers (if the Include data from slave Servers
(down to level) box is checked in the search settings).

e Administration Server <Server name> — full search for computers.

Search will be performed based on information about the structure of administration groups and the data
collected by the Administration Server and slave Servers (if the Include data from slave Servers (down to
level) box is checked in the search settings) while polling the computer network.

The search will return:

e client computers included in the administration groups of the selected Administration Server and all its slave
Servers (if the Include data from slave Servers (down to level) box is checked in the search settings).

e computers included in the Unassigned computers group of the selected Administration Server and the
Unassigned computers groups of all its slave Servers (if the Include data from slave Servers (down to
level) box is checked in the search settings).

To find, save and display information about computers in an individual folder of the console tree, use the feature for
creation of computer selections.

COMPUTER SELECTIONS

For more flexible control over the status of client computers, information about them based on various criteria is
displayed in a separate folder of the console tree Event and computer selections — Computer selections
(see the figure below).
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Figure 42. Computer selections




Status diagnostics of client computers is performed based on the data describing the anti-virus protection status on a
host and information about its network activity. Diagnostics settings can be configured individually for every
administration group on the Computer status tab (see the figure below).
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Figure 43. Configuring the client computer's status diagnostics

Information about new computers is based on the results of network polling by the Administration Server.

There is a possibility to create more selections, change the set of displayed columns and save event selection to a txt-

file. To add computers to the selection, configure the selection settings (see the figure below). Selection can be used for

search and subsequent relocation of found computers into administration groups. Relocation can be performed using the

mouse.
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Figure 44. Configuring a computer selection

APPLICATION REGISTRY

Whether this folder is displayed or not, is determined by user interface settings. To configure this folder to be displayed,
go to View — Configuring interface menu and check the box in the Display application registry string.

®» To view the registry of applications installed on network computers,
open the Repositories — Application registry folder.

Information about applications is provided from the system registry of client computers on the LAN; it is summarized in a
table containing the following fields:

e Name — application name;

e Version — application version;

e Manufacturer — vendor name;

e Number of computers — the number of network hosts where the application is installed;
e Comments — brief application description;

e Technical Support Service — website address of the Technical Support Service;




e Technical Support phone number — phone number of the Technical Support Service.

The Comments, Technical Support Service and Technical Support phone number fields can be empty if an
application manufacturer has not provided the possibility of adding the corresponding data to the system registry during
application setup.

You can use a filter to view information about the applications matching certain criteria. The system allows viewing the
list of computers where an application is installed for the listed software.

CONTROL OF VIRUS OUTBREAKS

Kaspersky Administration Kit allows control over virus activity on client computers using the Virus outbreak event
registered in the Administration Server operation.

This feature is very important during periods of virus outbreaks since it enables administrators to react in a timely manner
to occurring virus attack threats.

The criteria used to register a Virus outbreak event are defined in the Administration Server properties window, on the
Virus outbreak tab (see the figure below).

An event can be registered for several types of applications.

®» To enable recognition of virus outbreaks,

check the boxes next to the necessary types of applications:
e Anti-virus for workstations and file servers.
e Perimeter defense anti-virus.
e Mail system anti-virus.
Set the virus activity threshold for each application type which when exceeded will trigger a Virus outbreak:
¢ Inthe Viruses field — the number of viruses found within by the applications of that type.

e Inthein (min) field — time during which the specified number of viruses was detected.
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Figure 45. Viewing the Administration Server properties. The Virus outbreak tab

The Virus outbreak event is created based on Infected object detected event in the anti-virus application operation.
Therefore, for successful recognition of a virus outbreak all information about those events should be stored on
Administration Server. To do this, appropriate settings must be selected in the policies for all anti-virus applications. In
the Infected object detected event properties window the On Administration Server for (days). box must be checked.
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Figure 46. Configuring event registration

The procedure for notification about the Virus outbreak event is determined on the Administration Server in the event
properties window in the Event notification section (see the figure below).

Automatic change of the current policy for applications can be configured as a response to a virus outbreak. The set of
policies for every type of virus outbreak is defined in the Policy activation window that opens after clicking the
Configure policies to activate on "Virus outbreak" event link on the Virus outbreak tab of the Administration Server
properties window.

To count the Infected objects detected events, only information from the client computers of the master Administration
Server is to be taken into account. For each slave Server the Virus outbreak event is configured individually.
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Figure 47. Editing the settings for email notifications

UNPROCESSED FILES

Information about the files for which scheduled scanning and disinfection has been postponed, is available in the
Repositories — Unprocessed files folder. The folder contains information about all such files within the Administration
Servers and client computers.

Postponed processing and disinfection are performed upon request or after a specified event. You can configure the
settings for postponed disinfection of a set of files.

BACKUP COPYING AND RESTORATION OF
ADMINISTRATION SERVER DATA

Backup copying allows you to move an Administration Server from one computer to another without data losses and
restore information in case of Administration Server database transfer to another host or upgrade to a newer version of
the Kaspersky Administration Kit application.

When an Administration Server is uninstalled from the computer, the Kaspersky Administration Kit always suggests
making a backup copy.

During backup copying the following data is saved or restored:

e information database of the Administration Sever (policies, tasks, application settings and events saved on the
Administration Server);




o configuration information about the structure of the administration groups and client computers;

e repository of the installation files for deployment of applications (content of the Packages, Uninstall, Updates
folders);

e Administration Server certificate.

Data restoration during migration to a later application version is supported beginning with Kaspersky Administration Kit
5.0 Maintenance Pack 3.

If during the restoration of the Administration Server data, the path to the shared folder has changed, you should verify
correct execution of tasks in which the folder is used (update, remote deployment tasks) and, if necessary, change the
settings.

Copying of the Administration Server data for backup and subsequent restoration can be performed by a backup task or
manually using the klbackup utility included in the distribution package of Kaspersky Administration Kit. Data restoration
is only performed using the kibackup utility.

After Administration Server setup the klbackup utility is saved in the program folder specified during installation of the
component. When started from the command line, it copies or restores data depending upon the selected options.

The backup task is created manually; it is added to the Kaspersky Administration Kit tasks folder. To perform actual
data backup, you should configure the task. You can also create a backup task manually: select Kaspersky
Administration Kit as the application for which the task will be created; and define Administration Server data backup
as the task type.




CONTACTING THE TECHNICAL SUPPORT
SERVICE

You can obtain information about the application from the Technical Support Service, by phone or on the Internet. When
contacting the Technical Support Service, you will need to provide information about the license for the Kaspersky Lab
product with which you are using the application.

The Technical Support Service will answer any questions related to the installation and use of the application that are not
covered in help topics. If your computer has been infected, they will help you to neutralize the consequences of malware
activity.

Before contacting the Technical Support Service, please read the support rules for Kaspersky Lab products
http://support.kaspersky.com/support/rules.

Technical Support by email

You can send your question to the Technical Support Service by filling out a Helpdesk web form for client questions
at http://support.kaspersky.com/helpdesk.html.

You can ask your question in Russian, English, German, French or Spanish.

To send an email request, you should specify your Customer ID, which you received while registering at the
Technical Support Service's website, and the corresponding password.

If you are not yet a registered user of Kaspersky Lab applications, you can fill out a registration form
(https://support.kaspersky.com/en/personalcabinet/registration/form/). During registration you will need to enter
either your application's activation code, or indicate the key file.

The Technical Support Service will respond to your request in your Personal Cabinet
https://support.kaspersky.com/en/PersonalCabinet), and to the email address you specified in your request.

In the website's request form, please describe the problem you have encountered. In the mandatory fields, specify:

e Request type. Questions which users often ask divided into separate topics, for example: "Problems with
Setup / Remove application” or "Virus disinfection”. If you do not find an appropriate topic, select "General
question"”.

e Application name and version number.
e Request description. Describe the problem you encountered in as much detail as possible.

e Customer ID and password. Enter the client number and the password you received when you registered at
the Technical Support Service's website.

e Email address. The Technical Support Service will reply to your question at this email address.

Technical support by phone

If you have an urgent problem, you can call your local Technical Support Service. Before contacting Russian-speaking
(http://support.kaspersky.ru/support/support_local) or international (http://support.kaspersky.com/support/international)
technical support, please have the necessary information (listed at http://support.kaspersky.com/support/details) about
your computer to hand. This will let our specialists help you more quickly.
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GLOSSARY

.\
ADMINISTRATION CONSOLE

Kaspersky Administration Kit component that provides user interface for the management services of the Administration
Server and Network Agent.

ADMINISTRATION GROUP

A set of computers grouped by function and installed Kaspersky Lab applications. Computers are grouped as a single
entity for the convenience of management. An administration group can contain other administration groups. For each
application installed in an administration group, group policies and tasks can be created.

ADMINISTRATION SERVER

Kaspersky Administration Kit component that centralizes the storage of information about Kaspersky Lab applications
installed in the corporate network and about the management of those applications.

ADMINISTRATION SERVER CERTIFICATE

The certificate used for the Administration Server authentication during connection of Administration Consoles to it and
data exchange with client computers. The Administration Server certificate is created during server installation; it is
stored in the Cert subfolder of the program folder.

ADMINISTRATION SERVER CLIENT (CLIENT COMPUTER)

A computer, server or workstation running the Network Agent and managed Kaspersky Lab applications.

ADMINISTRATION SERVER DATA BACKUP

Copying of the Administration Server data for backup and subsequent restoration performed using the backup utility. The
utility can save:

¢ information database of the Administration Sever (policies, tasks, application settings, events saved on the
Administration Server);

e configuration information about the structure of the logical network and client computers;

e repository of the installation files for deployment of applications (content of the Packages, Uninstall, Updates
folders);

e  Administration Server certificate.

ADMINISTRATOR'S WORKSTATION

Computer with the installed component that provides an application management interface. For anti-virus products, this
is the Anti-Virus Console, and for Kasp