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KASPERSKY ADMINISTRATION KIT

Kaspersky Administration Kit provides a centralized solution for managing corporate network anti-virus security
systems based on Kaspersky Lab applications included in Kaspersky Open Space Security products. Kaspersky
Administration Kit supports all network configurations that use the TCP/IP protocol.

The application is a tool for corporate network administrators and anti-virus security officers.
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DISTRIBUTION PACKAGE

The product is provided free of charge with all Kaspersky Lab applications included in the Kaspersky Open Space
Security kit (retail). It is also available for download from the Kaspersky Lab website (http://www.kaspersky.com).

SERVICES FOR REGISTERED USERS

Kaspersky Lab offers a large service package, enabling its legal users to enjoy all available features of the application.

If you purchase licenses for a Kaspersky Lab product included in Kaspersky Open Space Security, you become a
registered user of Kaspersky Administration Kit. During the license validity period, you are entitled to:

e hourly updates of the application database and program modules of that software product;

e phone or email consultation on matters related to the installation, configuration and operation of the anti-virus
application;

When you contact the Technical Support Service, please provide information about your license for the
Kaspersky Lab application with which Kaspersky Administration Kit is being used.

e notifications about releases of new Kaspersky Lab software products and about new viruses that appear
worldwide. This service is provided to users who subscribe to the Kaspersky Lab newsletter at the web site of
the Technical Support Service at http://support.kaspersky.com/subscribe/.

Kaspersky Lab does not provide support on issues related to the operation and use of your operating system or
other technologies.
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OBTAINING INFORMATION ABOUT THE APPLICATION

If you have any questions regarding purchasing, installing or using Kaspersky Administration Kit, answers are readily
available.

Kaspersky Lab provides various sources of information about the application. You can choose the most suitable,
according to the importance and urgency of your question.

IN THIS SECTION
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INFORMATION SOURCES FOR FURTHER RESEARCH

You can view the following sources of information about the application:
e the application's page on Kaspersky Lab's website;
e the application's Knowledge Base page on the Technical Support Service website;
e electronic help system;
e documentation.
The application's page at the Kaspersky Lab website

http://www.kaspersky.com/administration kit

This page will provide you with general information about the application's features and options.
The application's Knowledge Base page at the Technical Support Service website

http://support.kaspersky.com/remote_adm

This page contains articles by the Technical Support Service.

These articles contain useful information, recommendations, and the Frequently Asked Questions (FAQ) page, and
cover purchasing, installing and using the application. The articles are sorted by subject, such as "License
management", "Database updates", and "Troubleshooting”. The articles aim to answer questions about not only this
application but other Kaspersky Lab products as well. They may also contain news from the Technical Support
Service.

The electronic help system

The application installation package includes full help files, which contain step by step descriptions of the
application's features.

To open the help file, select Kaspersky Administration Kit help system in the console Help menu.
If you have a question about a specific application window, you can use context-sensitive help.
To open context-sensitive help, in the corresponding window, press the Help button or the F1 key.

Documentation
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The documentation supplied with the application aims to provide all the information you will require. It includes the
following documents:

e Administrator's Guide describes the purpose, basic concepts, features and general schemes for using
Kaspersky Administration Kit.

o Deployment Guide contains a description of the installation procedures for the components of Kaspersky
Administration Kit as well as remote installation of applications in computer networks using simple configuration.

e Getting Started guide gives a step by step guide to anti-virus security administrators, enabling them to start
using Kaspersky Administration Kit quickly, and to deploy Kaspersky Lab's anti-virus applications across a
managed network.

e Reference Guide contains an overview of Kaspersky Administration Kit, and step by step descriptions of its
features.

The documents are supplied in PDF format in Kaspersky Administration Kit's distribution package (installation CD).

You can download the documentation files from the application's page at Kaspersky Lab's website.

CONTACTING THE TECHNICAL SUPPORT SERVICE

You can obtain information about the application from the Technical Support Service, by phone or on the Internet. When
contacting the Technical Support Service, you will need to provide information about the license for the Kaspersky Lab
product with which you are using the application.

The Technical Support Service will answer any questions related to the installation and use of the application that are not
covered in help topics. If your computer has been infected, they will help you to neutralize the consequences of malware
activity.

Before contacting the Technical Support Service, please read the support rules for Kaspersky Lab's products
http://support.kaspersky.com/support/rules.

Technical Support by email

You can send your question to the Technical Support Service by filling out a Helpdesk web form for client questions
at http://support.kaspersky.com/helpdesk.html.

You can ask your question in Russian, English, German, French or Spanish.

To send an email request, you should specify your customer ID, which you received while registering at the
Technical Support Service's website, and the corresponding password.

If you are not yet a registered user of Kaspersky Lab's applications, you can fill out a registration form
(https://support.kaspersky.com/en/personalcabinet/registration/form/). During registration you will need to enter either
your application's activation code, or the key file.

The Technical Support service will respond to your request in your Personal Cabinet
https://support.kaspersky.com/en/PersonalCabinet), and to the email address you specified in your request.

In the website's request form, please describe the problem you have encountered. In the mandatory fields, specify:

e Request type. Questions which users often ask divided into separate topics, for example: "Problems with
Setup / Remove application" or "Virus disinfection”. If you do not find an appropriate topic, select "General
question".

e Application name and version number.

e Request description. Describe the problem you encountered in as much detail as possible.
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e Customer ID and password. Enter the client number and the password you received when you registered at
the Technical Support Service's website.

e Email address. The Technical Support Service will reply to your question at this email address.

Technical support by phone

If you have an urgent problem, you can call your local Technical Support Service. Before contacting Russian-
speaking (http://support.kaspersky.ru/support/support_local) or international
(http://support.kaspersky.com/support/international) Technical Support, please have the necessary information
(listed at http://support.kaspersky.com/support/details) about your computer to hand. This will let our specialists help
you more quickly.

DISCUSSING KASPERSKY LAB'S APPLICATIONS ON THE WEB FORUM

If your question does not require an immediate answer, you can discuss it with Kaspersky Lab's experts and other users
in our forum at http:/forum.kaspersky.com.

In this forum you can view existing topics, leave your comments, create new topics and use the search engine.

PURPOSE OF THE DOCUMENT

This Guide contains a description of installation procedures for the components of Kaspersky Administration Kit and
remote installation of applications in computer networks using simple configuration.

APPLICATION FEATURES

The application enables the corporate network administrator to:

e Perform remote installation and removal of Kaspersky Lab applications across the network in a centralized
manner. This feature enables the administrator to copy the required set of Kaspersky Lab applications to a
selected computer, and then install these applications remotely on the network computers.

e Remotely manage Kaspersky Lab applications in a centralized manner. The administrator can create a multi-
level anti-virus protection system, and manage the operation of all applications from his workstation. This is
particularly important for larger companies whose local network consists of a large number of computers that
may be located in several separate buildings or offices. This feature includes:

e creating the hierarchy of Administration Servers;

e joining hosts into administration groups based on the functions performed by the computers and on the set
of applications installed on them;

e configuring the application settings in a centralized way by creating and applying policies;
e configuring the application settings for particular individual computers;

e managing the operation of applications in a centralized manner by creating and running group tasks and
tasks for sets of computers and the Administration Server;

e building individual schemes for the application's operation by creating and running tasks for a set of
computers from different administration groups.

e Automatically update the anti-virus database and application modules on computers. This feature can update
the anti-virus databases for all installed Kaspersky Lab applications in a centralized manner, rather than each
computer accessing Kaspersky Lab's Internet updates server for each individual update. Updating can be
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performed automatically according to the schedule set up by the administrator. The administrator can monitor
distribution of updates to client computers.

e Receive reports using a dedicated system. This feature can collect statistics about the operation of all installed
Kaspersky Lab applications in a centralized manner, and create reports based on the statistics. The
administrator can create a cumulative network report about application operation, or reports about the operation
of all applications installed on individual computers.

e Use events notification system. Delivery of notifications. The administrator can create a list of events which
occur when applications are running about which he or she wants to be notified. The list of such events may
include, for example, detection of a new virus, an error that occurred due to incorrect termination of the
database updating on a computer, or detection of a new computer on the network.

e Manage licenses. This feature allows the administrator to install licenses for all installed Kaspersky Lab
applications in a centralized manner, to monitor the observance of the license agreement (that is, that the
number of applications operating in the network is less than or equal to the number of licenses) and the
expiration date.

APPLICATION STRUCTURE

Kaspersky Administration Kit includes three major components:

e Administration Server (hereinafter also referred to as the Server) performs the functions of centralized storage of
information about Kaspersky Lab applications installed in the corporate network and about the management of
these applications.

e Network Agent (hereinafter also referred to as the Agent) coordinates interaction between the Administration
Server and Kaspersky Lab applications installed on a specific network node (a workstation or a server). This
component supports all Windows applications included in Kaspersky Open Space Security products. Separate
versions of Network Agent exist for Kaspersky Lab's Novell and Unix applications.

e Administration Console (hereinafter also referred to as the Console) provides a user interface to the
administration services of the Administration Server and Network Agent. The management module is
implemented as a shap-in for the Microsoft Management Console (MMC). The Administration Console allows
connection to the remote Administration Server via Internet.

HARDWARE AND SOFTWARE REQUIREMENTS

Administration Server
e Software requirements:
e Microsoft Data Access Components (MDAC) 2.8 or higher.

e MSDE 2000 with installed Service Pack 3, or Microsoft SQL Server 2000 with installed Service Pack 3 or
higher, or MySQL Enterprise 5.0.32 and 5.0.70, or Microsoft SQL 2005 or higher; or Microsoft SQL Express
2005 or higher, Microsoft SQL Express 2008, Microsoft SQL 2008.

It is recommended to use Microsoft SQL 2005 with Service Pack 2, Microsoft SQL Express 2005 with
Service Pack 2 and later versions.

¢ Microsoft Windows 2000 with installed Service Pack 4 or higher; Microsoft Windows XP Professional with
installed Service Pack 2 or higher; Microsoft Windows XP Professional x64 or higher; Microsoft Windows
Server 2003 or higher; Microsoft Windows Server 2003 x64 or higher; Microsoft Windows Vista with
installed Service Pack 1 or higher, Microsoft Windows Vista x64 with installed Service Pack 1 and all current
updates, for Microsoft Windows Vista x64 the Microsoft Windows Installer 4.5 should be installed; Microsoft
Windows Server 2008; Microsoft Windows Server 2008 deployed in the Server Core mode; Microsoft
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Windows Server 2008 x64 with installed Service Pack 1 and all current updates, for Microsoft Windows
Server 2008 x64 the Microsoft Windows Installer 4.5 should be installed; Microsoft Windows 7.

When using Microsoft Windows 2000 with Service Pack 4 installed, it is necessary to install the following
updates for Microsoft Windows before deploying Administration Server: 1) Update Rollup 1 for Windows
2000 SP4 (KB891861); 2) Security Update for Windows 2000 (KB835732).

e Hardware requirements:
e Intel Pentium Il 800 MHz or higher;
e 256 MB RAM,;

e 1GB of available disk space.

Administration Console
e Software requirements:

e Microsoft Windows 2000 with installed Service Pack 4 or higher; Microsoft Windows XP Professional with
installed Service Pack 2 or higher; Microsoft Windows XP Home Edition with installed Service Pack 2 or
higher; Microsoft Windows XP Professional x64 or higher; Microsoft Windows Server 2003 or higher;
Microsoft Windows Server 2003 x64 or higher; Microsoft Windows Vista with installed Service Pack 1 or
higher, Microsoft Windows Vista x64, Microsoft Windows Vista x64 with installed Service Pack 1 and all
current updates, for Microsoft Windows Vista x64 the Microsoft Windows Installer 4.5 should be installed;
Microsoft Windows Server 2008; Microsoft Windows Server 2008 x64 with installed Service Pack 1 and all
current updates, for Microsoft Windows Server 2008 x64 the Microsoft Windows Installer 4.5 should be
installed; Microsoft Windows 7.

e Microsoft Management Console 1.2 or higher.
e Work with Microsoft Windows 2000 requires Microsoft Internet Explorer 6.0.

o Work with Microsoft Windows 7 E Edition and Microsoft Windows 7 N Edition requires Microsoft Internet
Explorer 8.0 or higher.

e Hardware requirements:
e Intel Pentium Il 800 MHz or higher;
e 256 MB RAM;

e 70 MB of available disk space.

Network Agent
e Software requirements:
e For Windows systems:

Microsoft Windows 2000 with installed Service Pack 4 or higher; Microsoft Windows XP Professional with
installed Service Pack 2 or higher; Microsoft Windows XP Professional x64 or higher; Microsoft Windows
Server 2003 or higher; Microsoft Windows Server 2003 x64 or higher; Microsoft Windows Vista with
installed Service Pack 1 or higher, Microsoft Windows Vista x64 with installed Service Pack 1 and all current
updates, for Microsoft Windows Vista x64 the Microsoft Windows Installer 4.5 should be installed; Microsoft
Windows Server 2008; Microsoft Windows Server 2008 deployed in the Server Core mode; Microsoft
Windows Server 2008 x64 with installed Service Pack 1 and all current updates, for Microsoft Windows
Server 2008 x64 the Microsoft Windows Installer 4.5 should be installed; Microsoft Windows 7.

e For Novell systems:
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Novell NetWare 6 SP5 or higher; Novell NetWare 6.5 SP7 or higher.
e  For Linux systems:

The supported version of the operating system is determined by the requirement of the compatible
Kaspersky Lab application installed on the client computer.

e Hardware requirements:

e For Windows systems:
e Intel Pentium 233 MHz or higher;
e RAMsize - 32 MB;
e 20 MB of available disk space.

e For Novell systems:
e Intel Pentium 233 MHz or higher;
e RAMsize - 32 MB;
e Available disk space - 32 MB.

e For Linux systems:
e Intel Pentium® 133 MHz or higher;
e RAMsize - 64 MB;

e 100 MB of available disk space.

Update Agent
e Software requirements for Windows systems:

Microsoft Windows 2000 with installed Service Pack 4 or higher; Microsoft Windows XP Professional with
installed Service Pack 2 or higher; Microsoft Windows XP Professional x64 or higher; Microsoft Windows Server
2003 or higher; Microsoft Windows Server 2003 x64 or higher; Microsoft Windows Vista with installed Service
Pack 1 or higher, Microsoft Windows Vista x64 with installed Service Pack 1 and all current updates, for
Microsoft Windows Vista x64 the Microsoft Windows Installer 4.5 should be installed; Microsoft Windows Server
2008; Microsoft Windows Server 2008 x64 with installed Service Pack 1 and all current updates, for Microsoft
Windows Server 2008 x64 the Microsoft Windows Installer 4.5 should be installed; Microsoft Windows 7.

e Hardware requirements for Windows systems:
e Intel Pentium Il 800 MHz or higher;
e 256 MB RAM,;

e 500 MB of available disk space.




TYPICAL SCHEMES FOR DEPLOYMENT OF
ANTI-VIRUS PROTECTION

There are several options available for deployment of anti-virus protection system managed by Kaspersky Administration
Kit on network computers:

e Centralized remote installation of applications on client computers. In that case installation of applications and
connection to the centralized remote management system are performed automatically, requiring no
administrator participation, and allow deployment of anti-virus software on any number of client computers.

e By means of local installation of applications on each client computer. In that case the necessary components
are installed on client computers and the administrator's workstation manually, and the settings for client
connection to the Server are defined during Network Agent setup. This installation method may be
recommended for cases when centralized remote deployment is impossible.

Remote deployment can be used to install any administrator-defined applications. However, remember that
Kaspersky Administration Kit only supports management of Kaspersky Lab's applications installed from
distribution packages including a specialized component — the application management plug-in.

Kaspersky Lab applications can also be installed on computers as part of drive images. The Network Agent
recognizes such installation type properly using the identifiers of hard disk drives and MAC addresses and
connects correctly to the Administration Server.




RECOMMENDATIONS FOR CREATION OF
CENTRALIZED MANAGEMENT OF ANTI-
VIRUS PROTECTION

Selection of a deployment scheme is determined by the following main factors:

Corporate network structure: the speed of communication channels in various segments of the network and the
number of client computers in each segment.

Organizational corporate structure.

Number of employees in the IT department who will provide for the maintenance of anti-virus protection and the
tasks of division of responsibility between employees.

Existing hardware resources which can be allocated for the installation of components of anti-virus protection
management (Administration Servers, Update Agents).

Capacity of communication channels which is allocated for the functionality of components of anti-virus
protection within the corporate network.

Maximum allowed time for the execution of key administrative operations within the corporate network, such as
distribution of database updates and changes in policies for client computers.

The schemes for deployment of anti-virus protection most often resolve into one of the following options:

One Administration Server.
One Administration Server with Update Agents.
Administration Server Hierarchy.

Administration Server Hierarchy with Update Agents.

When selecting the optimal anti-virus protection scheme, it is recommended first to determine the existing network and
hardware resources which can be used for the operation of a centralized anti-virus protection system. This analysis can
determine the set of possible deployment schemes and exclude those of them which cannot be implemented within
existing hardware resources and network infrastructure.

To analyze the network and hardware infrastructure, the following procedure is recommended:

1.

Determine the settings of the network in which anti-virus protection will be deployed. The main settings among
which are:

e number of segments in the network;

e number of managed computers in each network segment;

e the speed of communication channels between individual network segments;

e capacity of each communication channel which is used for the functionality of anti-virus protection.

Determine the maximum allowed time for the execution of key administrative operations for all managed
computers.

Using collected information and the data of administration system stress testing (see section "Information about
stress testing” on page 102) make a decision on the following issues:
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e How many Administration Servers are required for work with all client computers? Is the Administration
Server Hierarchy required?

e  What hardware requirements must the Administration Servers comply with for maintenance of all client
computers within the allowed time?

e Are intermediate centers for distributing updates and installation packages (Update Agents) required to
reduce the load on communication channels?

After answering the questions listed above, the administrator can create a set of allowed deployment schemes and select
the most optimal one from them.

During the next step the administrator must create a centralized management of anti-virus protection by installing the
corresponding Kaspersky Administration Kit components to the network computers, namely:

1. Install the Administration Server on a computer included into the corporate network.
2. Install Kaspersky Administration Console on computers that will be used for management purposes.
3. Using the Quick Start Wizard configure the centralized management of anti-virus protection.

4. Decide who the network administrators will be, determine other categories of users allowed to work with the
system and assign a list of performed functions to each category.

5. Create user groups and provide to each group the access rights needed by its users for performance of their
responsibilities.

6. If necessary, create the Administration Server Hierarchy.

7. For each Administration Server create the structure of administration groups and distribute computers into
appropriate groups.

8. Install the required Kaspersky Lab applications on the client computers.

9. If necessary, create customized settings for the installed applications using policies and tasks.
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Before starting the setup process, make sure that the hardware and software of the host computer meet the requirements
for the Administration Server and Administration Console (see section "Hardware and software requirements" on page 9).

Kaspersky Administration Kit stores its information in an SQL server database. Microsoft SQL Server 2005 Express
Edition is installed for that purpose by default together with Kaspersky Administration Kit. Other SQL servers can also be
used for data storage (see section "Hardware and software requirements” on page 9). In that case they must be installed
on the network before Kaspersky Administration Kit setup.

Installation of Kaspersky Administration Kit requires administrator's privileges on the computer where the installation is
performed.

To ensure that application components function correctly after setup, all the required ports must be open on the host
computers. The ports that Kaspersky Administration Kit uses by default are listed in the table below.

Table 1. Ports used by Kaspersky Administration Kit

PORT NUMBER PRrROTOCOL DESCRIPTION

Computer on which the Administration Server is installed

13000 TCP It is used to:

e retrieve data from client computers;
e connect to Update Agents;

e connect to slave Administration Servers.

SSL protection is used for these connections.

14000 TCP It is used to:

e retrieve data from client computers;
e connect to Update Agents;

e connect to slave Administration Servers.

SSL protection is not used for these connections.

13000 ubpP SSL connection is used to transmit information about computer shutdown.

13292 TCP The port is used for connection of mobile devices.

(A mobile device here means a device with the Kaspersky Mobile Security
Enterprise Edition installed.)

18000 HTTP The Administration Server uses this port to receive data from the Cisco NAC
authentication server.

Computer assigned to function as Update Agent

13000 TCP The port is used by client computers to connect to the Update Agent.

13001 TCP The port is used by client computers to connect to the Update Agent if a
computer with the installed Administration Server functions as an Update Agent.

14000 TCP The port is used by client computers to connect to the Update Agent.

14001 TCP The port is used by client computers to connect to the Update Agent if a
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PORT NUMBER PROTOCOL DESCRIPTION

computer with the installed Administration Server functions as an Update Agent.

Client computer with installed Network Agent.

15000 UbP The port is used to receive requests for connection to the Administration Server,
which can collect information about a host in real time.

60000 ubP The port is used by the Wake On LAN feature.

For outbound connections of client computers to the Administration Server and Update Agents, the range of ports 1024—
5000 (TCP) is used. In Windows Vista and Windows Server 2008 the default range of ports for outbound connections is
49152-65535 (TCP).

IN THIS SECTION
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INSTALLATION OF KASPERSKY ADMINISTRATION KIT
COMPONENTS ON A LOCAL COMPUTER

This section contains a description of local installation of the Kaspersky Administration Kit components. Two setup
options are available:

e Standard installation (see section "Standard installation" on page 16). A minimum required set of components
will be installed in that case. This type of installation is recommended for networks which include up to 200
computers.

e Custom installation (see section "Custom installation" on page 17). In that case you can select individual
components for installation and configure additional settings. This installation type is recommended for
experienced users.

Standard installation of the application is recommended. You can modify all application settings and install additional
components later, if necessary.

If at least one Administration Server is installed in the network, additional Servers can be deployed remotely using push
install (see section "Creating a deployment task" on page 35). During task creation, use the Administration Server
installation package (see section "Creating and configuring an installation package for Administration Server" on

page 82).

STANDARD INSTALLATION

®» To install Kaspersky Administration Kit locally on a computer:
1. Run the setup.exe. The Setup Wizard will invite you to configure the settings. Follow the wizard's instructions.
2. Select Standard installation.

3. During the next step of the wizard, select the size of the network in which the application is being installed.
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4. Then the wizard extracts the necessary files from the distribution package and writes them to the hard drive of
the computer.

In the last window the wizard invites you to start the Administration Console. The first time the Console is launched, you
can perform the initial configuration of the application (for more details please see the Reference Guide).

When the wizard completes, the following application components will be installed on the system drive:
e Administration Server (together with the server version of the Network Agent);
e Administration Console;
e All available management plug-ins for applications.
The following applications required for application operation will also be installed, if they were not installed earlier:
e  Microsoft Windows Installer 3.1;
e Microsoft Data Access Component 2.8;

e  Microsoft .NET Framework 2.0;

During installation of Microsoft .NET Framework to Microsoft Windows 2000, an error may occur. This can be
avoided by installing Security Update for Windows 2000 (KB835732).

e  Microsoft SQL Server 2005 Express Edition.

CUSTOM INSTALLATION

To perform custom installation of Kaspersky Administration Kit locally on a computer, run the setup.exe file from the CD
containing the distribution package. The Setup Wizard will invite you to configure the settings. Follow the wizard's
instructions.
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STEP 1. SELECTING THE DESTINATION FOLDER

Define the folder where product components will be installed. By default, it will be <Drive>:\Program Files\Kaspersky
Lab\Kaspersky Administration Kit. If this folder does not exist, it will be created automatically. You can change the
destination folder using the Browse button.

STEP 2. SELECTING THE COMPONENTS TO BE INSTALLED

In the next wizard window, select the components of Kaspersky Administration Kit, which you wish to install
(see the figure below):

e Administration Server. The Administration Agent component is installed automatically.
You can also indicate if any additional components should be installed:

e Kaspersky Lab Cisco NAC Posture Validation Server. This is a standard Kaspersky Lab component
authorizing a set of credentials for common operation with Cisco NAC. The settings of interaction with Cisco
NAC can be configured in the Administration Server properties or policy (for details please refer to
Kaspersky Administration Kit Reference Guide).

¢ SNMP agent. This component supports collection of statistical information for the Administration Server via
SNMP. It is only available when the application is installed on a computer with SNMP installed.

After Kaspersky Administration Kit installation, the mib-files required for monitoring will be located in the
SNMP nested folder of the application installation folder.

e Mobile devices support. This component provides for common product operation with Kaspersky Mobile
Security Enterprise Edition.
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e Kaspersky Lab System Health Validator. It is a Kaspersky Lab tool checking normal system functioning
(System Health Validator) and interacting with Microsoft NAP. This component is only available during setup on
a computer with the Microsoft Windows Server 2008 installed.

e Administration Console.

Kaspersky Administration Kit

Select Features

Choosze the features Setup will ingtall.

Select the features you want to inztall, and clear the featuresz vou do nat want o ingtall.

=l-(7] Admiristration Server ~ Description

Hetwork, Agent K.asperzky Lab Cizoco MAC
Posture Y alidation Server
authorizes F.azpersky Lab
credentialz for Cizco MAC

: zpersky Lab Cizco MALC Posture Y alidation
_ |:| kobile devices support
K.azperzsky Adminiztration Congole

1| | B

Space required on 106512 K
Space avallable on L 921263 K

< Back | Hewt > I Cancel

Figure 1. Selecting the components to be installed

Network Agent setup cannot be cancelled, the component is always installed.

Server version of the Network Agent will be installed on the computer together with the Administration Server.
Administration Server cannot be installed together with the regular version of the Network Agent. If that component is
already installed on the target computer, remove it and run the Administration Server installation again.

Please note that the wizard dialog contains reference information:
e on the selected component in the Description field in the right part of the window;

e on the disk space required to install the selected components and available free space on the selected
destination drive, in the lower part of the window.

If you have selected the Administration Console only, there will be no further configuration steps; the wizard will proceed
to the list of setup settings and the actual installation start.

If you have selected the Administration Server installation, proceed to the next step.
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STEP 3. SELECTING THE NETWORK SIZE

Specify the size of the network where you are installing Kaspersky Administration Kit (see the figure below). This
information will help to ensure optimal configuration of the application interface and settings. You can modify these
settings later (for details please refer to the Kaspersky Administration Kit Administrator's Guide).

Kaspersky Administration Kit x|

Metwork Size
Select netwark, size

Select the approximate number of computers that you are planning to manage. Thiz information
il be wzed for configuring E.azpersky Administration Kit. You'll be able to edit zettings later.

{+ From 1 to 100 computers in the netwark

£ From 100 ta 1000 computers in the netwark

" more than 1000 computers in the netwark,

< Back | Hent » I Cancel

Figure 2. Selecting the network size

The table below contains the main differences in the setup depending upon various selected network sizes.

Table 2. Relation between the setup settings and the network size

SETTINGS 1-100 COMPUTERS 100-1000 COMPUTERS MOoRE THAN 1000
COMPUTERS

Display of the slave - - +
Administration Servers
node and all corresponding
settings

Display of the security - - +
settings

Display of the applications - + +
registry and all
corresponding settings

Creation of a Network - - +
Agent policy using the
Quick Start Wizard

Enable randomization of - 5 minutes 10 minutes
the update task launch
time on client computers
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STEP 4. SELECTING ACCOUNT

Define the account that will be used to start the Administration Server as a service on a given computer
(see the figure below).

Kaspersky Administration Kit

Admimstration Server Properties

x|

Set Server account,

Azzign a logon account to Administration Server service, The account must obtain
adminigtrator permiszions far editing Administration Server databaze.

L ocal System Account

" User Account

Sceount: I Browse... |

FPazswond; I

[Eamfirm passwornd: I

< Back | Hewt > I Cancel

Figure 3. Selecting account

The two following options are available:

e Local System account — the Administration Server will start using the Local System account and its
credentials.

Correct operation of Kaspersky Administration Kit requires that the account used to start the Administration
Server should have the administrator's rights on the resource where the Administration Server database is
hosted.

In Microsoft Windows Vista and later versions of Windows, the Administration Server cannot be configured to
use the local system account. Therefore, the Automatically created account (<Name of account>) option is
available on computers running the specified operating systems.

e Specified account — the Administration Server will start using the account included into a domain. In this case
the Administration Server will initiate all operations using the credentials of that account. Use the Browse button
to select the user whose account will be used and enter the password.

If you have selected a specified user account to launch the Administration Server, you will be offered to specify that user.

If later you decide to change the Administration Server account, you will need to use the utility for Administration Server
account switching (klsrvswch). For details please see the Kaspersky Administration Kit Reference Guide.
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STEP 5. SELECTING DATABASE

During the next step you will be offered to select the resource: Microsoft SQL Server (SQL Express) or MySQL
(see the figure below), which will be used for storage of the Administration Server information database.

Kaspersky Administration Kit

Databaze Server

x|

Select databaze server type.

Select database server lype to connect Adminiztration server.

s Microsaoft SOL Server [SOL Expressz)

£ MpSOL

< Back | Hewt > I Cancel

Figure 4. Selecting database

STEP 6. CONFIGURING SQL SERVER

If you have selected SQL Express or Microsoft SQL Server during the previous step, and you plan to use Kaspersky
Administration Kit with a server installed in the corporate network, enter its name in the SQL Server name field. In the
Database name field (see the figure below), specify the name of the database, which will be created for the
Administration Server information. The default name for the database will be KAV.

If you plan to manage fewer than 5,000 computers with Kaspersky Administration Kit, Microsoft SQL Express 2005 / 2008
can be used. If the planned number of computers managed with Kaspersky Administration Kit exceeds 5, 000, Microsoft
SQL 2005 / 2008 is recommended.
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If no SQL server is installed in the network yet, select the option to Install Microsoft SQL Server 2005 Express Edition.
All the necessary settings will be configured automatically.

Kaspersky Administration Kit

Admimstration Server Properties

x|

Set Microzoft SOL Server Parameters.

Select computer hosting SGL Server,

e |nztall Microzoft SEL Server 2005 Espress Edition [recommended)

" Choose existing

SOL Server name; |TE5T Brawse. . |

D atabaze name: Imﬁ.‘;
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Figure 5. Selecting database

The name of an SQL server will appear in the SQL Server name field automatically, if the installer finds it on the
computer where Kaspersky Administration Kit is being installed. The Browse button displays the list of all Microsoft SQL
servers installed in the network.

If the Administration Server will start using the local administrator or local system account, the Browse button is not
available.




DEPLOYMENT GUIDE

If a MySQL Enterprise server has been selected during the previous step, use this window (see the figure below) to
specify its name in the MySQL Server name field (by default, the system uses the IP address of the computer where
Kaspersky Administration Kit is being installed) and the port for connection in the Port field (the default port number is
3306). In the MySQL Database name field enter the name of the database, which will be created for storage of the
Administration Server data (the default database name is KAV).

Kaspersky Administration Kik

Administration Server Properties

X

Set MySOL Server Parameters.

Specify the computer with the installed MuSGL zerver, databaze name and the zerver port
number.

MySHL Server name: Part:

| 3305

MySOHL Databaze name:

[k
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Figure 6. Selecting MySQL Enterprise server

If the network contains no SQL servers or you cannot use the existing servers, you should install a server. The supported
SQL servers are listed in the system requirements (see section "Hardware and software requirements” on page 9).

If you wish to install an SQL server on the computer from which you have initiated installation of the Kaspersky
Administration Kit, you will need to abort the installation procedure and restart it after the SQL server is installed.

If you are installing the server on a remote computer, there is no need to interrupt the setup wizard of the Kaspersky
Administration Kit. Install an SQL server and return to the Kaspersky Administration Kit setup.

STEP 7. SELECTING THE AUTHENTICATION MODE

Determine the authentication mode that will be used during the Administration Server connection to the SQL server.
For SQL Express or Microsoft SQL Server you can select one of the following two options (see the figure below):

e Microsoft Windows Authentication Mode — in that case the account used to start the Administration Server
will be employed to verify the credentials;

e SQL Server Authentication Mode — if you select that option, the account specified below will be used to verify
the credentials. Fill in the Account, Password and Confirm password fields.
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If the Administration Server database is stored on another computer, then, during installation or upgrade of the
Administration Server, you should use the SQL server authentication mode for cases when the Administration
Server account has no access to the database server. That is possible if one of the computers is outside the
domain or the Administration Server is configured to use the Local system account.

Kaspersky Administration Kik

S0L Authentication Mode
Choose Authentication kMode.

X

Chooze the securnity [authentication] mode youw want to uze for connection to Microzoft
SOL Server 2000 ar 2005, If pou zelect SOL Server Authentication, you are prompted o
enter the account and confirm the pazsword.

{+ Microzoft ‘Windows Authentication Mode

{~ SOAL Server Authentication tMode

|Jzer name: I
Pazswarnd I
[Eanfitm passwond; I

< Back | Hent » I Cancel

Figure 7. SQL Server Authentication Mode
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Specify the user account and password for MySQL Enterprise server (see the figure below).

Kaspersky Administration Kit
MySOL Authentication Mode

Select MySOL zerver authentication.

Select MuSOL Server Authentication, you are prompted o enter the account and confirm
the passward.

Uzer name: In:u:ut
FPaszward: Ixxxxxxxx

Confirm password: Ixxxxxxxx
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Figure 8. Authentication mode on MySQL Enterprise server

STEP 8. SELECTING A SHARED FOLDER

Define the location and name of the shared folder (see the figure below) that will be used to:

e store the files necessary for remote deployment of applications (the files are copied to the Administration Server
during creation of installation packages);
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e store updates downloaded from an updates source to the Administration Server.

Kaspersky Administration Kik

Administration Server Properties
Set Server shared folder.

Shared folder will be uzed to store installation packages and updates for Kazpersky Lab
applications. Create the folder on the current machine or select the existing shared
netwaork resource.

¥ [Create new shared folder

IE:"uF'ru:ugram FilezhK.azperzky LabhKaspersky Administration KithShare Browse. .. |

Shared folder name:

[KLSHARE

(= Select existing shared|falder

I j Browse,.. |
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Figure 9. Creating a shared folder

File sharing (read only) will be enabled for all users.

The two following options are available:
e Create new shared folder to make a new folder; specify the folder path in the field below in that case.
e Select existing shared folder to choose a shared folder among the directories that already exist.

The shared folder can be a local folder on the computer running the installer or remote directory on any computer within
the corporate LAN. You can use the Browse button to select the shared folder or specify it manually by entering its UNC
path (for example, \\server\KLShare) in the corresponding field.

By default, the installer creates a local KLShare subfolder in the program folder containing the components of Kaspersky
Administration Kit.

STEP 9. CONFIGURING CONNECTION TO ADMINISTRATION SERVER

Define the settings for connection to the Administration Server (see the figure below):
e  The number of the port used to connect to the Administration Server. By default, port 14000 will be used.

e SSL port number that will be used for secure connection to the Administration Server. By default, port 13000 will
be used.
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If the Administration Server is installed on a computer running Microsoft Windows XP with Service Pack 2, then the built-
in system firewall blocks TCP ports 13000 and 14000. Therefore, to allow access to the computer with the installed
Administration Server, these ports must be opened manually.

Kaspersky Administration Kit

Admimstration Server Properties

x|

Set Server ports.

Define the Administration Server port. The value muszt lie in the range of 1-65535.

Fart nurnber: |1 4000

Define Administration Server S50 part. The value must lie in the range of 1-65535.

SSL port number: |1 2000
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Figure 10. Settings for connection to the Administration Server

STEP 10. DEFINING THE ADMINISTRATION SERVER ADDRESS

Specify the Administration Server address (see the figure below) using:

e DNS name. This method is helpful in cases when the network includes a DNS server and client computers can
use it to obtain the Administration Server address.

e NetBIOS name. This method is used when client computers obtain the Administration Server address via the
NetBIOS protocol or there is an available WINS server in the network.
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e [P address. This option is used if the Administration Server has a static IP address, which will not be changed in
the future.

Kaspersky Administration Kik

Administration Server Properties

X

Set Administration Server Address

Set the Adminiztration Server addresz as one of the following warantsz.

a.  DMS name. tiz usedifa DHS server iz present and client computers can get
zemver address via it

b.  MetBl0S name. |z uzed if clent computers can get address via MNetbios server,
ar if a W IMNS zerver iz prezent,

. IF addresz. [tiz used if the zerver has static [P address which will nat be changed
in the future.

Adrministration Server address:

TEST |
¢ Back | MHest > I Cancel |

Figure 11. Administration Server address
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STEP 11. CONFIGURING THE SETTINGS FOR MOBILE DEVICES

If the Mobile devices support component was selected for installation, specify the Administration Server name for
connection of mobile devices (see the figure below).

Kaspersky Administration Kit

Server Address for Mohbile Devices Connechtion

x|

Specify server address for mobile devices connection

x.

Provide address that mobile devices will uze for connection to the Adminiztration S erver.

Be careful, S5L handzhake may fail in caze of address mizmatch.

Server address far mobile devices connection;

|TEST

Cancel
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Figure 12. Administration Server address for connection of mobile devices

STEP 12. COMPLETING SET UP

Once the installation settings for the components of Kaspersky Administration Kit are defined, you can check them and
begin actual installation.

After the Administration Console is installed on your computer, its icon appears in the Start - Programs — Kaspersky
Administration Kit menu and can be used to start the Console.

The Administration Server and Network Agent will be installed on the computer as services with the properties listed
below. The table also contains the properties of the Kaspersky Lab Posture Validation Server for Cisco NAC, which will
be running on the computer if the corresponding component has been installed together with the Administration Server.

Table 3. Administration Server and Network Agent properties
PROPERTY ADMINISTRATION SERVER | KASPERSKY LAB Cisco NETWORK AGENT
NAC POSTURE
VALIDATION SERVER
Service name CSAdminServer nacserver kinagent

Displayed service name

Kaspersky Administration
Server

Kaspersky Lab Cisco NAC
Posture Validation Server

Kaspersky Network Agent

Startup type

Automatic at the operating system start.

Account

Local System or user-defined.

The server version of the Network Agent will be installed on the computer together with the Administration Server. It is
part of the Administration Server which is installed and removed together with the server; it can only interact with a locally
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installed Administration Server. You do not have to configure settings for connecting the Agent to the Administration
Server; these settings are programmed in because the components are installed on the same computer. These
parameters will also not be available in the local settings of the Network Agent on that computer. Such a configuration
helps avoid additional configuration and potential conflicts in the operation of these components when they are installed
separately.

The server version of the Network Agent is installed with the same properties as the standard Network Agent and
performs the same application management functions. It will use the group policy including the Administration Server
computer as a client, create and run all the Network Agent tasks except the task of changing the Server.

Individual installation of the Network Agent on the Administration Server computer is not required. Its functions are
performed by the server version of the Agent.

You can view the properties of the Kaspersky Administration Server, Kaonepoky Aaf Netwopk Ayevt and Kaspersky Lab
Cisco NAC Posture Validation Server services and monitor their activity using the standard Windows administration

tools — Computer management ® Services. Information about the activity of Kaspersky Administration Server is
registered and stored in the Microsoft Windows system log in a separate Kaspersky Event Log branch on the computer
where the Administration Server is installed.

Local user groups KLAdmins and KLOperators will also be created on the computer with the Administration Server
installed. If the Administration Server starts using an account included in the domain, then the KLAdmins and
KLOperators groups are added to the list of domain user groups. The groups can be modified using the standard
Windows administration tools.

REMOVAL OF KASPERSKY ADMINISTRATION KIT
COMPONENTS

You can remove Kaspersky Administration Kit using the Kaspersky Administration Kit Uninstall command in the

Start - Programs — Kaspersky Administration Kit menu or using the standard Microsoft Windows tools for program
installation and removal. This will start the wizard which removes all application components from the computer (including
plug-ins). If you have not selected removal of the shared folder (KLShare) during the wizard's operation, delete it
manually after completion of all the tasks accessing it.

When removing the application you will be offered to save a backup copy of the Administration Server.

When removing the application from Microsoft Windows 7 and Microsoft Windows 2008, early termination of the removal
wizard is possible. This can be avoided by disabling User Account Control (UAC) in the operating system and restarting
application removal.

UPGRADING THE APPLICATION

During upgrade of versions 6.x to version 8.0 the product supports data restoration from backup copies created in an
earlier application version. The following procedure is recommended in that case:

1. Use the kibackup.exe utility to create a backup copy of the installed Administration Server data. This utility is
included in Kaspersky Administration Kit distribution package, and after the Administration Server installation it
is located in the root of the installation folder. Please note that complete restoration of the Administration Server
data requires saving the server certificate. This parameter is mandatory for the kibackup.exe utility.

You can find more detailed information on the operation of the data backup and restoration utility in the
Kaspersky Administration Kit Reference Guide.

2. Launch the setup of Kaspersky Administration Kit 8.0 on the computer with the earlier version of the
Administration Server and / or Console installed. Upgrade the component. In the process of upgrade, all data
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and settings of the previous version of the Server and / or Administration Console will be saved and available in
the new version.

3. To upgrade the Network Agent installed on network computers, create a group or a global task for deployment
of the newer version of this component. Run the task manually or according to the schedule. After its successful

completion the Network Agent will be upgraded.

If problems occur during installation, you can restore the previous version of Kaspersky Administration Kit using the
backup copy of the Administration Server data created before upgrade.

If at least one Administration Server is installed, other Servers can be upgraded using a remote deployment task based
on an Administration Server installation package (see section "Creating and configuring an installation package for
Administration Server" on page 82).




REMOTE DEPLOYMENT AND REMOVAL OF
APPLICATIONS

Before you begin the installation, make sure that the hardware and software on target computers meet the system
requirements (see section "Hardware and software requirements” on page 9).

Kaspersky Administration Kit supports the following methods for installation and removal of Kaspersky Lab applications:
e centralized installation and remote deployment via the Administration Console (as described in this section);
e local installation individually on each computer (see section "Local installation of software" on page 90).

Besides, you can remove incompatible applications, which may cause conflicts in the operation of Kaspersky Lab's
software managed via Kaspersky Administration Kit. (see section "Remote removal of software" on page 69)

Network Agent is a component that provides for Administration Console connection with client computers. That is why it
must be installed on each computer, which will be connected to the remote centralized management system before
deployment of the anti-virus applications. The Network Agent is installed together with the applications during centralized
software installation with the Administration Console.

The computer on which the Administration Server is installed can only use the server version of the Network Agent. It is
included into the Administration Server as a part which is installed and removed together with it. There is no need to
install the Network Agent on that computer.

The Network Agent can be installed remotely or locally like any application.

Network Agents can differ depending upon the Kaspersky Lab applications that they are installed to support and control.
In some cases the Network Agent can be installed locally only (for details please refer to the documentation for the
corresponding applications). The Network Agent is installed on a client computer once.

The interface necessary to manage applications via Kaspersky Administration Kit is provided by the corresponding
management plug-ins. Therefore, to access the application management interface, the corresponding plug-in must be
installed on the administrator's workstation. During remote deployment it is installed automatically when the first
installation package is created for a corresponding application. In case of local installation on a client computer, the
administrator has to install the management plug-in manually.

Remote deployment can be performed from the administrator's workstation in the main program window of Kaspersky
Administration Kit.

Some Kaspersky Lab applications can be installed on client computers only locally (for details, please refer to the
documentation for the corresponding applications). However, remote management via Kaspersky Administration Kit will
be available for those applications.

For remote software installation, create a deployment task (see section "Creating a deployment task" on page 35) of the
following types:

e task for selection of computers — to install an application on all managed computers, on computers of several
administration groups or on individual computers from different groups;

e group task — to install software on all client computers of a certain administration group (all its child groups and
slave Servers).

To create a group task or global task, you can use the Remote Installation Wizard (see section "Remote Installation
Wizard" on page 61).
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The created task will start in accordance with its schedule. The application settings on each client computer are defined
in accordance with the group policy and the default configuration of that application. You can interrupt the installation
procedure by stopping the task manually.

To install applications, you can also use:

e Active Directory tools (see section "Installation using Active Directory tools" on page 54) if the corresponding
service is used in the corporate network;

e non-interactive mode (see section "Installing applications in non-interactive mode" on page 96);

e astandalone package (see section "Installation using a standalone package" on page 97).

If remote application deployment ends with an error, you can check the cause of the problem and fix it. To do this, use
the utility for computer preparation for remote deployment (see section "Computer preparation for remote deployment.
The riprep utility" on page 87).

The progress of deployment of Kaspersky Lab anti-virus applications within a network can be tracked in the deployment
report (see section "Deployment report” on page 68).

The Administration Kit supports remote management of the following Kaspersky Lab applications:
e  Protection of workstations and file servers:
e Kaspersky Anti-Virus 6.0 for Windows Servers;
e Kaspersky Anti-Virus 6.0 for Windows Servers MP4;
e  Kaspersky Anti-Virus 6.0 for Windows Workstations;
o Kaspersky Anti-Virus 6.0 for Windows Workstations MP4;
e  Kaspersky Anti-Virus 5.7 for Novell NetWare;
e Kaspersky Anti-Virus Mobile 6.0 Enterprise Edition;
e Kaspersky Mobile Security Enterprise Edition 7.0;
o Kaspersky Anti-Virus 6.0 for Windows Servers Enterprise Edition.
e Perimeter defense:
o Kaspersky Anti-Virus 5.6 for Microsoft ISA Server 2000 Enterprise Edition.
e  Protection for mail systems:
e Kaspersky Anti-Virus 5.5 for Microsoft Exchange Server 2000 / 2003, Maintenance Pack 1;

e Kaspersky Security 5.5 for Microsoft Exchange Server 2003, Maintenance Pack 1.

For details about management of the listed applications in Kaspersky Administration Kit, please refer to the
documentation for the corresponding applications.
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CREATING A DEPLOYMENT TASK

When a task is performed, software is installed on client computers using one of the two methods: push install (see
section "Push install" on page 36) or login script-based installation (see section "Login script-based installation" on

page 49).

Push install allows you to remotely install applications on specific client computers on your logical network. While starting
the task, the Administration Server copies installation files from the shared folder to a temporary folder on each client
computer, and runs the setup program on these computers. This method of installation can only be used for computers
running Microsoft Windows 98 / Me, if the Network Agent was previously installed on those computers.

Please note that if push install is performed on computers, on which the Network Agent has not been installed yet, the
Administration Server must have local administrator's rights on those computers to successfully complete the task.

If the Administration Server and a client interact via Internet channels or if the connection is protected by a firewall,
shared folders cannot be used to transfer data. In this case, the Network Agent may be used to copy installation files to
the client computer. The Network Agent must be installed locally on such computers.

The second method, Login script-based installation, allows you to start the application deployment task when specific
user(s) logs on to the domain. As a result of task execution, the start scripts are modified for the specified users to launch
the installer located in the shared folder of the Administration Server. For successful task execution, the account used to
run it or the Administration Server must have the right to modify the startup scripts in the database of the domain
controller. Such right belongs to the domain administrator, therefore the task or entire Administration Server must start
using the credentials of this user. When the user registers with the domain, an attempt will be made to install the
application to the client computer from which the user has been registered. This method is recommended for deployment
of the company's applications to computers running Microsoft Windows 98 / Me operating systems.

Successful performance of the login script based installation task requires that the accounts associated with such script
have local administrator's rights on their computers.

Group tasks for software deployment on client computers are performed using push install only. While creating a task for
selected computers, you can select the method you need: push install or installation using a startup script.
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PUSH INSTALL

®» To create a deployment task for selected computers using push install:
1. Connect to the necessary Administration Server.
2. Select the Tasks for specific computers or Group tasks node in the console tree.

3. Open the context menu and use the Create — Task command or select a corresponding item from the Action
menu.

This will launch the task creation wizard. Follow the wizard's instructions.

For correct remote installation on the client computer, on which the Network Agent has not been installed, the following
ports must be opened: a) TCP 139 and 445; b) UDP 137 and 138. By default, these ports are open for all computers of
the domain. They come up automatically using the utility for computer preparation for remote deployment (see section
"Computer preparation for remote deployment. The riprep utility" on page 87).
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STEP 1. DEFINING THE TASK NAME

Enter the task name in the Name field.
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STEP 2. SELECTING THE TASK TYPE

In the Kaspersky Administration Kit node select the Application deployment task type (see the figure below).

Mew task wizard x|

Task type
Select tazk vpe

E|-- K.asperzsky Administration Kit ;I
----- {g‘ﬁ Application deplopment
E@ Advanced

LodfE Message

------ {3‘9 Change K.azpersky Adminiztration Server task

[—:I-- K.asperzky Anti-¥irus 5.5 for Microsoft Exchange Server 20002003
g2 Imstall license key

[—:I-- K.asperzsky Security 5.5 for Microsoft Exchange Server 2003
g2 Imstall license key

E‘" K.asperzsky Anti-Yirus 5.7 for Linux Workstation and File Server

¢ L8 Update antivirus database |

< Back I Mest > I Cancel Help |

Figure 13. Defining the task type

STEP 3. SELECTING THE INSTALLATION PACKAGE

Specify the installation package that will be installed when the task is performed (see the figure below). Select the
necessary package from the list of packages created for the Administration Server or use the New button to create a new
installation package. A new installation package is created using the corresponding wizard (see section "Creating an
installation package" on page 71).
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Some applications, which could be managed via Kaspersky Administration Kit, can be only locally installed on computers.
For details please refer to the documentation for the corresponding applications.
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Installation package P
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Figure 14. Selecting the installation package for deployment
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STEP 4. SELECTING THE INSTALLATION METHOD

Select the Push install option (see the figure below).

Mew task wizard x|

Installation method
Select deployment methiod.

Deployrment ype:

" Login script-bazed installation
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Figure 15. Selecting the installation method

STEP 5. SELECTING THE METHOD OF LOADING THE INSTALLATION PACKAGE

In this window (see the figure below), specify the method of delivery of files required for application setup to client
computers. In the Force uploading installation package section, check the following boxes:

e Using Network Agent: files will be delivered to client computers by the corresponding Network Agent installed
on each particular computer.




DEPLOYMENT GUIDE

e Using Microsoft Windows resources from shared folder: the files required to uninstall the application will be
delivered to client computers using the Microsoft Windows tools through shared folders.

New task wizard x|

Settings
Define task settings.

— Force uploading installation package

v Using Metwaork fgenk

¥ Using Microzoft Windows resources from shared folder

¥ Do not install application if it is already installed

[T Azsign the package installation in the &ctive Directary group policies
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Figure 16. Selecting the method of loading the installation package

Specify whether or not to reinstall the application if it is already installed on the client computer. To do this, check the Do
not install application if it is already installed box, if you do not want the application to be re-installed on the computer
(by default, the box is checked).

Check the Assign the package installation in the Active Directory group policies, if you wish to install the application
on network computers using Active Directory group policies.

On simultaneous installation of any application and the Network Agent using Active Directory group policies, only the
Network Agent is installed, and the application is installed later using the Network Agent tools. In this case, you will be
offered to check the Assign Network Agent installation in the Active Directory group policies box in this window.

STEP 6. SELECTING THE NETWORK AGENT

If you wish to install the Network Agent together with the application, enable the option to Install Network Agent along
with this application (see the figure below), and then select the required installation package.
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To create a new installation package of the Network Agent, press the Create button. As a result, the corresponding
wizard will start (see section "Creating an installation package" on page 71). Follow the wizard's instructions.

Mew task wizard x|

Advanced o
Select an additional installer package for parallel installation,

V¥ Install Metwork Agent along with this application

Select Metwork Agent inztallation package for combined installation.

Create. ..

<] | i
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Figure 17. Selecting the Network Agent installation package

STEP 7. CONFIGURING THE RESTART SETTINGS

Define the operations that should be performed if computer restart is required after application setup. You can select one
of the following options (see the figure below):

e Do not restart the computer;
e Restart the computer — if you select this option, the operating system will only be restarted if necessary;
e Prompt user for action — if you select this option, you should configure the settings for user notification about

the restart. To do that, click the Modify link. You can edit the message text in the window that will open and
change the time for a new request as well as the time for a forced computer restart.
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If you wish to ensure restarting of locked computers, check the Force closing the applications in blocked sessions
option. By default, this box is unchecked.

Mew task wizard x|
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Figure 18. Restart settings for the computer

STEP 8. CONFIGURING COMPUTER RELOCATION

Specify whether unassigned computers should be added to administration groups after the application is installed on
those hosts (see the figure below). To do this, select one of the following options:

e Do not move computers automatically — if you select this option, no automatic relocation of client computers
will be performed;




REMOTE DEPLOYMENT AND REMOVAL OF APPLICATIONS

e Move unassigned computers to the group — after application installation the client computers from the
Unassigned computers folder will be added to the group specified in the entry field. If you select this option,
specify the group using the Select button.

New task wizard x|

Computer relocation o
Adding computers to the bManaged computers.

Select the group into which computer will be moved after inztallation:

" Do not move computers automatically
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Figure 19. Computer relocation

STEP 9. DEFINING THE METHOD FOR SELECTION OF COMPUTERS

Define the method for selection of the computers for which the task will be created (see the figure below):

e | wantto select computers using Windows Networking — in this case the computers for deployment will be
selected using the data collected by the Administration Server while polling the corporate Windows network;
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e |wantto define computer addresses (IP, DNS or NETBIOS) manually — in this case the computers for
deployment will be selected manually.

New task wizard x|

Select target computers o

'ou can zelect computers for the tazk either by uzing Windows networking or by
defining |P addrezzes for the computers.

Select target computers:

£ || want to zelect computers using ‘Windows Mebworking

| want to define computer addreszes [IP, DMS or METEIOS] manually
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Figure 20. Defining the method for selection of client computers
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STEP 10. SELECTING THE CLIENT COMPUTERS

If computers are selected using the data collected while polling the Windows network, the list will be created in the wizard
window (see the figure below) in a manner similar to the addition of computers to administration groups (for details please
see the Kaspersky Administration Kit Reference Guide). You can select both client computers (the Managed computers
folder) or computers that are not yet included in administration groups (the Unassigned computers folder).

New task wizard x|

Chent computers o
Select computers to perform the new tazk,
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=) Mew group
b DE TEST
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Figure 21. Creating a task for specific computers. Defining clients on which this task will be executed
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If computers are selected manually, then the list is generated by entering NetBIOS or DNS names, IP addresses (or a
range of IP addresses) of computers, or by importing the list from a txt file in which every address must be specified in a
new line (see the figure below).

Mew task wizard x|
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Figure 22. Creating a list of hosts for deployment based on IP addresses

STEP 11. SELECTING ACCOUNT

Specify the account that will be used to run the deployment task on computers (see the figure below).
The account must have the following rights on the client computer:
e the right to run applications remotely;

e the right to use the Admin$ resource;
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e therightto Log On As Service.

Mew task wizard

Account
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flmve up
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Figure 23. Selecting account

Use the Add and Remove buttons to create the list of accounts. When an account is added, enter its name and
password in the window that will open. To modify account settings, click the Properties button.

The task will use accounts in the order of their listing. To change the order, use the Move up and Move down buttons.

STEP 12. SCHEDULING THE TASK LAUNCH

Create the task launch schedule (see the figure below).
e Inthe Scheduled start drop-down list, select the necessary mode for task launch:
e Manually;

e Every N hours;

e Dalily;
o  Weekly;
e Monthly;

e Once —in this case the deployment task will be started on computers only once, irrespective of its results;
e Immediately — start the task immediately after the wizard finishes;

e On completing another task — in this case the deployment task will only be started after completion of the
specified task.
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e Configure the task launch schedule settings in the group of fields corresponding to the selected mode (for
details please see the Kaspersky Administration Kit Reference Guide).

New task wizard x|
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Figure 24. Scheduling a task to start daily

Configure additional task start settings (they depend upon the selected scheduling mode). To do this, perform the
following actions:

e Define the procedure for the task startup if the client computer is unavailable (turned off, disconnected from the
network, etc.) or if the application is not running at the time specified by the schedule.

Check the Run missed tasks box to make the system attempt to start the task the next time the application is
started on this client computer. The task will be started immediately following the host's registering with the
network if the task launch schedule is set to Manually, Once, or Inmediately.

If this box is not checked, only scheduled tasks will be started on the client computers, and for Manually, Once,
and Immediately — on hosts visible on the network only. By default, this box is unchecked.

e  Specify the deviation from the scheduled time during which the task will be started on the client computers. This
opportunity is provided to spread the load caused by simultaneous calls made to the Administration Server by
numerous client computers when the task is launched.

Check the Randomize the task start with interval (min.) box and specify the time (in minutes) so that the
client computers call the Administration Server within the specified interval after the task is started, rather than
simultaneously. By default, this box is unchecked.

STEP 13. COMPETING TASK CREATION

After the wizard completes, the task you created will be added to the Group tasks or Tasks for specific computers
folder in the console tree and displayed in the results pane. If necessary, you can modify its settings (see section
"Configuring a deployment task" on page 58).




REMOTE DEPLOYMENT AND REMOVAL OF APPLICATIONS

LOGIN SCRIPT-BASED INSTALLATION

®» To create a global remote installation task using a login script:
1. Connect to the necessary Administration Server.
2. Select the Tasks for specific computers folder in the console tree.

3. Open the context menu and use the Create — Task command or select a corresponding item from the Action
menu.

This will start the task creation wizard. Follow its instructions.
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STEP 1. DEFINING THE TASK NAME

Enter the task name in the Name field.
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STEP 2. SELECTING THE TASK TYPE

In the Kaspersky Administration Kit node select the Application deployment task type (see the figure below).
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Figure 25. Defining the task type

STEP 3. SELECTING THE INSTALLATION PACKAGE

Specify the installation package that will be installed when the task is performed (see the figure below). Select the
necessary package from the list of packages created for the Administration Server or use the New button to create a new
installation package. A new installation package is created using the corresponding wizard (see section "Creating an
installation package" on page 71).
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Some applications, which could be managed via Kaspersky Administration Kit, can be only locally installed on computers.
For details please refer to the documentation for the corresponding applications.
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Figure 26. Selecting the installation package for deployment
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STEP 4. SELECTING THE INSTALLATION METHOD

Select the Login script-based installation option (see the figure below).

Mew task wizard

Installation method
Select deployment methiod.

Deployrment ype:

" Login script-bazed installation
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Figure 27. Selecting the installation method

STEP 5. SELECTING THE ACCOUNTS FOR LOGIN SCRIPT-BASED
INSTALLATION

Select the accounts whose login scripts must be modified (see the figure below).
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When a deployment task is started, Kaspersky Administration Kit checks if the corresponding login script is assigned to
other users besides the selected accounts. If yes, application deployment will not be performed, and a corresponding
error will be registered in the report.

Mew task wizard x|

Settings
Define tazk settings.
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Figure 28. Selecting accounts

STEP 6. CONFIGURING THE RESTART SETTINGS

Define the operations that should be performed if computer restart is required after application setup (see section "Step
7. Configuring the restart settings” on page 41).

STEP 7. SPECIFYING THE USER ACCOUNT FOR RUNNING TASKS

Specify the account that will be used to run the deployment task on computers (see the figure below).
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The account is used to access the domain controller where the login scripts of selected accounts will be modified. In this
case the account must have the right to modify the start scripts in the domain controller database.

Mew task wizard x|
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kore about account uzage

Account | &dd |
O o |
E adminZ e
Properties |
fdiove up
ke down

< Back I Mest > I Cancel Help

Figure 29. Selecting account

Use the Add and Remove buttons to create the list of accounts. When an account is added, enter its name and
password in the window that will open. To modify account settings, click the Properties button.

The task will use accounts in the order of their listing. If you wish to change the order, use the Move up and Move down
buttons.

STEP 8. SCHEDULING THE TASK LAUNCH

Create the task launch schedule (see section "Step 12. Scheduling the task launch" on page 47).

STEP 9. COMPETING TASK CREATION

After the wizard completes, the task you created will be added to the Tasks for specific computers folder in the console
tree and displayed in the results pane. If necessary, you can modify its settings (see section "Configuring a deployment
task" on page 58).

INSTALLING USING ACTIVE DIRECTORY GROUP POLICIES

The Network Agent and Kaspersky Lab anti-virus applications can be installed to computers in the network via Kaspersky
Administration Kit using Active Directory group policies. To do this, check Assign the package installation in the
Active Directory group policies (see section "Step 5. Selecting the method of loading the installation package" on

page 39) in the deployment task creation wizard.

Application deployment in this case will be as follows:

1. When the task is launched, the following items are created in each domain, to which the client computers of the
deployment task belong:
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e agroup policy under the name Kaspersky AK{GUID};

e acorresponding security group related to the group policy. The security group contains client computers of
the task that belong to the domain. The security group content defines the group policy area and will change
at subsequent task startups upon changing the set of client computers.

2. Inthis case, applications are installed to client computers directly from the Kaspersky Administration Kit shared
network folder kishare. In the Kaspersky Administration Kit installation folder, an auxiliary nested folder will be
created, which contains the mst-file for the application to be installed.

3.  When new computers are added to the task area, they are only added to the security group the next time the
task launches. But if the Run missed tasks box is checked in the task schedule, computers are added to the
security group immediately.

4. When computers are deleted from the task area, only deleted to the security group the next time the task
launches.

5. When atask is deleted from Active Directory, the policy, the link to the policy and the corresponding security
group are deleted.

If you wish to apply another installation scheme using Active Directory, you can configure the required settings manually.
It may be required, for example, when the anti-virus security administrator has insufficient rights to modify the Active
Directory for some domains, or when the original distribution package has to be located on a separate network resource,
or to connect the group policy to specific organization units. The following options are available:
e Ifinstallation is to be performed directly from the Kaspersky Administration Kit shared folder, in the Active
Directory group policy properties specify the msi-file located in the exec subfolder of the installation package
folder for the required application (see section "Work with installation packages" on page 70).
e If the installation package should be located on another network resource, copy the whole exec folder content to

it, because in addition to the msi-file it contains configuration files generated when the package was created. To
install the license together with the application, copy the key file to this folder as well.

INSTALLING APPLICATIONS ON SLAVE ADMINISTRATION
SERVERS

You can use this task to install and update software on slave Administration Servers.

Prior to task creation, make sure that the installation package corresponding to the application being installed is available
on the slave Administration Servers. If it is not there yet, distribute it using the distribution of the installation package task
(see section "Creating a task for installation package distribution to slave Administration Servers" on page 83).

®» To create a task for application deployment to slave Administration Servers:
1. Connect to the necessary Administration Server.

2. Inthe console tree select the Group tasks folder (if you wish to create a task for all slave Servers in a group) or
Tasks for specific computers (if you wish to create a task for a set of slave Servers).

3. Open the context menu and use the Create — Task command or select a corresponding item from the Action
menu.

This will start the task creation wizard. Follow its instructions.
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STEP 1. DEFINING THE TASK NAME

Enter the task name in the Name field.

STEP 2. SELECTING THE TASK TYPE

In the Kaspersky Administration Kit node select the Deploy application to slave Administration Servers task type
(see section "Step 2. Selecting the task type" on page 37).

STEP 3. SELECTING THE INSTALLATION PACKAGE

Specify the installation package that will be installed when the task is performed (see section "Step 3. Selecting the
installation package" on page 37).
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STEP 4. CONFIGURING THE INSTALLATION SETTINGS

If necessary, check the Do not install application if it is already installed box (see the figure below). The feature uses
precise application version.

Mew task wizard x|

Settings P
Define application install settings for slave Administration Servers.

v Do not install application if it is already installed

< Back I Mest > I Cancel Help

Figure 30. Configuring a task for application deployment to slave Administration Servers
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STEP 5. CREATING A SET OF ADMINISTRATION SERVERS

This step is omitted for group tasks. Create the list of slave Administration Servers for the task for specific computers in
the Slave Administration Servers window (see the figure below).

Mew task wizard x|

Slave Administration Servers
Select slave Adminiztration Servers for propagation of the installer package.

= b anaged computers

< Back I Mext = I Canicel Help

Figure 31. Creating a set of slave Administration Servers

STEP 6. SCHEDULING THE TASK LAUNCH

Create the task launch schedule (see section "Step 12. Scheduling the task launch" on page 47).

STEP 7. COMPETING TASK CREATION

After the wizard completes, the task you created will be added to the Group tasks or Tasks for specific computers
folder in the console tree and displayed in the results pane. If necessary, you can modify its settings (see section
"Configuring a deployment task" on page 58).

CONFIGURING A REMOTE DEPLOYMENT TASK

Deployment tasks are configured similarly to other tasks (for details please see the Kaspersky Administration Kit
Reference Guide). Let us examine closely the settings specific for this task type on the Settings tab.

While editing a task that will perform remote push installation (see the figure below), you can determine:

e method for delivery of the files necessary for application setup to client computers and specify the maximum
number of simultaneous connections;

o number of installation attempts when a task is started according to the schedule;
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e whether or not to reinstall the application if it is already installed on the client computer;
e whether running applications should be closed before the installation starts;
o whether the Network Agent installation using Active Directory group policies should be assigned;

e whether the operating system version should be checked for compliance with the hardware requirements before
application installation.

Application deployment Properties 7] x|

Generall Nu:utifiu:atiu:unl Scheduls Settings I.-'-‘-.u:u:u:uuntl as rel:u:u:utl

I K.azpersky Antivins 6.0 for Windows Workztations MP4 [6.0.4.1118]

Additional installation package:
| Metwark Agent (B.0,1532)

~ Force uploading installation package

¥ Using Metwaork Agent

¥ Using Microsoft Windows resources from shared folder

The maximurn nurnber of simultaneous uploads: 4] =

Murnber of atternpts o ingtall; 3 _I

v Do nat inztall application if it iz already instaled

Clozing running applications before installation beginning

[ fzsign Metwork Agent inzstallstion in the Active Directony group policies

[V Check the operating system version before uploading

k. I Cancel Apply

Figure 32. Configuring a deployment task. Push install
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When a login script-based installation task is configured, you can use the Settings tab to edit the list of user accounts,
whose login scripts will be modified (see the figure below). You can edit the list using the Add and Remove buttons.

Mew task Properties ed |

Generall Nn:ntifin::atin:-nl Scheduls  Settings I.-'-‘-.n::n::n:nuntl as rel:n:u:ntl

I Kazperzky Anbitirus 5.0 for Windows Workstations MP4 [6.0.4.1118]

Select uger accounts for which changes should be made to the startup
zonpk:

| zer
TEST“Adriniztratar

Hemove

1] | H

] | Cancel | Apply

Figure 33. Configuring a login script-based installation task
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While configuring a task for remote deployment of applications to slave Administration Servers on the Settings tab
(see the figure below), you can specify whether the application should be installed if it is already installed.

Application deployment Properties |

General I M otification | Client computers I
Schedule Settings | Security

Application for deployment;
F.azpersky Antitfirus 6.0 for Windows ‘worlstations MP4 [6.0.4.1118]

¥ Do nat install application if it is already installed

k. I Cancel Apply

Figure 34. Configuring a task for application deployment to a slave Administration Server

REMOTE INSTALLATION WIZARD

To install Kaspersky Lab applications, you can use the Remote Installation Wizard. The wizard allows remote deployment
of applications using push install with specifically created installation packages or directly from a distribution package.

The wizard performs the following steps:

e Creates an installation package for installing the application (if it was not created earlier). The package is stored
in the Repositories — Installation packages folder under the name corresponding to the application name and
version; it can be used to install the application later.

e Creation and launch of a global task or a group deployment task. The created task will be stored in the Tasks
for specific computers or Group tasks folder of the target group and can be started later manually. The task
name corresponds to the name of the application installation package: Deploy <Name of the selected
installation package>.

For correct remote installation on the client computer, on which the Network Agent has not been installed, the following
ports must be opened: a) TCP 139 and 445; b) UDP 137 and 138. By default, those ports are open for all computers of
the domain and come up automatically using the utility for computer preparation for remote deployment (see section
"Computer preparation for remote deployment. The riprep utility" on page 87).
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STEP 1. SELECTING THE APPLICATION TO BE INSTALLED

Use the window that will open (see the figure below) to specify the installation package of the application that will be
deployed. If you are installing the application from a distribution package and / or the installation package is not created,
create a new installation package. To do this, click the New button. This will start the New Package Wizard (see section
"Creating an installation package" on page 71).

Deployment Wizard

Installation package
Select application for deployment.

Select application.
I arne | MHem... |

F.azpersky Antitiruz 6.0 for Windows Servers MP4 [6.0.4.1118]

Workstations MP4 [E.0.4.17..

erzky Anti-irue B.0 for Window

M| Metwark Agent [8.0.1932)

K.azpersky Anti-vins 6.0 for Windowes YWork ztations MP4 [6.0.4.1718]
k.azpersky Antitfiruz will be deployed along with Metwork Agent [ Metwork Agent [8.0.1932]), which
provides connection between the Kazpersky Antitirus and Kaspersky Administration it

< Back I Mest » I Cancel Help

Figure 35. Selecting the installation package

The latest version of the Network Agent is always installed together with Kaspersky Anti-Virus.
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STEP 2. SELECTING THE TARGET COMPUTERS

Use the wizard window that will open (see the figure below) to determine the target computers for application
deployment. To do this, select one of the following options:

e Deployto agroup of managed computers — the wizard will create a group task.

e Select computers for deployment — if this option is selected, the wizard will create a task for application
deployment to specific computers.

Deployment Wizard

Computers
Select target computers for deployment.

Deplay ta a group of managed computers.

H.H Select computers for deplopment.
e

'ﬂ Computers where the zame ar hewer version of the selected application iz already ingtalled will not
be affected.

[HEwt = Cancel Help

Figure 36. Selecting the task type
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STEP 3. SELECTING THE GROUP

If you are creating a group task, specify the group to the computers of which the application will be deployed
(see the figure below) or select the target computers. If the application should be installed on all client computers in a
logical network, select the Managed computers group.

Deployment Wizard

Group
Chooze the target group.

Browse... |

< Back I Mest » I Cancel Help

Figure 37. Selecting the group

STEP 4. SELECTING THE METHOD OF LOADING THE INSTALLATION
PACKAGE

In this window (see the figure below), specify the method of delivery of files required for application setup to client
computers. In the Force uploading installation package section, check the following boxes:

e Using Network Agent: files will be delivered to client computers by the corresponding Network Agent installed
on each particular computer.
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e Using Microsoft Windows resources from shared folder: the files required to uninstall the application will be
delivered to client computers using the Microsoft Windows tools through shared folders.

New task wizard x|

Settings
Define task settings.

— Force uploading installation package

v Using Metwaork fgenk

¥ Using Microzoft Windows resources from shared folder

¥ Do not install application if it is already installed

[T Azsign the package installation in the &ctive Directary group policies

< Back I Mest = I Cancel Help

Figure 38. Selecting the method of loading the installation package

Specify whether or not to reinstall the application if it is already installed on the client computer. To do this, check the Do
not install application if it is already installed box, if you do not want the application to be re-installed on the computer
(by default, the box is checked).

Check the Assign the package installation in the Active Directory group policies, if you wish to install the application
on network computers using Active Directory group policies.

On simultaneous installation of any application and the Network Agent using Active Directory group policies, only the
Network Agent is installed, and the application is installed later using the Network Agent tools. In this case, you will be
offered to check the Assign Network Agent installation in the Active Directory group policies box in this window.
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STEP 5. SELECTING THE LICENSE

Select the license from the list to install with the application. If the list does not contain the necessary license, use the
Add button to add a new one.

Deployment Wizard

Licenze
Select the licenze.

|'='"jl Select one of the availlable licenzes or add a new ane using the “Add™ button.
i

Leamn more about licenzes

Properties

1] | i

< Back I Mest > I Cancel | Help

You can skip license selection at this step and add a license later.

STEP 6. CONFIGURING THE RESTART SETTINGS

Define the operations that should be performed if computer restart is required after application setup (see section "Step
7. Configuring the restart settings” on page 41).
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STEP 7. CONFIGURING REMOVAL OF INCOMPATIBLE APPLICATIONS

Configure removal of incompatible software before installation of the selected anti-virus application. Removal of
incompatible applications is enabled by default. If you wish to change this option, click the Configure automatic removal
link and in the window that will open uncheck the Uninstall incompatible applications automatically box.

Deployment Wizard

Incompatible applications
Removing incompatible applications.

Hemoving incompatible applications from computers

E{]

K.azpersky Anti-¥iuz can not be installed on a computer rinning anather antivirds or fresall,
T o succezsfully install K.aspersky Antiirus all incompatible applications should be remowved.

Configure automatic rermovwval

< Back Cancel Help

Figure 39. Removal of incompatible applications

STEP 8. SELECTING ACCOUNT

Specify the account that will be used to run the remote installation task on computers (see section "Step 11. Account
selection” on page 46).
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STEP 9. COMPLETING SET UP

During this step the wizard displays the progress of remote installation task creation and launch on the selected
computers (see the figure below).

Deployment Wizard

Deployment
Starting the deployment

The deployment has succeszsfullp started.

4 Deployment tazk created

4 Deployment tazk started

Click "Mext” for detailz.

LCancel Help

Figure 40. Performing a remote installation task

Pressing the Next button will take you to the element corresponding to the created task. The results pane will reflect the
task performance progress.

DEPLOYMENT REPORT

You can use the Protection coverage report to monitor the progress of network protection deployment.
®» To view the deployment report,
select it in the Reports and notifications node of the console tree.

As a result, the results pane will display a detailed report containing information about protection deployment on all client
computers in the network.

You can generate a new deployment report and specify the data, which it should include:
e for an administration group;
e for a set of client computers;
e for a selection of client computers;
o for all client computers.

For details about creation of a new report please see the Kaspersky Administration Kit Reference Guide.
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Kaspersky Administration Kit assumes that a computer is covered by the anti-virus protection if it has an anti-virus
application installed and its real-time protection functionality is enabled.

To update the information in the results pane, use the Update command from the context menu of the report.

REMOTE SOFTWARE REMOVAL

®» To perform remote software removal:

1. Create atask similarly to a deployment task (see section "Creating a deployment task" on page 35). In the Task
type window, select Kaspersky Administration Kit, open the Advanced subfolder and select Product
deinstallation task.

2. Specify the application that should be removed in the Application window. To do this, select one of the options
below:

e Uninstall the application supported by Kaspersky Administration Kit (see the figure below). In this
case, select the necessary Kaspersky Lab application from the dropdown list. Please note that the list
contains the applications, for which installation packages have been created (see section "Creating an
installation package" on page 71).

New task wizard x|

Settings o
Select application to uninzstall

£+ Uninstall the application that K.aspersky Administration Kit supports

Metwork. Agent

= Uninstall the incompatible applications

< Back I Mest = I Cancel Help

Figure 41. Selecting a Kaspersky Lab application for removal

e Uninstall the incompatible application (see the figure below). In this case, use the Add and Remove
buttons to create the list of applications for removal.
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Please note that the window displayed after clicking the Add button lists only incompatible applications
found on network computers after installation of the Network Agent on those hosts.

Mew task wizard x|

Settings

Select application to uninstall
£~ Uninstall the application that K.aspersky Administration Kit supports
I Metwork, Agent j

£+ Uninstall the incompatible applications

Avira Antivir PerzonalE dition Classic 7 - 8
AtGuard 3.2

K.azperzsky Antiviral Toolkit Pro el
BitD efender Antitfinus Pz 100247 =

< Back Mest > Cancel Help

Figure 42. Selecting an incompatible application for removal

3. Finish the task creation similarly to the deployment task (see section "Creating a deployment task" on page 35).

The task that you have created will start in accordance with its schedule.

During task execution, removal of each incompatible application will trigger forced restart of the host computer.

WORK WITH INSTALLATION PACKAGES

When creating remote installation tasks the system uses installation packages containing sets of parameters necessary
for software installation. The same installation package can be reused many times.

All the installation packages created for an Administration Server are located in the Repositories — Installation
packages folder of the console tree. Installation packages are stored on the Administration Server in the Packages
service subfolder within the specified shared folder.
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You can view the properties of an installation package, edit its name and settings in the <Package name> Properties
dialog (see the figure below). This window can be opened using the Properties command of the context menu or a
corresponding item from the Action menu.

MNetwork Agent {8.0.1880) Properties ied |

General | SEttingsl Ennnectiunl

; Metwork, Agent [3.0.1320]
Application: Metwark Agent
Yerzion number: 8.0.1530
Size: 11377 KB
Created: 1/28/2009 3:06:45 Fhd
Path: W TESTAKLSHARE \Pack agesh

k. I Cancel Apply

Figure 43. The installation package properties window. The General tab

The created installation packages can be distributed to slave Administration Servers and to computers within a group
using Update Agents (see section "Distribution of installation packages within a group via Update Agents" on page 84).

CREATING AN INSTALLATION PACKAGE

®» To create an installation package:
1. Connect to the necessary Administration Server.
2. Select the Repositories — Installation packages folder in the console tree.

3. Open the context menu and use the Create — Installation package command or select the corresponding item
from the Action menu.

A wizard will start. Follow the wizard's instructions.
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THE WIZARD'S STEPS

Step 1. Defining the installation PACKAGE NAMIE.........ciiiiiiie et e e s e e st e e s e e e s e e 72
Step 2. Selecting the application diStribution PACKAGE. ........ccuviiiiiiiie e 72
Step 3. Completing creation of an iNStallation PACKAGE ...........veiiiiiiieiie e 73

STEP 1. DEFINING THE INSTALLATION PACKAGE NAME

Specify the name for the installation package.

STEP 2. SELECTING THE APPLICATION DISTRIBUTION PACKAGE

Specify the application to be installed.

If you are installing an application that supports remote deployment via Kaspersky Administration Kit, select the Make
Kaspersky Lab's application package option from the dropdown list (see the figure below). Use the Select button to
select the file containing application description (this file with the .kpd or .kud extension is included in distribution
packages of all Kaspersky Lab applications, which support remote management via Kaspersky Administration Kit) or self-
extracting archive of a Kaspersky Lab application (this file has the .exe extension and is included in the application
distribution package). The application name and version number fields will be populated automatically.

Mew Package Wizard x|

Application
Chooze the inztallation file for the application. Q

IMake K.azpersky Lab's application package j

IN etwork, Agent

Yerzion: |3.0.1873

< Back Mext » Cancel Help

Figure 44. Creating an installation package. Selecting the application to be installed

Installation package settings are generated by default depending on the application to install. You can modify them after
package creation in its properties window (see section "Viewing and configuring the properties of an installation package"
on page 74).

If you are creating an installation package for other applications (see the figure below):
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o from the dropdown list select: Make installation package for specified executable file;
e use the Select button to specify the path to the application distribution package;

e check the Copy entire folder to the package box, if the whole folder containing the distribution package file
should be added;

e specify the startup options for the executable file in the provided entry line, if they are necessary for application
setup (for example, the instruction to launch in silent mode using the /s key).

To enable transfer of diagnostic information about the results of user-defined application setup to Kaspersky
Administration Kit, additional configuration of the file containing application description is necessary (see section
"Configuring the application description file manually" on page 73).

Mew Package Wizard x|

Application
Chooze the inztallation file for the application. Q
IMake inztallation package for specified executable file j
IE:HD ocuments and SettingsiddministratorD eskiophddminkt Select... |

[V ‘Copy entire folder to the package

Erecutable file command line [optionall:

< Back I Mext » I Cancel Help

Figure 45. Creating an installation package for a user-defined application

STEP 3. COMPLETING CREATION OF AN INSTALLATION PACKAGE

As a result, the installation package will be created,; it will appear in the results pane of the Repositories — Installation
packages folder. You can edit its settings (see section "Viewing and configuring the properties of an installation package
on page 74).

CONFIGURING THE APPLICATION DESCRIPTION FILE MANUALLY

®»  To configure transfer of diagnostic information about the results of a user-defined application setup to Kaspersky
Administration Kit, perform the following actions:

1. Navigate to the folder of the installation package created for the selected application using Kaspersky
Administration Kit. The folder can be found in the shared folder specified during Kaspersky Administration Kit
installation.
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2. Open the file with the .kpd or .kud extension for editing (for example, in the Microsoft Windows Notepad editor).
The file has the format of a regular configuration INI file.

3. Add the following lines to the file:
[SetupProcessResult]
Wait=1

This command configures Kaspersky Administration Kit to wait for setup completion for the application, for which
the installation package is created, and analyze the installer return code. If you need to disable transfer of
diagnostic data, set the Wait key to 0.

4. Add the description of return codes for a successful installation. To do this, add the following lines to the file:
[SetupProcessResult_SuccessCodes]
<return code>=[<description>]

<return code 1>=[<description>]

Square brackets contain optional keys.

Syntax for the lines:

e <return code> — any number corresponding to the installer return code. The number of return codes can be
arbitrary.

e <description> — text description of the installation result. Description can be omitted.
5. Add the description of return codes for a failed installation. To do this, add the following lines to the file:
[SetupProcessResult_ErrorCodes]
<return code>=[<description>]

<return code 1>=[<description>]

The syntax of these lines is identical to the syntax for the lines containing successful setup return codes.
6. Close the .kpd or .kud file by saving all changes.

Then, the information about the results of installation of the user-defined application will be registered in the logs of
Kaspersky Administration Kit, and it will appear in the list of relevant events, in the reports and task logs.

VIEWING AND CONFIGURING THE PROPERTIES OF AN INSTALLATION
PACKAGE

®» To view the properties of an installation package, edit its name and settings:
1. Select the Repositories — Installation packages folder in the console tree.

2. Select the necessary installation package in the results pane and use the Properties command of the context
menu or a corresponding item from the Action menu.
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This will open the <Installation package name> Properties window which consists of the General, Settings, Licenses,
Connection and Incompatible applications tabs.

The General tab (see the figure below) contains general information about the package. It includes the following data:
e Installation package name (you can modify it).
e Name and version of the application for which the package was created.
e Package size.
e Creation date.
e Path to the installation package folder.

e The update date of the databases included in the installation package (for packages of those applications for
which the database update is supposed). To update the databases, click the Update databases link.

Not all databases are updated in the installation package. The set of databases to be updated is created in a
way to optimize to first application deployment. For instance, it includes the bases which updating requires
computer restart.

Network Agent (8.0.1880) Properties 7] x|

General | Settings | Connection |

Application: Metwork Agent

Yerzion number: 8.0.1830

Size: 11377 KB

Created: 1/25/2009 8:06:45 P

Path: "W TESTAKLSHARE \Packages!

k. I Cancel Spply

Figure 46. The installation package properties window. The General tab

The Settings tab (see the figure below) contains settings of the installation package corresponding to the application, for
which the package was created. These settings are generated by default during package creation. If required, they can
be changed. For detailed description of the settings please refer to the documentation for the corresponding applications.
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For the Network Agent you can specify the password for application removal and the folder for application installation
(see section "Creating and configuring an installation package for the Network Agent" on page 79).

Metwork Agent {8.0.1870) Properties ed |

General  Settings | I:n:-nnec:tin:nnl

— Metwork Agent uninztallation password

V¥ Use uninstall password

Stakus; |F'assw-:ur|:| ok zet

todify

— Destination folder
£ Install to default folder

= Install to specified folder;

] I Cancel Apply

Figure 47. The installation package properties window. The Settings tab

The License tab (see the figure below) contains general information about the license for the application, for which the
package was created.
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The License tab is not displayed in the properties of the installation packages for the Network Agent and the
Administration Server.

Kaspersky Anti-¥irus 6.0 for Windows Workstaktion ied |

Generall Properties  Licenze I |ncompatible applicatiu:unsl

|DDDD-DDDDDD-EIDEIDDDD1.I{E'g.-' Select... |
Serial number: Qo00-000000-00000001

Application name: IKaspersk_l,l BuzineszSpace Secunty Internal

E xpiration date: 91052010

Type: Commercial

Lirnit computers count: 10

Comment:

LicenceNumber. 0000-000000-00000001. =

] I Cancel | Apply |

Figure 48. The installation package properties window. The License tab
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The Connection tab (see the figure below) contains the settings for connection of the Network Agent to the
Administration Server (see section "Creating and configuring an installation package for the Network Agent" on page 79).

Metwork Agent {8.0.1870) Properties ed |

Generall Setting:  Connection I

— Connect to the Adminiztration Server

Server address: ITEST
Part nurmber: I'I 4000 _I:
SSL port number: |'| 3000 _Ij

[ Use Server certificate Select,..

¥ Usze 55L conmection

v DOpen Metwork Agent ports in Microzoft Windows Firewal

Configure connechion wia & prosy server

] I Cancel Apply

Figure 49. The installation package properties window. The Connection tab

The Incompatible applications tab (see the figure below) contains the list of incompatible applications. You can enable
removal of incompatible applications before installation of the application from the package. To do this, check the
Uninstall incompatible applications automatically box.
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If the Uninstall incompatible applications automatically box is not checked, then on detection of such application the
installation will be interrupted with an error.

Kaspersky Anti-¥irus 6.0 for Windows Servers ied |

Generall F'ru:upertiesl Licenze Incompatible applications |

I Uninstall incompatible applications autornaticalls

Lizt af incompatible applications:

cer LANScope Agent 2.2.25.84 i’
Acer LAMS cope Agent 2.2.25.84 «64

Adaptive Security Analuzer 2.0

SEC TrustPort Antivinug 28,0, 2237

AEC TrustPort Perzonal Firewall 4.0.0.1305

AhnLab SpyLenn 2007 and Smartl)pdate

AhnLab 3 Internet Secunty 7.0 Platinum Enterprize

Ahnlab 3 [nternet Security 7.0 Platinum E nterprige =64

Arcatin Antivirdlnternet Secunity 09.03.3201.9

Azhampoo AntiSpyware 2 v 2.05

Azhampoo Antiins

AtGuard 3.2

Authentium Cormmand Anti-bdalware « 5.0.5

&G |dentity Protection 8.5

BitD efender Antivaruz 2003

BitDefender dntivirug Plus 10,247

BitDefender Client Profeszional Plus 8.0.2

BitD efender Antivruz Plus 10 ;I

b ore abouk this feature

] I Cancel | Apply |

Figure 50. The installation package properties window. The Incompatible applications tab

CREATING AND CONFIGURING AN INSTALLATION PACKAGE FOR THE
NETWORK AGENT

There is no need to create the installation package for deployment of the Network Agent manually. It is created
automatically during Kaspersky Administration Kit installation and stored in the Repositories — Installation packages
folder.

If the package for remote installation of the Network Agent has been deleted, then to re-create it, you should select the
kinagent.kpd file in the NetAgent folder of the Kaspersky Administration Kit distribution package.

The settings of the Network Agent installation contain a minimum set of parameters required to ensure the functioning of
the component immediately following its installation. Parameter values correspond to application defaults. If necessary,
you can change them on the Settings and Connection tabs in the installation package properties window.

The Settings tab (see the figure below) contains the settings that will be used to install the Network Agent on client
computers.

You can define a password for application removal to prevent unauthorized uninstallation of the Network Agent. To do
this, check the Use uninstall password box and click the Modify button to specify it.
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You can also specify the destination folder on the client computer where the Network Agent will be installed. The
application can be deployed to the default folder or to another directory.

Metwork Agent {8.0.1870) Properties ed |

General  Settings | I:n:-nnec:tin:nnl

— Metwork Agent uninztallation password

V¥ Use uninstall password

Stakus; |F'assw-:ur|:| ok zet

todify

— Destination folder
£ Install to default folder

= Install to specified folder;

] I Cancel Apply

Figure 51. The installation package properties window. The Settings tab

The Connection tab (see the figure below) contains the settings which will be used by the Network Agent after
installation to connect to the Administration Server (by default, the values for the current Server are used):

e Address of the computer which is hosting the Administration Server.

e Port number used for insecure connection to the Administration Server. The default port number is 14000. If this
port is in use, you can change it.

e The number of the port for secure connection to the Administration Server using SSL protocol. By default, port
13000 will be used.

Only decimal notation is allowed.
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Network Agent (8.0.1870) Properties

General | Sefttings Connection I

— Connect to the Adminiztration Server

Server address: ITEST
Part number; 14000 <

SSL part number; 13000 =

]

[ Use Server certificate Select

¥ Use 551 connection

¥ Open Metwork Agent ports in Microsoft Windows Fireveall

Configure connection Yia 4 Drosy seryer

k. I Cancel Spply

Figure 52. The installation package properties window. The Connection tab

e Certificate file for authentication on the Administration Server. The value of this parameter is determined by the
Use Server certificate box.

If this box is unchecked (by default), the certificate file will be downloaded automatically from the Administration
Server when the Agent connects to it for the first time.

If the Use Server certificate box is enabled, authentication will be performed using the certificate file specified
after clicking the Select button. The file has the .cer extension; it is located in the Cert subfolder of the
Kaspersky Administration Kit program folder. You can change the certificate file by selecting it with the Select
button.

e The port that will be used for connection of the Network Agent to the Server: regular or secure. The value of this
parameter is determined by the Use SSL connection box. If the box is checked, connection will be established
through a secure port using the SSL protocol; if it is off - a regular port will be used for that purpose.

e Add a UDP port necessary for the Network Agent functioning to the list of Microsoft Windows Firewall
exceptions. To do this, check the Open Network Agent ports in Microsoft Windows Firewall box.

e  Settings for connection through a proxy server. If the Network Agent connects to the Server via proxy, click the
Configure connection via a proxy server link. In the window that will open check the Use proxy server box
and enter the proxy address, user name and password.

After the Network Agent installation you can change parameter values using a policy or application settings.

If you remotely reinstall the Network Agent on a client computer, the server connection settings and the path to the
Administration Server certificate will be overwritten.
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The Network Agent is installed on the host computer as a service with the following set of attributes:
e service name: KLNagent;
e displayed name: Kaspersky Network Agent;
e using automatic startup type when the operating system starts;
e using the Local system account.

You can view the properties of the Kaspersky Network Agent service, start, stop and monitor its activity using standard
Windows tools — Computer management — Services.

CREATING AND CONFIGURING AN INSTALLATION PACKAGE FOR THE
ADMINISTRATION SERVER

When an installation package of the Administration Server is created, you should select the ak8.kpd file in the root folder
of the Kaspersky Administration Kit distribution package as the description file.

The properties of an installation package for the Administration Server can be found on the General (see section

"Viewing and configuring the properties of an installation package" on page 74) and Configure installation package
tabs (see the figure below).

Mew remote installation package Properties 7] x|

General | Configure installation package I

Configure Adrinistration Server installation package using rezponze file.

You can create rezponze file by running Adrministration S erver installation
with the following command-line arguments: -r.

After completing the wizard the responze file zetup.zs will be created.

k. I Cancel Spply

Figure 53. Configuring an installation package

For configuration of the Administration Server installation package settings a response file (an .iss file) is used that
determines the scenario of application setup (see section "Installing applications in non-interactive mode" on page 96).
This file should be placed in the directory which contains the .kpd file of Administration Server.
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CREATING A TASK FOR INSTALLATION PACKAGE DISTRIBUTION TO
SLAVE ADMINISTRATION SERVERS

®» To create a task for installation package distribution to slave Administration Servers:
1. Connect to the necessary Administration Server.
2. Select the Group tasks folder in the console tree.

3. Open the context menu and use the Create — Task command or select a corresponding item from the Action
menu.

A wizard will start. Follow the wizard's instructions.

THE WIZARD'S STEPS

Step 1. DefiNiNg the TASK NAMIE ....cciiiiiiieiiie et e ettt e e sttt e e s st e e e ettt e e s anbee e e e tbeeeaanteeeeanneeeesnneeeaas 83
Step 2. SEIECHNG the TASK TYPE ....eieiiiiie ettt e ettt e e sttt e e e ab e e e sste e e e ettt e e e anbeeeeanbbeeeeanteeeesnnteeeannneeeaas 83
Step 3. Selecting the INStallation PACKAGES ........ccoiuiiieiiiiie e s e st e e e st e e e s anee e e e snnreeesnnaeeeeas 83
Step 4. Scheduling the task TAUNCH ...ttt re e e b e 84
Step 5. COMPELING TASK CIEALION ... .veiiiiiiii ettt e e e et e e s bt e e s b et e e et et e e sb et e e e bb e e e e anbe e e e naneeeesnneeenas 84

STEP 1. DEFINING THE TASK NAME

Enter the task name in the Name field.

STEP 2. SELECTING THE TASK TYPE

For the Kaspersky Administration Kit application select the Packages retranslation task type in the Advanced folder
(see section "Step 2. Selecting the task type" on page 37).

STEP 3. SELECTING THE INSTALLATION PACKAGES

Select the installation packages that should be distributed:

e Allinstaller packages.
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e Selected installer packages. In this case, check the names of the required installation packages in the table
below.

New task wizard x|

Settings o
Configure settings for ingtallation package deployment

£ &ll installation packages

' S elected installation packages

M ame I
O Kazperzkyp Antitiruz 6.0 for Windows Servers MP4 [E.0.4.1194]

O F.azperskyp Antitfirus 6.0 for Windows \wWorkstations MP4 [6.0.4.1134]

1 [Pa] Metwark Agent [(2.0.2042)

The maximum number of zimultaneous downloads: 5 _:I

< Back I Mest = I Cancel | Help |

Figure 54. Creating a set of installation packages

Use The maximum number of simultaneous downloads field to enter the necessary value.

STEP 4. SCHEDULING THE TASK LAUNCH

Create the task launch schedule (see section "Step 12. Scheduling the task launch" on page 47).

STEP 5. COMPETING TASK CREATION

Once the wizard completes, the created task will appear in the Group tasks folder.

The created task will be distributed automatically to the slave Administration Servers on the first nesting level. To
distribute the task to all slave Servers, check the Send to slave Administration Servers box on the General tab of the
task properties window.

DISTRIBUTION OF INSTALLATION PACKAGES WITHIN A GROUP USING
UPDATE AGENTS

You can use Update Agents to distribute installation packages within a group. Update Agents receive installation
packages and updates from the Administration Server and store them in the folder where the corresponding Kaspersky
Lab application is installed.

Changing the location of the folder containing the updates and installation packages and restricting its size is not allowed.

The installation packages are then distributed to client computers using multicast IP delivery. New installation packages
are distributed within a group once. If a client computer has been disconnected from the corporate logical network at the
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time of distribution, the Network Agent downloads the necessary installation package from an Update Agent when the
installation task is started.

®» To create a list of Update Agents and configure them for distribution of installation packages to computers within a

group:
1. Connect to the necessary Administration Server.
2. Select the necessary administration group in the console tree, open the context menu and select the Properties
command, or use a corresponding item from the Action menu.
3. Inthe displayed group properties window, navigate to the Update Agents tab (see the figure below) and use the
Add and Remove buttons to create a list of computers, which will function as Update Agents within the group.
Managed computers Properties 7] x|
General I Client computers I Automatic inztallation |
Computer status I Securiby Update Agents
tore about this feature
Computer | Group
E TEST t anaged computars
il | ©
Add | Eemowve | Eroperties |
k. I Cancel | Spply |
Figure 55. Creating the list of Update Agents
4. Edit the Update Agent settings. To do this, select the Agent in the list and click the Properties button. In the

<Update Agent name> properties window that opens, on the General tab (see the figure below):

e specify the port number used by the client to connect to the Update Agent. By default, port 15001 is used,; if
this port is in use, it can be changed;

e specify the port number used by the client to connect securely to the Update Agent using the Secure
Sockets Layer (SSL) protocol. By default, port 13001 is used;

e check the Use multicast box and fill in the Multicast IP and IP multicast port number fields;
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o specify the folder for storage of the files for Update Agents. To do this, click the Advanced link.

7

General | Updates source |

B [FEst

Wiew Update Agent statistics

S5L port number: I-I 1001 _:|
2 3

¥ Use muliicast

bulticast 1P; o1

12001

IF multicast port number: _:I

Advanced

k. I Cancel Apply

Figure 56. The Update Agent properties window. The General tab

On the Updates source tab (see the figure below) select the method, which Update Agents will use to
download updates. You can select one of the following options:

e Retrieve from Administration Server — the Administration Server will transfer updates to the Update
Agents after it completes downloading updates to the repository.
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e Use update download task — Update Agents will run the updates download task to retrieve updates. If you
select this option, you should select a task from the list of tasks created for a selection of computers (using
the Select button) or create a new task, using the New task button.

¥M-Z003-SP1-EN properties ed B

General Updates zource |

Specify a zource of updates for Update Agent

% Ratrieve from Administration S erver

i~ Usze update download task

Hew task. . Select..

k. I Cancel Spply

Figure 57. The Update Agent properties window. The Updates source tab

COMPUTER PREPARATION FOR REMOTE INSTALLATION.
THE RIPREP UTILITY

Application deployment to the client computer may complete with an error for the following reasons:
e The task has already been successfully performed on this computer. In that case its re-execution is not required.
e When a task was started, the computer was on. In that case turn on the computer and restart the task.

e There is no connection between the Administration Server and the Network Agent installed on the client
computer. To determine the cause of the problem use the remote diagnostics of client computers utility
(klactgui). For more details about the use of this utility see the Kaspersky Administration Kit Reference Guide.

e If the Network Agent is not installed on the computer, the following problems may occur:
e the client computer has Simple file sharing enabled.
e the Server service is running on the client computer;

e the required ports are closed on the client computer;
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e the user account, used to perform the task, has insufficient privileges.

The problems described above can be solved using the utility for computer preparation for remote deployment
(riprep).

This section contains a description of the utility for computer preparation for remote deployment (riprep.exe). It is located
in the Kaspersky Administration Kit installation folder on the computer with the Administration Server installed and can
work in one of two modes:

e interactive (see section "Interactive mode" on page 88);

e non-interactive (see section "Non-interactive mode" on page 89).

The utility for computer preparation for remote deployment does not run on Microsoft Windows Home Edition.

INTERACTIVE MODE

®»  For work with the utility for computer preparation for remote deployment:
1. Launch the utility for computer preparation for remote deployment on the client computer.
2. In the window that will open (see the figure below) check one or several boxes:
e Disable simple file sharing.
e Start the Server service.
e Open ports.
e Add login.

e Disable User Account Control (UAC). This step is only available for computers running Microsoft
Windows Vista, Microsoft Windows 7 and Microsoft Windows Server 2008.

3. Press the Start button.

When the utility for computer preparation for remote deployment runs, all the phases of its execution are displayed in the
lower part of the window.

Additionally, a request to enter the account name and password will be displayed when an account is created. This will
create a local account, which belongs to the local administrators' group.

Disabling of UAC will be attempted even in cases, when UAC was disabled before starting the utility. After disabling of
UAC, a prompt to restart the computer will be displayed.
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To complete work with the utility, press the Cancel button.

[4 Remote installation prepare utility =01 x|

0 T Disable zimple file haring

0 [T Start 'Server zervice
0 [~ Open parts

(0 [ Create uzer account

Start |

Figure 58. Main window of the utility for computer preparation for remote deployment

INON-INTERACTIVE MODE

®» To launch the utility for computer preparation for remote deployment in the non-interactive mode,
launch the riprep utility with the required set of command line options.

Utility command line syntax:

riprep.exe [-silent] [-cfg CONFIG FILE] [-tl traceLevel]

The command line parameters are as follows:
e -—silent —launch the utility in the non-interactive mode.

e -cfg CONFIG FILE — defines the utility configuration, where CONFIG_FILE — path to the configuration file (a
file with the .ini extension).

e -tl tracelevel — defines the trace level, where traceLevel —a number from O to 5. if no modifier is
specified, the value 0 is used.

As a result of launching the utility in non-interactive mode, the following tasks can be performed:
e Disable simple file sharing.
e Launching the Server service on the client computer.
e  Opening the ports.
e Creating a local account.

e Disabling User Account Control (UAC).
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The selection of steps and account for launching the utility is defined in the configuration file specified in the -cfg
modifier. To specify those settings, add the following information to the configuration file:

e inthe Common section specify which tasks should be performed:
e DisableSFs — disable simple file sharing (0 — the task is disabled; 1 — the task is enabled);
e StartServer — launch the Server service (0 — the task is disabled; 1 — the task is enabled);
e OpenFirewallPorts — open the necessary ports (0 — the task is disabled; 1 — the task is enabled).
e DisableUAC — disable User Account Control (O — the task is disabled; 1 — the task is enabled).

e RebootType — define behavior if restart of computer is required when UAC is disabled (0 — never restart
the computer; 1 — restart the computer, if UAC was enabled before starting the utility; 2 — force restart, if
UAC was enabled before starting the utility; 4 — always restart the computer; 5 — always force restart).

e inthe UserAccount section specify the account name (user) and its password (Pwd).

Sample context of the configuration file:

[Common]
DisableSFS=0
StartServer=1

OpenFirewallPorts=1

[UserAccount]

user=Admin

Pwd=Passl123

After the utility completes, the following files will be created in the utility launch folder:
e riprep.txt — operation report, in which all phases of the utility operation are listed.

e riprep.log — the tracing file (it is created if the tracing level was set above 0).

LOCAL INSTALLATION OF SOFTWARE

Local installation is performed individually on every computer. To perform it, you need the administrator's rights on the
local computer.

Some applications, which could be managed through Kaspersky Administration Kit, can be installed on computers only
locally. For details please refer to the documentation for the corresponding applications.

The general procedure of software installation in case of local deployment of the anti-virus protection system can be as
follows:

e install the Network Agent and configure the client computer connection to the Administration Server (see section
"Local installation of the Network Agent" on page 91);

e install the necessary applications on computers, which will be included into the anti-virus protection system in
accordance with the descriptions in their corresponding Guides;

* install the management plug-ins for each of the installed Kaspersky Lab applications on the administrator's
workstation (see section "Local installation of the application management plug-in" on page 95).
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Kaspersky Administration Kit also supports the following methods for local software installation:

silent mode (see section "Installing applications in non-interactive mode" on page 96) using the files generated
during creation of an installation package;

using a standalone package (see section "Installation using a standalone package" on page 97).

LOCAL INSTALLATION OF THE NETWORK AGENT

= To install the Network Agent to a computer locally:

1.

Run the setup.exe file from the CD containing the distribution package of Kaspersky Administration Kit in the
Packages\NetAgent folder. The corresponding wizard will guide you through the installation. The Setup Wizard
will invite you to configure the installation settings. Follow the wizard's instructions.

The first setup steps are quite standard, they include unpacking the necessary files from the distribution
package and their recording to the hard drive of the computer.

Then, define the destination folder for the Network Agent installation. By default, it will be <Drive>:\Program
Files\Kaspersky Lab\NetworkAgent. If this folder does not exist, it will be created automatically. You can change
the destination folder using the Modify button.

In the next wizard window (see the figure below) you will have to configure the settings for the Network Agent
connection to the Administration Server. To do this, define:

e The address of the computer where the Administration Server is installed or will be installed. You can use
either its IP address or the computer's name in the Windows network as the computer's address. You can
also click the Browse button to select the computer.

e The number of the port that the Network Agent will use to connect to the Administration Server. The default
port number is 14000. If this port is in use, you can change it. Only decimal notation is allowed.
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e Port number for connection using the SSL protocol. The default port number is 13000. If this port is in use,
you can change it. Only decimal notation is allowed. To connect through a secure port, i.e. using SSL
protocol, check the Use SSL connection box.

iz Network Agent x|
Administration Server

Select Adminiskration Server.

Select computer where Kaspersky Administration Server is installed.

Server address: TEST Browse. . |

v Allow MetBIOS name service in Anti-Hacker

Define the Administration Server port. The value must lie in the range of 1-65535,

Pork number: |14IZIIIIIII

S5L port number |13|:||:||:|

[ Use 550 conmection

Irskall5hield

< Back I Mexk = I Cancel

Figure 59. Configuring connection to Administration Server

4. If the Network Agent connects to the Server through a proxy, configure the connection in the window that opens
(see the figure below):

e Checkthe Use proxy to connect to Kaspersky Administration Kit Administration Server box and enter
the address and port number for connection to the proxy server. Only decimal notation is allowed (for
example, Proxy address: proxy.test.ru, Port: 8080).




LOCAL INSTALLATION OF SOFTWARE

e If a password is required to access the proxy server, fill in the Proxy server account and Proxy server
password fields.

{5 Network Agent

Proxy Server Configuration

X

Set proxy server configuration,

v Use prouy b0 connect ko Kaspersky Administration Kit Adminiskration Server,

Proxy address: Pork:

Ipruxy.test.cnm IBIIIEEI

Proxw server accounk:

Iadministratnr

Proxy server password:

I*************

InstallShield

< Back I hext = I Cancel

Figure 60. Configuring connection via a proxy server

If no proxy is used, click the Next button to skip the step.

During the next step (see the figure below) specify the method that will be used to obtain the certificate of the
Administration Server, which the Agent will contact. Select one of the following options:

e Default certificate file — the Administration Server certificate will be downloaded when the Network Agent
connects to it for the first time (this option is selected by default).

e Select certificate file — Administration Server authentication will be performed using the administrator-
defined certificate. If you select this option, specify the necessary Administration Server certificate file.
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The certificate file is klserver.cer; and it is located in the Cert subfolder of the Kaspersky Administration Kit

program folder. You can copy the certificate file to the shared folder or to a floppy disk, and use the copy to
install the Network Agent.

iz Metwork Agent

Administration Server Certificate

>

Select Server Certificate,

¥ Default certificate File

Certificate will be received on Firsk conneckion ko the server,

i~ Select certificate file

Select cerkificate file from the local computer ar netwark,

Select a certificate file (*,cer), Browse, |
Zancel |

Figure 61. Selecting the method to obtain the Administration Server certificate
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6. Inthe next wizard window (see the figure below) you will be offered to start the Network Agent immediately after
the wizard completes. If you wish to start the component later, uncheck the Start application during install box
selected by default.

i Metwork Agent

Metwork Agent
Skart Mekwork Agent

Attention! Enable this setting if you want to skart Metwork &gent during install, It is
recommended that Metwark Agent nok be started if wou plan ko create a disk image For
cloming,

v Start application during install

ImstallEhield

< Back

Figure 62. Configuring the Network Agent launch

7. Click the Install button in the next wizard window.
After the wizard completes, the Network Agent will be installed on your computer.

You can view the properties of the Kaspersky Network Agent service, start, stop and monitor the Network Agent
operation using standard Windows tools — Computer management — Services.

The Network Agent is always installed on the target computer together with a plug-in for work with Cisco Network
Admission Control (NAC). This plug-in is used if the computer has Cisco Trust Agent installed.

LOCAL INSTALLATION OF THE APPLICATION
MANAGEMENT PLUG-IN

®» To install the application management plug-in,

run the kicfginst.exe from the CD containing the distribution package of the application on the computer where
the Kaspersky Administration Console is installed. This file is included in the distribution packages of all
applications that can be managed by Kaspersky Administration Kit. This installation is performed by a wizard
and requires no configuration.

The kicfginst.exe file for installation of the management plug-in for the Network Agent can be found in the
Packages/NetAgent folder of the Kaspersky Administration Kit distribution package.
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INSTALLING APPLICATIONS IN NON-INTERACTIVE MODE

®» To install an application in non-interactive mode:

1. Create the necessary installation package (see section "Creating an installation package" on page 71), if the
installation package for the application that you plan to deploy has not been created yet.

The installation package will be saved on the Administration Server in the Packages subfolder of the shared
folder defined during the Administration Server installation. An individual nested folder corresponds to each
installation package.

2. If necessary, configure the installation package settings (see section "Viewing and configuring the properties of
an installation package" on page 74).

3. Open the required installation package folder by one of the following ways:

e Copy the entire folder corresponding to the necessary installation package from the Administration Server to
the client computer. Then, open the copied folder on the client computer.

e Use the client computer to open the shared folder corresponding to the necessary installation package on
the Administration Server.

If the shared folder is located on a computer running Microsoft Windows Vista, you should set to Disabled the
parameter User Account Control: Run all administrators in Admin Approval Mode (Start — Control
Panel - Administrative Tools — Local Security Policy — Security options).

4. Depending on the selected application, do the following:

o for Kaspersky Anti-Virus for Windows Workstations, Kaspersky Anti-Virus for Windows Servers and
Kaspersky Administration Kit navigate to the exec subfolder and run the executable file (a file with the .exe
extension) with the /s key.

o for other Kaspersky Lab applications run the executable file (a file with the .exe extension) with the /s key
from the open folder.

During Kaspersky Administration Kit installation in non-interactive mode you can use a response file. This file contains all
the settings for application installation and can perform multiple installations of an application with the same settings.

®» To create a response file for Kaspersky Administration Kit:

1. Use the command line to navigate to the folder containing the distribution package of Kaspersky Administration
Kit, and run the executable file with the /r key.

As a result, the application setup wizard will be started on the computer in the writing mode, and a response file
setup.iss will be created in the same folder, from which the application distribution file was run.

2. Follow the wizard's instructions to configure the application installation.

Installation of Kaspersky Administration Kit will be terminated before copying files, and a response file will be created in
the specified folder. The created response file should be copied to the Kaspersky Administration Kit installation folder to
the Share\<Name of installation package>\exec subfolder. After that, silent installation of Kaspersky Administration Kit
using the above method will automatically apply the configuration defined in the response file.

The response file can be used to upgrade the versions of Kaspersky Administration Kit in non-interactive mode. However,
it can only be used to upgrade the application version used to create it.
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INSTALLATION USING A STANDALONE PACKAGE

Using Kaspersky Administration Kit, you can create a standalone installation package. This package is an executable file
which can be located on the web-server, sent by email or transferred in any other way. The received file is launched
locally on the computer and performs the application installation on its own, without Kaspersky Administration Kit
participation.

®» To create a standalone installation package:
1. Connect to the necessary Administration Server.
2. Select the Repositories — Installation packages folder in the console tree.
3. Select the installation package of the required application in the results pane.
4. Open its context menu and select Create standalone installation package.

This will start the wizard. Follow its instructions.

THE WIZARD'S STEPS
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STEP 1. SELECTING THE LICENSE

In this window (see the figure below) specify the license which will be used by the application after installation.
x|
License
Chooze icensze file for the package Q

|'='"jl Select one of the availlable licenzes or add a new ane using the “Add™ button.
)

Learn mare about icenzes

Application | Type | bd &
ﬂ K.aspersky &ntivis BO Suite International E... Commercial 10

&dd

Broperties

1] | i

< Back I Mest > I Cancel | Help

Figure 63. Selecting the license

The list of licenses stored in the Administration Server's repository is presented in the table. Using the Properties button,
you can view detailed information about the license.

To add a license, press the Add button. This will start a license adding wizard. Follow the wizard's instructions. After the
wizard completes, the new license will be placed into the license repository of the Administration Server and added to the
table.

This step can be skipped. You will be able to install the license later, after the application installation.

STEP 2. SELECTING THE ACTION

If earlier you have created a standalone installation package for this application, in this window (see the figure below)
select the required action:

e Create a new standalone installation package.
e Use existing standalone installation package. In this case select the required package in the list below.

e Build an existing standalone installation package again.
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You can remove the package that you do not need any more using the Delete button.

Wizard for standalone installation package creation x|

Existing standalone installation packages
Standalone ingtallation packages have already been created for thiz setup package in Q
public folder.

Choose action:

" Create a new standalone installation package
¥ |lze exizting standalone inztallation package

£~ Build an existing standalone installation package again

E YWIESTAELSHARE \PlalnsthMetdgent. 8.0.1986_KAWAWESE BE.0.4.111 1 zetup.exe

Delete |

< Back I Mest » I Cancel Help |

Figure 64. Selecting the action

STEP 3. SELECTING THE NETWORK AGENT INSTALLATION PACKAGE

In this window (see the figure below) you can select the Network Agent installation package which will be added to the
standalone installation package. To do this, check the Install Network Agent along with this application box and
select the required installation package in the list below.
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To create a new installation package (see section "Creating an installation package" on page 71), press the New button.

Wizard for standalone installation package creation x|

Metwork Agent installation package
Select Metwark Agent installation packaage far joint installation. Q

v install Metwork Agent along with this application

Select Metwork Agent inzstallation package for combined installation:

M ame | MHew...
Metwark Agent [2.0.1880]

< Back I Mest » I Cancel Help

Figure 65. Selecting the Network Agent installation package

STEP 4. CONFIGURING COMPUTER RELOCATION

During this step, configure the settings for relocation of unassigned computers to the administration group after
application installation (see section "Step 8. Configuring computer relocation" on page 42).

After that, creation of a standalone installation package will start.

STEP 5. COMPLETION OF CREATION OF A STANDALONE
INSTALLATION PACKAGE

The created standalone package will be placed into the nested shared folder of the Administration Server. The path to
this folder is specified in the corresponding field (see the figure below).

Using the links in the Further actions section, you can perform the following actions:
e Open the folder containing the created standalone installation package.

e Send the link to the standalone installation package by email. In that case a message will be generated
automatically, containing the package as an attachment.
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e Open the sample html-link to the created package, designed to be placed on the web site.

Wizard for standalone installation package creation x|

Reszult of standalone installation package creation Q

Standalone ingtallation package [zetup.exe] for the selected applications has been generated
successfully iz public folder.

ARENPRalnethMettgent. 3.0.198

Further actions:

O pen folder
E rail link to standalone installation package

Sample HTRL code for link publication on a web site

< Back I Mest = I Cancel Helm

Figure 66. Selection of further actions




INFORMATION ABOUT STRESS TESTING

This section contains issues related to the load on the corporate network and information about the administration system
performance and network load in cases when an Administration Server works with a large number of client computers.

This information can be used to identify the optimal scheme for implementation of anti-virus protection in the corporate
network.

IN THIS SECTION
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STRESS TESTING RESULTS

Performance has been tested for each of the key administration scenarios, and the maximum allowed number of client
computers, which an Administration Server can serve within the specified time, has been identified.

It is not recommended to use time intervals greater than one hour for key administration operations servicing all clients;
therefore, the data provided below cover the service intervals from 15 minutes to one hour.

The following hardware configurations of the Administration Server were used for testing:

e single-processor system (dual-core Intel© Core™2 Duo E8400 with operating frequency 3.00 GHz, 4 GB RAM,
HDD SATA 300 GB);

e dual-processor system (two 4-core processors Intel® Xeon™ with operating frequency 3.16 GHz, 6 GB RAM,
HDD SCSI 200 GB).

The Microsoft SQL 2005 database server was installed on the same computer as the Administration Server.
The testing was performed in the 1000 Mbit/s Ethernet network.

To perform the stress testing of Kaspersky Administration Kit 8.0, the following key administrative operations were
selected:

e Connection of client to Administration Server without synchronization (on page 107). This scenario imitates the
"idle" state of the administration system when the Administration Server maintains periodic connections of the
client computers without data synchronization. The Administration Server updates its database to register
information about the last client connection to the Server, but no data is changed on the client computer.

e  Connection of client computer to Administration Server with synchronization (see section "Connection of client to
Administration Server with synchronization" on page 107). This scenario imitates the state when a policy or a
group task is modified on the Administration Server and the client computer synchronizes its copy of the data
with the Administration Server data when it connects to the Administration Server.

e Regular database updates (on page 108). This scenario imitates the situation when client computers update
databases from the Administration Server using the Network Agent.

e  Processing of events on client computers by the Administration Server (on page 105). This scenario imitates the
state when client computers connect to the Administration Server and transfer events to it, for which information
is registered in the Administration Server database.
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CONNECTION OF CLIENT TO ADMINISTRATION SERVER WITHOUT
SYNCHRONIZATION

This scenario describes the "idle" state of the administration system when no changes occur in data on the side of client
computers or the Administration Server. Client computers connect to the Administration Server with the administrator-
defined interval. The Administration Server compares the status of data on the client computer with the status of data on
the server and records information about the last client connection in the Kaspersky Administration Kit database.

The section contains information about the number of client computers served within the specified time (see the tables
below).

Table 4. Stress testing results for a single-processor system
SERVICING TIME, MIN NUMBER OF CLIENT COMPUTERS SERVED BY
ADMINISTRATION SERVER
15 40,500
30 81,000
45 121,500
60 162,000
Table 5. Stress testing results for a dual-processor system
SERVICING TIME, MIN NUMBER OF CLIENT COMPUTERS SERVED BY

ADMINISTRATION SERVER

15 72,000
30 144,000
45 216,000
60 288,000

CONNECTION OF CLIENT TO ADMINISTRATION SERVER WITH
SYNCHRONIZATION

This scenario describes the state of the administration system in cases when intensive data synchronization occurs
between a client computer and the Administration Server. Client computers connect to the Administration Server with the
administrator-defined frequency. The Administration Server compares the status of data on client computer with the
status of data on the server, records information about the last client connection in the Administration Server database
and performs data synchronization between the client computer and the Administration Server.

The Administration scenarios which invoke mass synchronization of clients with the Administration Server are as follows:
e creation, removal or modification of a policy;
e creation, removal or modification of group tasks;
e management of group tasks (start, stop, pause, resume);

e synchronization of the information about databases after database update on client computers.
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The section contains information about the number of client computers served within the specified time (see the tables
below).

Table 6. Stress testing results for a single-processor system
SERVICING TIME, MIN NUMBER OF CLIENT COMPUTERS SERVED BY
ADMINISTRATION SERVER
15 18,000
30 36,000
45 54,000
60 72,000
Table 7. Stress testing results for a dual-processor system
SERVICING TIME, MIN NUMBER OF CLIENT COMPUTERS SERVED BY

ADMINISTRATION SERVER

15 45,000
30 90,000
45 135,000
60 180,000

REGULAR DATABASE UPDATES

This scenario describes the status of the administration system after an Administration Server receives another regular
database update and automatically starts the group task to update the databases on client computers. Clients connect to
the Administration Server with the administrator-defined interval specified in the task properties and download database
updates using the connection to the Administration Server.

The section contains information about the number of client computers served within the specified time (see the tables
below).

Table 8. Stress testing results for a single-processor system
SERVICING TIME, MIN NUMBER OF CLIENT COMPUTERS SERVED BY
ADMINISTRATION SERVER
15 18,000
30 36,000
45 54,000
60 72,000
Table 9. Stress testing results for a dual-processor system
SERVICING TIME, MIN NUMBER OF CLIENT COMPUTERS SERVED BY

ADMINISTRATION SERVER

15 45,000

30 90,000
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SERVICING TIME, MIN NUMBER OF CLIENT COMPUTERS SERVED BY
ADMINISTRATION SERVER

45 135,000

60 180,000

PROCESSING OF EVENTS ON CLIENT COMPUTERS BY THE
ADMINISTRATION SERVER

This scenario imitates the state of the administration system when there are a lot of events on client computers that must
be processed by the Administration Server, for example, in case of a virus outbreak. A client computer connects to the
Administration Server and transfers the events, which are registered in the server database. Testing has been performed
for the situation when each client computer sends 5 events to the server.

The section contains information about the number of client computers whose information the Administration Server has
processed within the specified time (see the tables below).

Table 10. Stress testing results for a single-processor system
SERVICING TIME, MIN NUMBER OF CLIENT COMPUTERS SERVED BY
ADMINISTRATION SERVER
15 18,000
30 36,000
45 54,000
60 72,000
Table 11. Stress testing results for a dual-processor system
SERVICING TIME, MIN NUMBER OF CLIENT COMPUTERS SERVED BY

ADMINISTRATION SERVER

15 36,000
30 72,000
45 108,000
60 144,000

NETWORK LOAD

This section contains information about the volume of network traffic that the client computers and the Administration
Server exchange during key administrative operations. The main network load is caused by the following scenarios:

e initial deployment of anti-virus protection;
e initial database update;
e connection of a client computer to the Administration Server without synchronization;

e connection of a client computer to the Administration Server with synchronization;
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e regular database updates;
e processing of events on client computers by the Administration Server.

Further sections contain information about the network traffic generated in each of these scenarios.

INITIAL DEPLOYMENT OF ANTI-VIRUS PROTECTION

In this scenario the Network Agent 6.0 MP4 and Kaspersky Anti-Virus for Windows Workstations 8.0 are installed on the
client computer.

The Network Agent is installed using push install, when the files required for setup are copied by the Administration
Server to a shared folder on the client computer. After installation, the Network Agent downloads the distribution package
of Kaspersky Anti-Virus for Windows Workstations using connection to the Administration Server (see the table below).

Table 12. Traffic

Sc Network Agent installation for a | Installation of Kaspersky Anti-Virus for

ENARIO . . - . . X
single client computer Windows Workstations on a single client

computer (with updated databases)

TRAFFIC FROM CLIENT 0.4 4

COMPUTER TO ADMINISTRATION

SERVER, MB

TRAFFIC FROM ADMINISTRATION 14 94

SERVER TO CLIENT COMPUTER,

MB

TOTAL TRAFFIC (FOR A SINGLE 14.4 98

CLIENT COMPUTER), MB

After the Network Agents are installed on the target client computers, one of the computers in the administration group
can be assigned to function as an Update Agent. It will be used for distribution of installation packages. In this case the
traffic during initial deployment of anti-virus protection will vary considerably depending on whether the option to use
multicast IP delivery is used or not. If this option is used, the installation packages will be sent to all running computers in
the administration group once. Thus, the total traffic will become N times smaller, where N stands for the total number of
running computers in the administration group (see the table below). If the multicast IP delivery is not used, the total
traffic is identical to the traffic when the distribution packages are downloaded from the Administration Server. However,
the package source will be the Update Agent, not the Administration Server.

Table 13. Traffic

s Installation of Kaspersky Anti-Virus for Windows Workstations using
CENARIO - ) . .
an Update Agent for all running client computers (using multicast IP
delivery)
TRAFFIC FROM UPDATE AGENT TO 4
ADMINISTRATION SERVER, MB
TRAFFIC FROM ADMINISTRATION SERVER TO o4
UPDATE AGENT, MB
TRAFFIC OF MULTICAST IP DELIVERY FROM 103
UPDATE AGENT FOR ALL CLIENT COMPUTERS,
mMB
TOTAL TRAFFIC (FOR ALL RUNNING CLIENT 201
COMPUTERS), MB
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INITIAL UPDATE OF THE ANTI-VIRUS DATABASES

In this scenario a computer runs the database update task for the first time (see the table below).

Table 14. Traffic

SCENARIO Initial database update®
TRAFFIC FROM CLIENT COMPUTER TO ADMINISTRATION SERVER, MB 0.5
TRAFFIC FROM ADMINISTRATION SERVER TO CLIENT COMPUTER, MB 9
TOTAL TRAFFIC (FOR A SINGLE CLIENT COMPUTER), MB 9.5

CONNECTION OF CLIENT TO ADMINISTRATION SERVER WITHOUT
SYNCHRONIZATION

This scenario describes the "idle" state of the administration system when no changes occur in data on the side of client
computers or the Administration Server. Clients connect to the Administration Server with the administrator-defined
interval, the Server compares the status of data on the client with the status of data on the server and records information
about the last client connection in the database (see the table below).

Table 15. Traffic

Connection of client to Server

SCENARIO without synchronization
TRAFFIC FROM CLIENT COMPUTER TO ADMINISTRATION SERVER, KB S
TRAFFIC FROM ADMINISTRATION SERVER TO CLIENT COMPUTER, KB 6

11

TOTAL TRAFFIC (FOR A SINGLE CLIENT COMPUTER), KB

CONNECTION OF CLIENT TO ADMINISTRATION SERVER WITH
SYNCHRONIZATION

This scenario describes the state of the administration system when intensive data synchronization occurs between a
client computer and the Administration Server. Clients connect to the Administration Server with the administrator-defined
interval, the Server compares the status of data on a client computer with the status of data on the server, records
information about the last client connection in the database and performs data synchronization (see the table below).

The Administration scenarios which invoke mass synchronization of clients with the Administration Server are as follows:
e creation, removal or modification of a policy;
e creation, removal or modification of a group task;
e management of group tasks (start, stop, pause, resume);

e synchronization of the information about databases after database update by clients.

! The data in the table may vary slightly depending upon the client version and the current anti-virus database version.
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Table 16. Traffic

Connection of client to Server

SCENARIO with synchronization®

TRAFFIC FROM CLIENT COMPUTER TO ADMINISTRATION SERVER, KB 8-20

TRAFFIC FROM ADMINISTRATION SERVER TO CLIENT COMPUTER, KB 11-50
20-70

TOTAL TRAFFIC (FOR A SINGLE CLIENT COMPUTER), KB

The traffic varies considerably depending on whether the option to use multicast IP delivery is used or not. If this option is
used, the total traffic decreases approximately by N times, where N stands for the total number of running computers in
the administration group.

REGULAR DATABASE UPDATES

This section describes the scenario of regular database updates, when a client receives all the updates released by
Kaspersky Lab according to schedule (see the table below).

Table 17. Traffic

Regular database updates®

SCENARIO

TRAFFIC FROM CLIENT COMPUTER TO ADMINISTRATION SERVER, KB 35

TRAFFIC FROM ADMINISTRATION SERVER TO CLIENT COMPUTER, KB 300
355

TOTAL TRAFFIC (FOR A SINGLE CLIENT COMPUTER), KB

The traffic varies considerably depending on whether the option to use multicast IP delivery is used or not. If this option is
used, the total traffic decreases approximately by N times, where N stands for the total number of running computers in
the administration group.

PROCESSING OF EVENTS FROM CLIENTS BY ADMINISTRATION
SERVER

This section describes a scenario in which a client computer encounters a "Virus detected" event, which is then sent to
the Administration Server and registered in the database (see the table below).

Table 18. Traffic

SCENARIO IIIDa}ta transfer to"Admanstratlon Server upon a
Virus detected" event

TRAFFIC FROM CLIENT COMPUTER TO ADMINISTRATION SERVER, 9.4

KB

TRAFFIC FROM ADMINISTRATION SERVER TO CLIENT COMPUTER, 6.3

KB

TOTAL TRAFFIC (FOR A SINGLE CLIENT COMPUTER), KB 15.7

2 Data in the table may vary slightly depending upon the synchronization scenario and the volume of modified data.

® The data in the table may vary slightly depending upon the current anti-virus database version.

* Data in the table can vary slightly depending upon the current version of the anti-virus application and the events that are defined in its
policy for registration in the Administration Server database.
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A

ADMINISTRATION CONSOLE

Kaspersky Administration Kit component that provides user interface for the management services of the Administration
Server and Network Agent.

ADMINISTRATION GROUP

A set of computers grouped together in accordance with the performed functions and the Kaspersky Lab applications
installed on those machines. Computers are grouped for their convenient management as one single entity. A group can
include other groups. A group can contain group policies for each application installed in it and appropriate group tasks.

ADMINISTRATION SERVER

Kaspersky Administration Kit component that centralizes the storage of information about Kaspersky Lab applications
installed in the corporate network and about the management of those applications.

ADMINISTRATION SERVER CERTIFICATE

The certificate used for the Administration Server authentication during connection of Administration Consoles to it and
data exchange with client computers. The Administration Server certificate is created during server installation; it is stored
in the Cert subfolder of the program folder.

ADMINISTRATION SERVER CLIENT (CLIENT COMPUTER)

A computer, server or workstation running the Network Agent and managed Kaspersky Lab applications.

ADMINISTRATION SERVER DATA BACKUP

Copying of the Administration Server data for backup and subsequent restoration performed using the backup utility. The
utility can restore:

* information database of the Administration Sever (policies, tasks, application settings, events saved on the
Administration Server);

e configuration information about the structure of the logical network and client computers;

e repository of the installation files for deployment of applications (content of the folders: Packages, Uninstall
Updates);

¢ Administration Server certificate.

ADMINISTRATOR'S WORKSTATION

Computer with the installed component that provides an application management interface. For anti-virus products it is
the Anti-Virus Console, and for Kaspersky Administration Kit - the Administration Console.

The administrator's workstation is used to configure and manage the server portion of the application; in Kaspersky
Administration Kit - to build the system of centralized anti-virus protection for corporate LAN based on Kaspersky Lab's
applications.

APPLICATION CONFIGURATION PLUG-IN

A specialized component that provides the interface for application management via the Administration Console. Each
application that can be managed via Kaspersky Administration Kit has its own plug-in. It is included in all Kaspersky Lab
applications that can be controlled using Kaspersky Administration Kit.

APPLICATION SETTINGS

Application settings which are general for all types of its tasks and regulating its operation in general, for example,
application performance, logging, and Backup settings.
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AVAILABLE UPDATE

A package of updates for the modules of a Kaspersky Lab application including a set of urgent patches released during a
certain time interval, and modifications to the application architecture.

B
BACKUP

Special repository for backup copies of objects created prior to their first disinfection or removal.

BACKUP FOLDER

Special folder for storage of Administration Server data copies created using the backup utility.

C
CENTRALIZED APPLICATION MANAGEMENT

Remote application management using the administration services provided in Kaspersky Administration Kit.

CURRENT LICENSE

The license installed and used at the moment to run a Kaspersky Lab application. The license determines the duration of
full product functionality and the applicable license policy. An application can have only one current license.

D
DATA BACKUP

Creation of a backup file copy prior to its disinfection or removal and placement of that copy in Backup with a possibility
for future restoration, for example, for file rescanning using updated databases.

DATABASES

Database compiled by the experts at Kaspersky Lab and containing detailed descriptions of all existing threats to
computer security, methods of their detection and neutralization. The database is constantly updated at Kaspersky Lab
as new threats emerge. To improve the quality of threat detection we recommend regular downloading of database
updates from the Kaspersky Lab update servers.

DIRECT APPLICATION MANAGEMENT

Application management via local interface.

E
EVENT SEVERITY

A property of an event encountered during the operation of a Kaspersky Lab application. There are four severity levels:
e Critical event.
e Error.
e Warning.
¢ Info.

Events of the same type may have different severity levels depending on the situation in which the event occurred.
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INCOMPATIBLE APPLICATION

Anti-virus application of another vendor or a Kaspersky Lab application that does not support management via Kaspersky
Administration Kit.

INSTALLATION PACKAGE

A set of files created for remote installation of a Kaspersky Lab application using the Kaspersky Administration Kit remote
administration system. An installation package is created based on special files with the .kpd and .kud extensions that are
included in the application distribution package; it contains a set of parameters required for application setup and its
configuration for normal functioning immediately after installation. Parameter values correspond to application defaults.

G

GROUP TASK

A task defined for an administration group and performed on all client computers within this group.

K
KASPERSKY ADMINISTRATION KIT OPERATOR

A user monitoring the status and operation of a protection system managed with Kaspersky Administration Kit.

KASPERSKY LAB'S UPDATE SERVERS

List of Kaspersky Lab's HTTP and FTP servers from which applications download databases and module updates to your
computer.

KEY FILE

File with the .key extension, which contains your personal product key necessary for work with a Kaspersky Lab
application. The key file is included in the distribution package, if you purchased it from Kaspersky Lab's distributors, or it
arrives by email, if you bought the product online.

L
LOCAL TASK

A task defined and running on a single client computer.

LOGICAL NETWORK ADMINISTRATOR

The person managing the application operations via the Kaspersky Administration Kit system of remote centralized
administration.

LOGIN SCRIPT-BASED INSTALLATION

Method for remote installation of Kaspersky Lab applications, which allows you to link the start of a remote setup task to
specified user account(s). When the user logs in to a domain, the system attempts to install the application on the
corresponding client computer. This method is recommended for deployment of the company's applications to computers
running Microsoft Windows 98 / Me operating systems.

N
NETWORK AGENT

Network Agent is a component of Kaspersky Administration Kit that coordinates interaction between the Administration
Server and Kaspersky Lab applications installed on a specific network node (a workstation or a server). This component




DEPLOYMENT GUIDE

supports all Windows applications included in Kaspersky Lab products. Separate versions of Network Agent exist for
Kaspersky Lab's Novell and Unix applications.

P
PERIOD OF LICENSE VALIDITY

Time period during which you can use full functionality of a Kaspersky Lab application. Typically, a validity period of a
license is one calendar year from its installation. After license expiry the application functionality becomes limited: you
cannot update the application database.

PoLicy

A set of application settings in an administration group managed by Kaspersky Administration Kit. Application settings
can differ in various groups. A specific policy is defined for each application in a group. A policy includes the settings for
complete configuration of all application features.

PROTECTION STATUS

Current protection status, which characterizes the level of computer security.

PUSH INSTALL

Method for remote installation of Kaspersky Lab applications, which allows you to remotely install software on the
specified client computers. For successful push install completion, the account used for the task must have sufficient
rights for remote execution of applications on client computers. This method is recommended for software installation on
computers running Microsoft Windows NT / 2000 / 2003 / XP operating systems and supporting that functionality or to
computers running Microsoft Windows 98 / Me with the Network Agent installed.

R
REMOTE INSTALL

Installation of Kaspersky Lab applications using the services provided by Kaspersky Administration Kit.

RESERVE LICENSE

The license installed for the operation of a Kaspersky Lab application, which has not been activated. A reserve license is
activated when the current license expires.

RESTORATION

Relocation of the original object from Quarantine or Backup to its original folder where the object had been stored before
it was quarantined, disinfected or deleted, or to a user-defined folder.

RESTORATION OF ADMINISTRATION SERVER DATA

Restoration of Administration Server data from the information saved in backup copy using the backup utility. The utility
can restore:

¢ information database of the Administration Sever (policies, tasks, application settings, events saved on the
Administration Server);

e configuration information about the structure of the logical network and client computers;

e repository of the installation files for deployment of applications (content of the folders: Packages, Uninstall
Updates);

e  Administration Server certificate.
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T
TAsK

Functions performed by a Kaspersky Lab application are implemented as tasks, for example: Real-time protection of files,
Full computer scan and Database update.

TASK FOR A SET OF COMPUTERS

A task assigned for a set of client computers from arbitrary administration groups within a logical network and performed
on those hosts.

TASK SETTINGS

Task-specific application settings.

U
UPDATE

The procedure of replacement / addition of new files (databases or application modules), downloaded from the Kaspersky
Lab update servers.

UPDATE AGENT

Computer acting as an intermediate source for distribution of updates and installation packages in an administration
group.

\"
VIRUS ACTIVITY THRESHOLD

Maximum allowed number of events of the specified type within a limited time; when exceeded, it is interpreted as an
increase of virus activity and threat of a virus attack. This property is important during periods of virus outbreaks since it
enables administrators to react in a timely manner to virus attack threats.




KASPERSKY LAB

Kaspersky Lab was founded in 1997. Today it is the leading Russian developer of a wide range of high-performance
information security software products, including anti-virus, anti-spam and anti-hacking systems.

Kaspersky Lab is an international company. Its headquarters are in the Russian Federation and it has offices in the
United Kingdom, France, Germany, Japan, the Benelux countries, China, Poland, Romania and the USA (California). A
new company office, the European Anti-Virus Research Centre, has recently been established in France. Kaspersky
Lab's partner network includes over 500 companies worldwide.

Today, Kaspersky Lab employs over a thousand highly qualified specialists, including 10 MBA holders and 16 PhD
holders. All Kaspersky Lab's senior anti-virus experts are members of the Computer Anti-Virus Researchers Organization
(CARO).

Our company's most valuable assets are the unique knowledge and collective expertise accumulated during fourteen
years of continuous battle against computer viruses. Constant analysis of computer virus activities enables the
company's specialists to anticipate trends in the development of malware, and to provide our users with timely and
reliable protection against new types of attacks. This advantage is the basis of Kaspersky Lab's products and services.
We always remain one step ahead of our competitors in delivering comprehensive anti-virus coverage to our clients.

Years of hard work have made the company one of the top anti-virus software developers. Kaspersky Lab was the first to
develop many of the modern standards for anti-virus software. The company's flagship product, Kaspersky Anti-Virus®,
reliably protects all types of computer systems against virus attacks, including workstations, file servers, mail systems,
firewalls, Internet gateways and hand-held computers. Its easy-to-use management tools maximize the automation of
anti-virus protection for computers and corporate networks. A large number of developers worldwide use the Kaspersky
Anti-Virus kernel in their products, including Nokia ICG (USA), Aladdin (Israel), Sybari (USA), G Data (Germany),
Deerfield (USA), Alt-N (USA), Microworld (India), and BorderWare (Canada).

Kaspersky Lab's customers enjoy a wide range of additional services that ensure both stable operation of the company's
products, and full compliance with their specific business requirements. We design, implement and support corporate
anti-virus systems. Our databases are updated every hour. We provide our users with 24-hour technical support service
in several languages.

If you have any questions, comments, or suggestions, you can contact us through our dealers, or at Kaspersky Lab
directly. We can always give you detailed advice by telephone or email. You will receive full and comprehensive answers
to all your questions.

Kaspersky Lab official site: http://www.kaspersky.com
Virus Encyclopedia: http://www.viruslist.com
Anti-virus laboratory: newvirus@kaspersky.com

(only for sending archives of suspicious objects)

http://support.kaspersky.ru/helpdesk.html?LANG=en

(for queries to virus analysts)



http://www.kaspersky.com/
http://www.viruslist.com/
mailto:newvirus@kaspersky.com
http://support.kaspersky.ru/helpdesk.html?LANG=en
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