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ABOUT THIS GUIDE

This Guide contains the purpose of Kaspersky Administration Kit and step by step descriptions of the features it offers.
The basic concepts and general schemes for working with the application are described in the Kaspersky Administration
Kit Administrator's Guide.

IN THIS SECTION
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N THIS DOCUMENT

The following sections are included in the document:

e Additional data sources (see page 10). The section tells you how to get information about the application apart
from the documentation included in the distribution package.

e  Starting and stopping the application (see page 12). The section tells you how to start Kaspersky Administration
Kit.

e  Quick Start Wizard (see page 13). This section describes the initial configuration steps used to build the anti-
virus protection management system using Kaspersky Administration Kit.

e Managing Administration Servers (see page 21). This section contains data on operations with Administration
Server in Kaspersky Administration Kit.

e Managing Administration groups (see page 56). This section presents the operating layout of Kaspersky
Administration Kit and administration groups.

e Managing applications remotely (see page 74). This section describes remote application management using
Kaspersky Administration Kit.

e Client computers (see page 133). The section contains information on client computer management when
working with Kaspersky Administration Kit.

e Reports and notifications (see page 172). This section describes the peculiarities of managing reports and
notifications in Kaspersky Administration Kit.

e Event and computer selections (see page 207). This section contains data on how to monitor anti-virus
protection system using Kaspersky Administration Kit.

¢ Unassigned computers (see page 225). This section describes main issues related to corporate network
computers not included in administration group.

e Update (see page 237). This section covers the procedures for updating the databases and program modules
managed via Kaspersky Administration Kit.

e Managing licenses (see page 259). This section contains data on centralized licenses management using
Kaspersky Administration Kit services.

e Repositories (see page 266). This section describes operations with objects used to monitor the status of client
computers and perform their maintenance.
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e Additional features (see page 277). This section describes some additional features of Kaspersky Administration
Kit designed to extend the opportunities for centralized management of applications in computer networks.

¢ Reference information (see page 313). This section contains reference information about the context menu
items of the Administration Console objects, results pane objects and the meaning of statuses assigned to
network objects and administration groups.

e Glossary. The section enumerates the terms used in the document.
e Kaspersky Lab ZAO (see page 326). The section provides information on Kaspersky Lab ZAO.

e Index. Using this section, you can easily find the required data in the document.

Document conventions used in this document are described in the following table.
Table 1. Document conventions
SAMPLE TEXT DOCUMENT CONVENTIONS DE  SCRIPTION
Warnings are highlighted in red and enclosed in frames. Warnings contain
Note that... important information: for example, information related to operations critical to
computer safety.
Notes are framed in dotted-line box. Notes contain additional detail and
It is recommended to use... reference information.
Example: Example blocks have a yellow background, and the heading "Example".
Update means... New terms are italic.
ALT+F4 Names of keyboard keys are bold and are all uppercase.
Names of the keys followed by a plus sign (+) indicate a combination of keys.
Enable Names of interface elements are bold; for example, input fields, menu
commands, and buttons.
®» To configure a task schedule: Procedure headings are italic.
help Text in the command line and text of messages displayed on the screen have a
special font.
<IP address of your computer> Variables are enclosed in angle brackets. Instead of a variable, the
corresponding value must be entered in each case; angle brackets are omitted.




ADDITIONAL DATA SOUR  CES

If you have any questions regarding purchasing, installing or using Kaspersky Administration Kit, answers are readily
available.

Kaspersky Lab provides various sources of information about the application. You can choose the most suitable,
according to the importance and urgency of your question.
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| NFORMATION SOURCES F  OR FURTHER RESEARCH

You can view the following sources of information about the application:
e the application's page on Kaspersky Lab website;
e the application's Knowledge Base page on the Technical Support Service website;
e online help system;

e documentation.

The application's page at the Kaspersky Lab website

http://www.kaspersky.com/administration_Kit

This page provides you with general information about the application's features and options.

The application's Knowledge Base page at the Technical Support Service website

http://support.kaspersky.com/remote _adm

This page contains articles published by the experts of the Technical Support Service.

These articles contain useful information, recommendations, and the Frequently Asked Questions (FAQ) page, and
cover purchasing, installing and using Kaspersky Administration Kit. The articles are sorted by subject, such as
"Working with key files", "Updating databases" and "Troubleshooting". The articles aim to answer questions about
not only Kaspersky Administration Kit but other Kaspersky Lab products as well. They may also contain news from
the Technical Support Service.

Online help system

The application installation package includes full help files, which contain step by step descriptions of the
application's features.

To open the help file, select Kaspersky Administration Kit help system in the console Help menu.



http://www.kaspersky.com/administration_kit
http://support.kaspersky.com/remote_adm

ADDITIONAL DATA SOURCES

If you have a question about a specific application window, you can use context help.

To open context-sensitive help, in the corresponding window, click the Help button or the F1 key.

Documentation

The documentation supplied with the application aims to provide all the information you will require. It includes the
following documents:

¢ Administrator's Guide describes the purpose, basic concepts, features and general schemes for using
Kaspersky Administration Kit.

e Implementation Guide contains a description of the installation procedures for the components of Kaspersky
Administration Kit as well as remote installation of applications in computer networks using simple configuration.

e Getting Started provides a step by step guide to anti-virus security administrators, enabling them to start using
Kaspersky Administration Kit quickly, and to deploy Kaspersky Lab anti-virus applications across a managed
network.

e Reference Guide contains an overview of Kaspersky Administration Kit, and step by step descriptions of its
features.

The documents are supplied in .pdf format in Kaspersky Administration Kit's distribution package.
You can download the documentation files from the application's page on Kaspersky Lab website.

The information about an application programming interface (API) of Kaspersky Administration Kit is contained in the
klakaut.chm file. This file is located in the installation folder of the application.

DISCUSSING KASPERSKY LABAPPLICATIONSINW EB
FORUM

If your question does not require an immediate answer, you can discuss it with Kaspersky Lab experts and other users in
our forum at http://forum.kaspersky.com.

In this forum you can view existing topics, leave your comments, create new topics and use the search engine.

CONTACTING THE USER DOCUMENTATION DE =~ VELOPMENT
GROUP

If you have any questions about the documentation, or you have found an error in it, or would like to leave a comment,
please contact our User documentation development group.

Click the Send feedback link located in the top right part of the window to open the computer's default mail client. In the
window that opens, the email of User documentation development group will appear (docfeedback@kaspersky.com),
with the subject line 1 "Kaspersky Help Feedback: Kaspersky Administration Kit". Write your comment and send the
letter without changing the subject.
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STARTING AND STOPPIN G THE
APPLICATION

Kaspersky Administration Kit starts automatically when launching the Administration Server.

The Kaspersky Administration Kit can be launched by selecting Kaspersky Administration Kit from the Kaspersky
Administration Kit program group in the standard Start — Programs menu. This program group is created only on
administrator's workstations during the Kaspersky Administration Console installation.

To access the functionality of Kaspersky Administration Kit the Administration Server of Kaspersky Administration Kit
must be running.




QUICK START WIZARD

The Wizard configuring can configure the minimum settings for centralized management of anti-virus protection.

The wizard opens at the first connection to an Administration Server established after installation.
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STEP 1. ADDING A LICENSE

During this stage, the method of adding a license for the applications (see the figure below) that will be managed by the
administrator using Kaspersky Administration Kit should be selected.

Quick start Wizard

License
Choose how you want to add your licenze.

£+ Erter activation code

£ Load from key fil

" Add licenze later

< Back I Mest = I LCanzel Help

Figure 1. Selecting the method of adding a license
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Select the method of adding a license:

e Enter activation code 1 you will be asked to specify the code obtained when you purchased a commercial
version of the application (see the figure below).

Install License Wizard x|

License

v

Enter achvation code:;

IDDEID-DDEII]-DEIEID-DDEI'I

¥ Automatically deploy icense to managed computers

< Back I Mest = I Cancel Help

Figure 2. Entering the activation code

If you wish to automatically apply the license to the computers in the administration groups, check the box in the
corresponding field.
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e Load from key file 7 you will be asked to specify the key file (see the figure below).

Quick Start Wizard |

Licenze

Chooze key file:
I Select...

¥ Automatically deploy licenze to managed computers

< Back Mest » Cancel Help

Figure 3. Selecting the key file
If you wish to automatically apply the license to the computers in the administration groups, check the box in the
corresponding field.

Add license later. A license can be installed later using the license installation task (see section "Installing a
license" on page 262).
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STEP 2. NETWORK DISCOVERY

During this stage the computer network is polled, and computers within this network are identified (see the figure below).
Based on the results of this scan, a service group Unassigned computers is formed together with its Domains, Active
Directory and IP subnets subfolders. The information obtained will be used to automatically create the administration
groups.

Quick start Wizard

Metwork Discovery
Detecting compukers.

ﬁ I nitial network, dizcovery is complete.

Wiew dizcovered computers

Wigw Kaspersky Adriniztration Kit intraductian

< Back LCanzel Help

Figure 4. The Quick Start Wizard window. Network Discovery

To view the structure of the computer network, use the View discovered computers link. Click the View Kaspersky
Administration Kit introduction link to view the description of the main features offered by Kaspersky Administration
Kit.




Quick START WIZARD

STEP 3. CONFIGURING NOTIFICAT  ION SETTINGS

During the next stage you will have to configure the settings for delivery of email notifications generated by Kaspersky
Lab applications.

Quick Start Wizard

Motifications
Chooszing email notification settings.

Recipient: Iadministratnr@cumpany.|:|:|m
Moo ™
V. | SMTP server: Ismtp.cnmpany. O
SMTP zerver port; 25 _:|

[T Use ESMTF authorization

[Hzer nanme: I
Faszward: I-----------
[Canfirmn pazswond: I- (TITTTTTTL)

Test |

< Back I Mest = I LCanzel Help |

Figure 5. Configuring delivery of notifications

If the SMTP server uses authorization, check the Use ESMTP authorization box and fill in the User name, Password
and Confirm password fields. These settings will be used as the default settings for application policies.

To check the correctness of the specified settings, press the Test button. This will open a test notification sending
window. In the event of errors, detailed error information will be displayed in it.

STEP 4. CONFIGURING ANTI -VIRUS PROTECTION

During this stage, you should configure the anti-virus protection system (see the figure below).

The Quick Start Wizard creates an anti-virus protection system for the client computers within administration groups,
using Kaspersky Anti-Virus 6.0 for Windows Workstations MP4. In this case, the Administration Server creates a policy
and defines a minimum set of tasks for the highest hierarchy level of Kaspersky Anti-Virus 6.0 for Windows Workstations
MP4, as well as downloading updates and data backup.

The objects created by the Wizard are displayed in the console tree:

e the policies for Kaspersky Anti-Virus for Windows Workstations and Kaspersky Anti-Virus 6.0 for Windows
Servers MP4 i in the Policies folder of the Managed computers group under the names Protection policy -
Windows Workstations and Protection policy - Windows Servers, and with the default settings;

e the tasks for updating the anti-virus database for Kaspersky Anti-Virus for Windows Workstations and
Kaspersky Anti-Virus 6.0 for Windows Servers MP4 i in the Group tasks folder of the Managed computers
group under the names Update i Windows Servers and Update i Windows Workstations, and with the
default settings;
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e on-demand scanning tasks for Kaspersky Anti-Virus for Windows Workstations and Kaspersky Anti-Virus 6.0 for
Windows Servers MP4 i in the Group tasks folder of the Managed computers group under the names Virus
Scan i Windows Workstations and Virus Scan i Windows Servers, and with the default settings;

e downloading updates to the repository i in the Kaspersky Administration Kit tasks folder under the name
Download updates to repository, and with the default settings;

e the Administration Server data backup task i in the Kaspersky Administration Kit tasks folder under the
name Administration Server data backup, and with the default settings.

A policy for Kaspersky Anti-Virus 6.0 for Windows Workstations MP4 is not created if a policy for that application already
exists in the Managed computers folder. If group tasks for the Managed computers group and the Download updates
to repository with these names already exist, they are not created either.

Quick start Wizard

Settings
Creating initial configuration settings.

e Policies

- Kazpersky Antivfirus 6.0 for Windows Workstations
- Kaspersky Antitirus 6.0 for Windows Servers

' Group tasks

K.aspersky Anti-inuz B.0 for Windows Work stations
- Scan Computer

- Update

K.aspersky Anti-vinz 6.0 for Windows Servers

- Scan Computer

- Update

[ Administration Server tasks

- Download updates
- Backup

< Back et = LCanzel Help

Figure 6. Configuring anti-virus protection

The wizard window displays the process of creating the tasks and the policies. If errors occur, an error message will be
displayed on the screen.
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STEP 5. DOWNLOADING UPDATES

WI1zZARD

During this step the wizard downloads updates to the repository by the Administration Server: the task defines the list of

files for download and downloads them (see the figure below).

Quick start Wizard

Update
Downloading updates to the Administration Server.

i) “You don't need to wait bl update is complete. Click “Mest™ to continue the wizard. Downloading
il continue in background.

File downloaded ‘bazes blst/blzt-0607 9. xml.kiz'

1

< Back

LCanzel Helm

Figure 7. Configuring retrieval of updates

You don't need to wait for completion of the updates retrieval task. The downloading of updates will continue using the

Download updates to the repository task (see section "Determining the updates list" on page 245).
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STEP 6. COMPLETING THE WIZARD

When the Quick Start Wizard completes, you will be invited to start the deployment of anti-virus protection. You can use
this wizard to install the Network Agent. If you do not wish to install applications immediately after the Quick Start Wizard

completion, uncheck the Start deployment box (see the figure below).

Quick Start Wizard ]

Initial setup is complete

In order to complete the wizard, press the "Finizh' button,

< Back I Finizh I LCanzel Helm

Figure 8. Completing the Quick Start Wizard

A detailed description of how to work with the Remote Install Wizard is provided in the Implementation Guide.




MAN AGING ADMINISTRATION SERVERS

The Administration Server is a computer on which the Administration Server component is installed. A corporate
network can include several such Servers. The following operations are supported for the Administration Servers:

e connection / disconnection;

e adding / removal from the console tree;

e switching between the Administration Servers;
e  building an Administration Servers hierarchy;

e creation and configuration of tasks for delivery of reports, updating and backup copying.
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CONNECTION TOTHE  ADMINISTRATION  SERVER

=% To connect to an Administration Server,
select the node corresponding to the required Administration Server in the console tree.

After this, the Administration Console tries to connect to the Administration Server. If there are several Administration
Servers on your network, the Console will connect to the server it last connected to during the previous Kaspersky
Administration Kit session. When the application is launched for the first time after installation, it is assumed that the
Administration Server and Administration Console are running on the same computer. Therefore, the Administration
Console will try to detect the Administration Server on this computer.

If the Server is not found, you will be asked to specify the Server address manually in the Connection settings dialog
box (see the figure below). Enter the required Server address in the Server address field. You can enter either the IP
address or the computer name in the Windows network.
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To connect to the Administration Server through a port that differs from the default one, enter <Server name>:<Port> in
the Server address field.

Connection settings i |

Server address:

I localhost

¥ Use S5L connection

¥ use dakta compression

Address: I

Lser name: I

Passwiord: I

| (04 I Cancel | Dptions <<

Figure 9. Connecting to the Administration Server

Press the Advanced button to show or hide the following advanced connection settings:

e Use SSL connection. Check this box to transmit data between the Administration Server and Administration
Console via the Secure Sockets Layer protocol (SSL). Uncheck this box if you do not want to communicate via
SSL. However, this will lower the security of data transmissions against modification or interceptions.

e Use data compression. Check this box to increase the rate of data transfer between the Administration
Console and the Server, by decreasing the amount of information being transferred and hence lowering the load
on the Administration Server.

Enabling this setting will increase the load on the central processor of the computer which is hosting the
Administration Console.

e Use proxy server. Check this box if you want to connect to the Administration Server via a proxy server (see
the figure above). Enter the address for connecting to the proxy server in the Address field. Fill in the User
name and Password fields if user authorization is required to access this proxy server.

When the connection settings have been confirmed, the Administration Console verifies the user's rights to connect to
the Administration Server. If the secure connection is SSL-enabled, the Administration Console authenticates the
Administration Server before verifying user rights.

When you connect to the server for the first time, and also if the server certificate for this session differs from your local
copy, a request to connect to the server and receive a new certificate will be displayed (see the figure below). Select one
of the following:

e | wantto connect to the server and download the certificate from it i to connect to the Administration
Server and receive a new certificate.

e |wantto specify the certificate file location 7 specify the Server certificate manually. In this case, select the
certificate file using the Select button. The certificate file has the extension .cer, and is located in the Cert
subfolder of the Kaspersky Administration Kit program folder specified during application installation. The
Console will attempt to re-authenticate the server using the certificate you specified.
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You can copy the certificate file to a shared folder or a floppy disk. A copy of this file can be used to configure
access settings for the Server.

Kaspersky Administration Server Certificate i 5[

Connecting to the specified Administration Server failed. This is an invalid
certificate for this Kaspersky Administration Server.

" | want to connect to the server and download the certificate from it

¢ | want to specify the certificate file location

C:\Program Files\Kaspersky Lab\Kaspersky Administration Ki

0K Cancel

Figure 10. Request to connect to the Administration Server

User rights are verified using the Windows user authentication procedure. If the user is not authorized to access the
Administration Server, i.e. he/she is not an operator (KLOperators) or administrator of Kaspersky Administration Kit
(KLAdmins), he/she will be asked to register to access the Administration Server (see the figure below). In the
corresponding form, specify a user account (name and password) which has Kaspersky Administration Kit operator or

administrator rights.
Enter user name and password s _XJ

Specify an account that has permission to perform required operations

s [Admlnlst:alor

| 0K I Cancel

Figure 11. Registering a user to access the Administration Server

Password:

If the connection to the Administration Server has been established successfully, the structure of this Server's folders and
its settings appear in the console tree.

THE UTILITY FOR SELEC  TING THE ADMINISTRATION
SERVER SE RVICE ACCOUNT  (KLSRVSWCH )

You can use this utility to specify an account for launching the Administration Server service on this computer (see the
figure below). Launch the utility and select one of the two following options:

e Local System account i the Administration Server will start using the Local System account and its
credentials.
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Correct operation of Kaspersky Administration Kit requires that the account used to start the Administration

Server should have the administrator's rights on the resource where the Administration Server database is
hosted.

Specified account i the Administration Server will start using the account included in a domain. In this case
the Administration Server will initiate all operations using the credentials of that account. Use the Find now
button to select the user whose account will be used and enter the password.

If the domain user account is selected as an account for launching the Administration Server, you will be asked
to define this user and specify the password for his/her account.

|E Administration Server service accounk

X
Administration Server zervice account —_—
. ——
Set account to run service :'__ i

% | ocal System account

™ Specified account

Fird pa |

< Back I et = Cancel

Figure 12. Selecting account

When using the SQL-server in the Windows authentication mode, the user account should be provided with an access to

the database. The user account should be the owner of the Kaspersky Anti-Virus database. By default, the dbo scheme
must be used.

DISCONNECTING FROM  SERVER

® To disconnect from an Administration Server:

1. Inthe console tree, select the node corresponding to the Administration Server that should be disconnected.

2. Open the context menu.

3. Select the Disconnect from Administration Server command.
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SWITCHING BETWEEN  SERVERS

If several Administration Servers have been added to the console tree, you can switch between those servers while
working with them.

® To switch to another Administration Server:
1. Selectin the console tree the node under the necessary Server name.
2. Open the context menu and select the Connect to Administration Server command.

In the Connection settings window that opens, enter the name of the Server, which you intend to manage, and
specify the necessary settings for connection to the server (see section "Connecting to Server" on page 21).

If you have no Kaspersky Administration Kit operator or administrator rights, access to the Administration Server
will be denied.

Connection settings 7] x|

Server address:

I localhost

¥ use S5L connection

v Use data compression

User nare: I

Passwiord: I

| Ik I Cance| | Qphions <<

Figure 13. Connecting to the Administration Server

3. Press the OK button to complete switching between the Servers.

If the connection to the Server has been established successfully, the contents of the corresponding node will be
updated.

ADDING A SERVER TO THE CONSOLE  TREE

®» To add a new Administration Server to the console tree:

1. Select the Kaspersky Administration Kit node in the console tree within the main program window of
Kaspersky Administration Kit.

2. Open the context menu and select the New — Administration Server command.
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This will create a new node with the name Kaspersky Administration Server - <Computer name> (Not
connected) in the console tree. Use this node to connect to any other Administration Server installed on the
network.

GRANTIN GRIGHTSTOUSEA SERVER

® To grant rights to work with an Administration Server:

1. Inthe main Kaspersky Administration Kit application window select the node corresponding to the required
Administration Server in the console tree, open its context menu and select the Properties command.

2. Inthe Administration Server <Computer name> properties window that opens (see the figure below), switch
to the Security tab.

Administration Server TEST Properties 7] x|

General I Eventz I Settings I Wirlz outbreak: | T raffic: |
Cizco MALC I Computer relocation Security

Mamesz of groups or uzers:

€7 BUILTIN'Administrators
€ TEST\KLOperatars

Add... | Eemove |

Fermizzions for TESTYkLadmins:

| Al | Derm | -

All

FReading

Writing

Execution

kodify access privileges
Edit event log settings

F dit mintificatine zettinns

SRR
o i o o o o

[

k. I Cancel

Figure 14. Granting rights to access the Administration Server

Apply |

Whether this tab is shown or hidden is determined by the user interface settings. To display the tab, navigate to the
View — Configuring interface menu and check the box in the Display security settings tabs string.

The upper part of the tab displays a list of users and user groups that have access to the Administration Server. The
lower part contains the list of possible permissions:

e AllT includes all permissions (see below).

e Reading i viewing Kaspersky Administration Kit objects' properties without a permission to perform operations,
create new objects or modify the existing ones.
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Writing T changing Kaspersky Administration Kit object properties, as well as creating new objects without a
right to perform operations upon objects.

Running i performing operations on Kaspersky Administration Kit objects without a right to create new objects
or modify the existing ones.

Modify access privileges 1 granting to users, and groups of users, access rights to the functionality of
Kaspersky Administration Kit.

Edit event log settings.
Edit notification settings.
Remote install of Kaspersky Lab applications.

Remote install of external applications 7 preparation of installation packages and remote install of third-party
applications and Kaspersky Lab applications to the client computers.

Edit Administration Server hierarchy settings.

Save network lists content i copy files from backup, quarantine and unprocessed files from client computers
to a computer where the Administration Console is installed.

Create tunnels i creating a tunneling connection between the computer where the Administration Console is
installed and a client computer.

To connect to the Administration Server, the user should have Read permissions.

®» To assign the rights for working with Server, perform the following actions:

1.

2.

Select a group of users.

In the Allow column check the boxes next to the permissions provided to members of that group. If you check
the All box, all the boxes in the column will automatically be checked.

In the Deny column check the boxes next to the permissions that must not be provided to members of that
group. If you check the All box, all the boxes in the column will automatically be checked.

You can add a new group or a new user, using the Add button. You can only add groups of users and users that are
registered on the computer with the Administration Console installed.

To remove a group or a user, select an object from the list and click the Remove button.

The group of Kaspersky Administration Kit administrators (KLAdmins) cannot be removed.

Click the Apply or OK button to apply the settings.

REMOVING A SERVER FROM THE CONSO LE TREE

® To remove an Administration Server from the console tree:

1.

2.

3.

Select the node corresponding to the required Administration Server in the console tree.
Open the context menu.

Select the Delete command.
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V IEWING AND CHANGING ADMINISTRATION SERVER
SETTINGS

The links in the task pane of the Administration Server allow fast access to the following server features:

e installation of anti-virus protection;

e organization of administration groups;

e configuration of update, protection and scanning settings;

e viewing of statistics and configuration of notifications.
You can use the Administration Server properties window to view its parameters and modify them as necessary.
®» To open the Server properties window:

1. Select the necessary Server in the console tree.

2. Open the context menu and select the Properties option.

The window that opens contains a set of tabs, on which you can view and modify the following Administration
Server settings:

e connection to the Administration Server (see section "General Administration Server settings" on page 28);

e granting rights to access the Administration Server (see section "Granting rights to use a Server" on
page 26);

e registration of events (see section "Event processing settings" on page 37);

e relocation of computers (see section "General guidelines for relocation of computers" on page 46);

o traffic limit for IP ranges and IP subnets (see section "Traffic limit rules" on page 51);

e configuring the Virus outbreak event (see section "Virus outbreak event settings" on page 44);

e configuring interaction with Cisco NAC (see section "Configuring Integration with Cisco Network Admission

Control (NAC)" on page 49).

GENERAL ADMINISTRATION  SERVER SETTINGS

You can configure the general Administration Server settings on the General, Settings and Security tabs.
The General tab (see the figure below) contains the following information:

e name of the component (Administration Server) and the computer name within the Windows network on which
this component is installed;
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e version number of the installed application.

Administration Server TEST Properties 7] x|

Cizzo MAC I Computer relocation I SecLrty I
General | Ewents I Seftings I "Wire outbreak I Traffic I

k:

Addresz: TEST
Wersion: 3.0.1993

Advanced

k. I Cancel Spply

Figure 15. Viewing the Administration Server properties. The General tab

Viewing the Administration Server properties. The General tab
Clicking the Advanced link opens a window containing the following information (see the figure below):

e Path to the shared folder used for storing application deployment files and the updates downloaded from
the update source to the Administration Server. You can edit the path to the shared folder using the Modify
button.
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e The Administration Server operation statistics hyperlink is used to open the window which displays
general statistics about the Administration Server.

— Adminiztration Server shared falder

Path ta the shared folder:
MWTEST

todify...

—Adminiztration Servers hierarchy
Prezs the "Settings’ button in order bo include the Adminiztration Server

into the hierarchical structure of servers and specify the zettingz used for
cohnection to the prirmary Adminiztration Server.

Settings...

Information about the Administration Server plug-n

Information about the plug-ing installed far the application

Current databasze information

Administration Server operation statistics

Cloze

Figure 16. Administration Server properties. The Advanced window

e Use the Information about the Administration Server plug-in link to open the plug-in properties window
(see the figure below). This window displays the following information:

e Name and full path to the plug-in file.
e  File version.

¢ Information about the manufacturer (Kaspersky Lab) and copyright information.
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e Date and time of the management plug-in file creation.

General |
C:%Program File erzky Administration Fitsklzreplg.dl
File werzion; 8.0.1333.0
Company: k.azpersky Lab
Copyright: Copyright 2 Kazperzky Lab 1397-2009.
Created: 7/842009 12:43:50 Ak

Cloze |

Figure 17. The properties of the application plug-in window
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e Using the Information about the plug-ins installed for the application link, you can open a window that
contains the list of plug-ins installed on the Administration Server (see the figure below). For each plug-in
the application name and plug-in versions are provided. In this window you can view detailed information
about the selected application management plug-in by clicking the Information button.

Mame = | Application cont) =
K.azpersky Administration kit 3.0.19933

K.azpersky Anti-vinuz 5.0 505 RO7A2

K.azpersky Anti-viruz 5.5 for Microzoft Exchange Server 200042003 3.0.1993

K.aspersky Anti-viruz 5.7 far Linus Workstation and File Server 3.0.1993

K.azperzky Anti-viruz 5.7 for Maowvell Mefware 3.0.1993

F.azpersky Antitfiruz B.0 for Windows Servers B.0.3.837

K.azpersky Antitfiruz B.0 for Windows Servers Enterprize Edition B.0.2.555

k.azpersky Antitfiruz 5.0 for Windows Servers MP4 B.041122

K.aspersky Anti-viruz B.0 for Windowes W ork stations 6.0.3.837

K.azpersky Anti-viruz B.0 for Windowes W ork stations kP4 G.0.41122

K.asperzky Anti-viruz 8.0 for Linug File Server 8.0.1993.0

q i

|rformaticr | | Cloze I

Figure 18. The list of application management plug-ins installed on the Administration Server

e Clicking the Current database information link opens the current database properties window (see the
figure below) containing the following data:

e name of the database server used;

e name of the database service use occurrence;
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e database name.

Database information ied |

General |

Instance name: I."-.K.i‘-."-.f_l:S_.-“-‘-.D pAIH_EIT

D atabaze name: I.-“-‘-.KT

Cloze |

Figure 19. Viewing information about the database

e Clicking the Settings button in the Administration Servers hierarchy section opens the Administration
Server hierarchy configuration window (see the figure below). In this window you can:

e Specify whether this Administration Server is a slave server by checking This Administration Server
is a slave server in the server hierarchy box.

e Specify the address and port of the master Administration Server in the Address field.
e Specify or modify the path to the master Administration Server certificate using the Select button.

e  Set proxy server parameters to connect to the master Administration Server.

These settings cannot be modified if the current Administration Server policy does not have the option to
Allow hierarchy settings modification on slave servers checked.
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Master Administration Server settings ed |

General |

¥ This &dministration Server i a slave server in the server hisrarchy

Settings to establish connection between zlave and master F.asperzky
Adrniniztration 5ervers

Address: TEST
Adminiztration Server certificate: Select...
¥ Use prosy server
Address: Ipr-:u:-cy.my-:u:umpany.u:u:-m
Uzer name: Iadministratnr
PaSSWD[d: I"'-"'."'
Confirn password: I'"“ seseen

k. I Cancel Apply

Figure 20. Configuring the slave Administration Server's connection to the master Administration Server

The Settings tab (see the figure below) contains the Administration Server settings. The Administration Server
connection settings group of fields contains port numbers through which the following connections are established:

e Connection to the Administration Server. The default port number is 14000 but if this port is in use, you can
change it.

e Secure connection to the Administration Server using SSL protocol. By default, port 13000 will be used.

e Connection of mobile devices to the Administration Server. The default port number is 13292. To enable this
port on the Administration Server, check the Open port for mobile devices box.

You can also use the corresponding field to specify the maximum number of events stored in the database on
the Administration Server.

In the Computer visibility timeout (min) field of the Computer visibility on the network section, you can
specify the time during which a client computer will be considered visible in the network after it was
disconnected from the Administration Server. The default interval is 60 minutes. After the specified period
expires, the Administration Server will consider the client computer inactive.




M ANAGING ADMINISTRATION SERVERS

These parameters can be redefined, if necessary.

Administration Server TEST Properties ed |

Cizoa MAC I Computer relocation I SecLrity I
General I Ewents Settings | Wirug outbreak I T raffic

Ejr

— Administration Server connection settings

vy, |f you change part numnber, the connection will be closed. o wil
have to reconnect to the server.

Part number; 14000 5

S5L port nurnber: 13000 2

¥ {0pen port for mobile devices

Part for mobile devices: 13232 5

{ kR

b axirmum number of events stored in the databaze: 400000

o

|-

— Computer visibility on the networl

LES:

Computer wvizgibility Himeout [min; (=]

k. I Cancel | Apply |

Figure 21. Viewing the Administration Server properties. The Settings tab
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The Security tab is used (see the figure below) to configure the rights to access the Administration Server (see section
"Granting rights to use a Server" on page 26).

Administration Server TEST Properties ied |

eneral I Eventz I Settings I Wirlz outbreak: | T raffic: |
Cizco HAC I Computer relocation Security

Mames of groups or uzers:

TESTWKLA
€7 BUILTIN'Adminiztratars
€7 TEST\KLOperatars

Add... | Hemave |
Permizsiong for TEST WK LAdminz:
| Al | Deny | -
Al
Reading
Wiiting =
E wecution

bodify access privileges
Edit event log settings
F dit nntificAtine zetinas

ARIKIKIKES
o 1 o o o

[

k. I Cancel

Figure 22. Granting rights to access the Administration Server

Lppl |

Whether this tab is shown or hidden is determined by the user interface settings. To display the tab, navigate to the
View — Configuring interface menu and check the box in the Display security settings tabs string.
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EVENT PROCESSIN G SETTINGS

The rules for handling runtime Administration Server events are displayed on the Events tab (see the figure below).

Administration Server TEST Properties ied |

Cizgoo MAC | Computer relocation I SecLrity I
General Events | Settings I Wirus outbreak I Traffic

bore about event sethings
|5 m =l iy

| Events lupes |
Lizenze restriction far the key iz exceeded

al event

Yirug autbreak
Qut af cantral
Computer status Critical

Select Al | FPropertie=s |

k. I Cancel | Apply |

Figure 23. Viewing the Administration Server properties. The Events tab

For the Administration Server, as well as for other Kaspersky Lab applications managed via Kaspersky Administration
Kit, events can have one of the four severity levels: Critical event, Error, Warning, and Info.

According to the severity level, events are distributed in the following way:
e Critical event:

e The license restriction for this license has been exceeded. For example, the client computer on which the
license is installed, exceeds the restriction on the number of computers specified in it.

e Virus outbreak - virus activity in administration groups exceeds the preset limit.

e Connection with client computer lost ( unable to establish connection with the Network Agent installed on
the client computer).

e Host status is Critical (a computer with settings matching the status Critical has been detected within the
network).

L] Error:

o No free space on hard drive - there is no free space on the disk where the Administration Server saves
operational information.
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e The shared folder is not available - the shared folder containing updates of the anti-virus database and
application modules is unavailable.

e The Administration Server information database is unavailable.
e There is no space in the Administration Server information database.
e An error occurred while copying updates to the specified folder.
e Warning:
e License restriction for the key is exceeded.
e The computer has remained inactive in the network for too long.
e Conflict of computer names - the uniqueness of client names within one hierarchical level is violated.
e Volumes are almost full - little or no free space is left on the hard drives.
e Thereis little free space in the Administration Server information database.

e Host status is Warning (a computer with settings matching the Warning status has been detected within the
network).

e Disconnected from the master Administration Server.
e Disconnected from the slave Administration Server.
e Incompatible application was installed.
¢ Info.
e The number of clients using the license is over 90% of the maximum number allowed in the license.
e New computer is found - network polling has found a new client.

e Client computer was automatically added to group - a new client has been automatically included in a group
in accordance with the Unassigned computers group settings.

e This client computer has been inactive for too long and is removed from the group.
e Connection to the slave Administration Server is established.
e Connection to the master Administration Server is established.
e Monitored application from the applications registry has been installed.
e Updates are copied successfully to the specified folder.
e Audit: Connection to the Administration Server.
e Audit: Object modified.
e Audit: Object status modified.
e Audit: Group settings modified.
Event handling rules are defined separately for each severity level.

1. Select the event importance level from the drop-down list: Critical, Error, Warning or Info.




M ANAGING ADMINISTRATION SERVERS

2. Events corresponding to the selected severity level will be displayed in the table below. The list of events is
specific to each application. For more information about events, see the application documentation. Select the
types of events to be recorded using the Shift and Ctrl keys on your keyboard. Click the Select All button to
select all event types.

3. Then click the Properties button for the selected event types.

4. To record event information in event logs, check the following boxes in the Event registration section
(see the figure below):

e On Administration Server for (days) box to make the Administration Server log application events that
occur on all clients in the group in a centralized manner. In the field on the right, specify the number of days
during which the server will store information. When the specified period has elapsed, the entry
corresponding to this event will be deleted.

You can view event logs stored on the Administration Server through the Administration Console on the
administrator workstation. Such information is shown in the Events folder of the console tree.

e Inthe eventlog on client computer to save information about events locally in the Windows Event Log of
each client computer.

e Inthe eventlog on Administration Server to enable centralized logging of all application events on all
clients in this group in the specified Administration Server's Windows Event Log.

The information in Windows event logs can be viewed using Displays client computer events, a standard
Windows event management tool.

Properties: Infected objects detected ied |

— Event registration:

V' On Admiristration Server for [days): a0 =
[™ Inthe event log on client computer

[ Inthe event log on &dministration Server

— Event notification
[T Motify by email

[ Motify through MET SEMD

[ Motify by running executable or script
I~ Motify via SNMP

By default natifization settings configured an Adminiztration Server
notification tab are uzed [zuch as. recipient address, ete.] To configure
zeparate zettingz, click the "Settings" link.

Sethings

Cancel |

Figure 24. Editing event properties

5. To enable notification about selected events, specify the notification methods by checking appropriate columns
in the Event notification section:

e Notify by email;
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e Notify through NET SEND;
Notification using NET SEND is not available in Microsoft Windows Vista and later versions.

o Notify by running executable or script;

e Notify via SNMP.
Notify via SNMP is configured directly in the application working with SNMP.

To configure notifications, use the Settings link and in the window that opens (see the figure below) define the
settings.

Reports and notifications Properties ed |

M otification | Report header I
—| Emai [

Iadministratnr@cumpany. o

Recipient;

SKMTP zerver: Ismtp.cnmpany.cnm

20 2

SKMTPF zerver part: =

Settingz |

— Matification meszage:

Event ZEVEMT % happened on computer ZCOMPUTERZ ir;l LI
%DESCR%:

.
1| | b

Confiqure nurmenic naotification limik

] I Cancel | Apply

Figure 25. Configuring event notifications

In the upper part of the window select the notification method that you wish to modify. If the Use Administration Server
settings box is checked, the values specified on the Notification tab under the Administration Server properties are
used by default. To modify naotification settings, uncheck the Use Administration Server settings box and select one of
the following items from the drop-down list:

e Email (see the figure above). In this case enter the following data:

e Inthe Recipient field, specify the email address of the notification recipient. Several addresses may be
entered as a list separated by commas or semicolons.

e Inthe SMTP server field, specify the address of the mail server connection (an IP address or a Windows
network name can be used);
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In the SMTP server port field, specify the SMTP server connection port number (the default is port 25);

the sender and subject for the message that will be delivered as a natification. To do this, press the
Properties button and in the window that opens (see the figure below), fill in the Subject field. In the lower
entry field, specify the email address which will be used as a sender's address. In the same window, enter
User name, Password, and Confirm password in the relevant fields if ESMTP authorization is being

used.
Settings 2

Subject;

|2EUENT3; E|

W Use ESMTF authorization

Uzer name: Iuser

PaSSWD[d' I.III-III-II

Canfirmn passward: I""" senas

Email addresz of the zender. If thiz zetting iz not defined, the recicient address will be

Lzed.
Warning: wzing not real email addrezs iz not reccomended.

| k. I Cancel

Figure 26. Configuring notification settings. Specifying the Sender and Subject
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NET SEND (see the figure below). Under this option, use the field below to enter recipient host addresses for
network notifications. An IP address or a Windows network name may also be used. Several addresses may be
entered as a list separated by commas or semicolons. For successful notification, a messaging service
(Messenger) must be installed on the Administration Server and on all recipient computers.

Reports and notifications Properties 7] x|

M atification | Report headerl

—{NET SEND =5

MET SEMD natification computers [wou can specify several addreszes

nn u.n]:

uzing " or '

uzerl; user?

— Matifization message:

Event EEVEMT X happened on computer ZCOMPUTERX ir;l LI
#DESCRE

w,
1| | b

Confiqure nurmenic notification limik

k. I Cancel | Apply

Figure 27. Configuring notifications. Notification using NET SEND

Executable file to run (see the figure below). Under this option, use the Select button to select an executable
module to run when an event occurs.
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Executable environment variable names are the same as the names of placeholders used to create the
message text (see below).

Reports and notifications Properties ied |

M otification | Report header I

—I E xecutable file to run j—

— Matification meszage:

Event ZEVEMT % happened on computer ZCOMPUTERZ ir;l LI
%DESCRX%:

.
1| | b

Confiqure nurmenc notification limik

k. I Cancel | Apply

Figure 28. Configuring notifications. Notification using executable files

Enter the message which will be delivered as notification in the Notification message section at the bottom of the
window (see the figure above). If the Use Administration Server settings box is checked, the message text specified
on the Notification tab of the Administration Server settings will be used by default. To modify the message, uncheck
the Use Administration Server settings box and enter a new message.

The notification text may include information about the event recorded. Enter appropriate placeholders by selecting them

from the drop-down list accessible by clicking the button il }
e Event severity;
e From computer,
e Domain;
. Event;
e Event description;
e Timeraised;
e Task name;

e Application;
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e Version number;
e |P-address;
e |P address of the connection.

To check the correctness of the settings specified on this tab, you can send a test message manually. To do this, press
the Test button. This will open a test notification sending window (see the figure below). In the event of errors, detailed
error information will be displayed in it.

Sending notification

Email

ﬁ Connecting to SMTP server

Sending notification

Unable to connect to SMTF server. Check the SMTFP zerver
addrezs and the connection port number.

NET SEMD

ﬁ Sending natification uzing MET SEND

Cannot send test event notification uzsing MET SEMD.

Executable file

ﬁ Running executable file

Cannot execute script event notification.

Cloze |

Figure 29. Configuring notification settings. Sending a test notification

V IRUS OUTBREAK EVENT PARAMETERS

On the Virus outbreak tab (see the figure below) you can set the maximum number of viruses found within a certain
time interval after which new detected virus instances will be considered a Virus outbreak event. This property is
important during periods of virus outbreaks since it enables administrators to react in a timely manner to virus attack
threats.

Check the desired application types:
e Anti-virus for workstations and file servers;
e Perimeter defense anti-virus;
e Mail system anti-virus.
Set the virus activity threshold for each application type which when exceeded will trigger a Virus outbreak event:

e Inthe Viruses field i the number of viruses found within by the applications of that type.
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e Inthein (min) field i time during which the specified number of viruses was detected.

Administration Server TEST Properties 7] x|

Traffic I Computer relocation | Security |
General | Ewents | Seftings Winuz outbreak

Settings to generate a virus outbreak event if number of viruses detected by
gystem during zpecified period of time higher than normal,

h

ity [rriit): I1 0 _|
iy

W Anti-winuz for workstations and file servers

10

||

WirLzes:

v Perimeter defense anti-vius

iruzes: 1a _I in [min: I1 . —I
Dig

¥ Mail system anti-vins

Wiruses: 1a _:I i [min]: I-“:I —:l

Configure policies o activate on ' iug outbreak’ event

:

k. Cancel Apply

Figure 30. Viewing the Administration Server properties. The Virus outbreak tab




REFERENCE GUIDE

Click the Configure policies to activate on "Virus outbreak"” event link to open the Policy activation window (see the

figure below), and create a list of policies to be used by applications as active policies on "Virus outbreak" event in
administration groups. To do this, use the Add or Delete buttons.

Policy activation

2l
Foliciez activated when a viug outbreak iz detected by anbi-wirus applications for workstations and servers:
Fuolicies being activated
L. Protection palicy - Windows Servers
st . . . . Hemove
| & Protection policy - “Windows Work stations
J | i
Palicies activated when a wirug outbreak iz detected by anti-wirug applications for mail servers:
Fuolicies being activated Add |
Bemove |
| | 1
Policies activated when a wiruz outbreal: iz detected by anti-wirugz applications for perimeter protection:
Foliciez being activated Add |
Hemaove |
l | i
(] | Cancel

Figure 31. Configuring policies to activate on virus outbreak

GENERAL GUIDELINESFO R RELOCATION OF COMP  UTERS

You can use the Computer relocation tab (see the figure below) to specify the rules for relocation of network computers
to specified administration groups.
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The order of rules in the Computer relocation rule list section determines a rule's application priority. To delete or
move a rule in the list, use the corresponding buttons to the right.

Administration Server TEST Properties ied |

eneral I Eventz | Settings | Wirlz outbreak: I Traffic: I

Cizca MAC Computer relocation Security

Computer relocation rule ligt:

Rule name

Add | Broperties | Eorze

] I Cancel | Apply |

Figure 32. The Administration Server properties window. The Computer relocation tab

To review or modify the settings of an existing rule, click the Properties button.
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To add a rule, press the Add button. Use the displayed window (see the figure below) to enter the following rule settings:

rewrue 2x|

General | Netwnrkl Active Directl:uryl .ﬁ.pplicatiunsl

Group bo move computers bo:

banaged computers Select... |

— Apply rule;

¥ Run once for each computer

Run once for each computer then at every Mebwork Agent install an
computer

™ Rule works permanently

v Move only computers not added to administration groups

[~ Enable rule

k. I Cancel

Figure 33. The properties window of a rule for computer relocation. The General tab

On the General tab specify the following settings:
e name of the rule;
e group to which computers will be moved in accordance with the rule;
e rule application order:
e Run once for each computer, if the rule must be applied to each host only once.
e Run once for each computer then at every Network Agent install on computer.
e Rule works permanently.
On this tab check the following boxes:

e Move only computers not added to administration groups i if computers already included in administration
groups must not be relocated to other groups in accordance with the rule;

e Enablerulei to apply the rule during the operation.

Use the Network tab to specify the criteria that a computer must comply with to be relocated to the selected
administration group:

e Computer name in the Windows network.
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e Domain.
e Computer domain name.
e DNS domain.

e If a computer IP address must be within a certain IP range, check the IP address range box and specify the
upper and lower values of the range.

e IfIP address to connect to server is considered while the computer is running, check the corresponding box
and specify the upper and lower values of the range, which must include the connection IP address.

Check the Computer is in IP subnet box and press the Select button to specify the IP subnet to which the host
must belong. IP-ranges are selected from the list of ranges contained in the Unassigned computers folder of
the console tree.

Use the Active Directory tab to perform the following actions:

e If a computer must belong to a specific Active Directory unit, check the Computer is located in Active
Directory organization unit box and press the Select button to select the Active Directory group. Active
Directory organization units are selected from the list of groups displayed in the Unassigned computers folder.

e To process computers included in nested organization units, check the Computer is member of Active
Directory group box.

Use the Applications tab to select the following from the drop-down lists:
e criteria of the presence of the Network Agent running on the computer: Installed or Not installed;
e version of the operating system that must be installed on the computer.

For criteria, which should not be considered in a rule, uncheck their corresponding boxes and leave their fields empty.
A host will be moved to an administration group if it matches all the criteria defined in a rule.

To apply created rules, press OK.

If you wish to forcibly apply the rule, irrespective of the applied rules, select the necessary rule and press the Force
button.

If several rules described above apply to the same computer, the top priority will belong to the Active Directory group
rule, then the rule for IP subnets will follow, and then the domain rule.

CONFIGURING INTEGRATIONWITH  CISCO NETWORK ADMISSION
CoNTROL (NAC)

Kaspersky Administration Kit allows the administrator to associate the conditions of computer anti-virus protection and
the security statuses assigned by Cisco Network Admission Control (NAC).

®» To configure a mapping between Cisco NAC statuses and anti-virus protection conditions:

1. Select the Administration Server in the console tree and select Properties from its context menu. This will open
the Server settings configuration window. Switch to the Cisco NAC tab (see the figure below).
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This tab does not appear if the Kaspersky Lab Cisco NAC Posture Validation Server component was not
installed together with the Administration Server (for details please refer to the Kaspersky Administration Kit
Implementation Guide).

Administration Server TEST Properties 7] x|

General | Ewentsz I Settings I Wirus outbreak I Traffic I
Cigco NAC | Computer relocation I SecLrity

_| Computer gtatuz 'lnfected’ j_ﬂ_

Condition Walue
| unti-viruz application not installed

Anti-virug application not running

Fieal-time protection not enabled

Real-time protection status differs £

Full computer scan not performed £ Ovwer 30 daps
Application databaze has not been... Ower 14 dapz
Computer has niot connected toth,. Ower 30 daps

Modify |

PS5 port number; I1 8000 _|j

k. I Cancel | Apply |

Figure 34. Viewing the Administration Server properties. The Cisco NAC tab

2. Select a Cisco NAC host state from the drop-down list: Healthy, Checkup, Quarantine or Infected.

3. Check the necessary boxes in the table below to select the anti-virus protection conditions that are mapped to
the above statuses. If necessary, change the threshold values for conditions.

The Healthy status is only assigned if all the selected conditions are met; the Checkup, Quarantine or Infected
statuses apply if at least one of the selected conditions is fulfilled. Threshold values may be modified for some
conditions. Select a condition in the Condition column and use the Modify button to open an editing window
(see the figure below).

x

Condition:

Computer hazs not conhected to the Administration Server for a
very long time

W alue: IE

Figure 35. The Edit condition window
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4. Use the PVS port number field to set the Posture Validation Server port used for communication with the Cisco
server. The default port number is 18000.

5. Click Apply or OK to complete the configuration.

T RAFFIC LIMIT RULES

To decrease the network load, you can restrict the rate of data transfer to an Administration Server for individual IP
subnets and IP ranges. Maximum allowed data transfer rates and the interval for which they should apply are specified in
rules. The rules are listed in the Traffic tab of the Administration Server properties window.

® To add a rule, press the Add button and use the displayed window to specify its parameters:
1. Inthe IP address range to limit traffic section select the method used to define a subnet or range:

e Specify range as address and network mask and enter the subnet parameters in the Subnet address
and Subnet mask fields.

e Specify IP range as start and end addresses and enter the range boundaries in the Start and End fields.
2. Inthe Traffic limit section specify the following data:
e Borders of the time interval during which the traffic limitation will be enabled in the Time period field.

e Maximum value of the data transfer rate for information upload to Administration Server in the Limit (KB/s);
the limitation will be enabled during the time interval specified in the Time period field.

e Maximum value of the data transfer rate during time other than the period defined in the Traffic limit the
remainder of the time (KB/s) field, if traffic intensity must be restricted all the time.

When the rule settings have been edited, the rule appears in the list. The name of the rule is generated automatically
based on the data that defines the range of IP addresses.

If the limits of the IP range, addresses or subnet mask in the rule properties are modified, the rule name in the list
changes in accordance with the new values.

To delete a rule, select it in the list and press the Remove button.

To view or modify the settings of an existing rule, select it in the list and press the Properties button.

SLAVE ADMINISTRATION SERVERS

Administration Servers can be arranged a "master server i slave server” type hierarchy. Each Administration Server can
have several slave Servers on the same or different nesting levels of the hierarchy. The nesting level for slave servers is
not limited. The administration groups of the master Server will then include the client computers of all slave Servers.
Thus, isolated and independent sections of computer networks can be controlled by different Administration Servers
which are in turn managed by the master Server.

ADDING ASLAVE SERVER

®» To add a slave Administration Server:

1. Selectin the administration group the Administration Servers node, open the context menu and select the
New — Administration Server command. A wizard will start. Follow the wizard's instructions.
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2. Specify the network address of the slave Administration Server. In this case, the master Administration Server
will connect to the slave Server and transfer all properties, including the network address of the Master
Administration Server and certificate of the Master Administration Server.

3. Inthe next window of the wizard, specify the name of the slave Administration Server. The new Administration
Server will be displayed under this name in the administration group. The name must be unique within one level
of the hierarchy.

If you specified the Server address during the previous step, the Slave Administration Server display name
field will contain the following value: Administration Server <computer name>, where <computer name>
stands for the name of the host specified in the address, which must be added as a slave Server.

4. If you have not defined the slave Administration Server address earlier, use the Select button to specify the
path to the Administration Server certificate.

5. If you have previously specified the slave Server's address, specify the settings for connecting the slave
Administration Server to the master Server.

e  Specify the address of the master Administration Server. You can use either its IP address or the
computer's name in the Windows network as the computer's address.

e If a proxy server is used for connection, configure the connection settings in the Proxy server settings
group of fields.

Check the Use proxy server box. Enter the proxy server address in the Address field. Fill in the fields
User name, Password and Confirm password if user authentication is required to access the proxy
server.

If the address of the slave server has not been specified, this step will be skipped.
6. Please wait until the following operations have been completed:
e Connection of the Administration Console to the slave Server.
¢ Information about the slave Server is added to the master Administration Server's database.

If you have defined the slave Administration Server address earlier, enter in the displayed prompt the
information of an account (user name and password) that is authorized to connect to the computer, which
you plan to use as a slave Server.

e The settings used to connect the slave Administration Server to the master Server are configured.

If the slave Server's address has not been specified, you will have to perform the following actions manually
after the wizard completes:

e connect the Administration Console to the slave Server;
e configure the connection between the slave Administration Server and the master Server.

7. Press the Next button. The progress of the action will be displayed in the wizard window. If errors occur, an
error message will be displayed.

8. In the last wizard window press the Finish button.

When the wizard completes, the master Administration Server will add information about the slave Server to its
database. The icon and the name of the slave Server will appear in the Administration Servers folder within the
corresponding administration group.
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CONFIGURING THE CONNE  CTION OF THE SLAVE ~ SERVER TO THE
MASTER SERVER

® To configure the connection of a slave Server to the master Administration Server:

1.

Add the slave Administration Server to the console tree (see section "Adding a Server to the console tree" on
page 25) as a managed Administration Server.

Select the Administration Server and use the Properties command of the context menu to open its properties
window.

In the Administration Server <computer name> Properties window that opens, on the General tab, click on
the Advanced link. In the window that opens press the Settings button in the Administration Servers
hierarchy section.

In the next Master Administration Server settings window that opens (see the figure below), check the box
This Administration Server is a slave server in the server hierarchy.

Then in the block of parameters below specify:

e Address of the master Administration Server. You can use either its IP address or the computer's name in
the Windows network as the computer's address.

e Certificate of the Master Administration Server. The path to the certificate file can be specified using the
Select button.

If you are connecting via a proxy server, check the Use proxy server box. Enter the address for connecting to
the proxy server in the Address field. Fill in the fields User name, Password and Confirm password if user
authentication is required to access the proxy server.

To confirm the settings, press the OK or Apply button.
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As a result, the slave Administration Server will connect to the master Server and will receive from it all the policies and
tasks for the group to which the slave Server now belongs. You can then connect to the slave Server via the master
Server from the Administration Server node.

Master Administration Server settings ed |

General |

¥ This &dministration Server i a slave server in the server hisrarchy

Settings to establish connection between zlave and master F.asperzky
Adrniniztration 5ervers

Address: TEST
Adminiztration Server certificate: Select...
¥ Use prosy server
Address: Ipr-:u:-cy.my-:u:umpany.u:u:-m
Uzer name: Iadministratnr
PaSSWD[d: I"'-"'."'

Confirm passwiord: I"‘""'"'"" bkl

k. I Cancel Apply

Figure 36. Configuring the slave Administration Server's connection to the master Administration Server

VIEWING ADMINISTRATIO N GROUPS OF ASLAVE  ADMINISTRATION
SERVER

®» To view the administration groups of a slave Administration Server via the master Server, connect the Console to
the slave server:

1. Inthe console tree of the master Administration Server, select the Administration Servers node in the folder of
the required group.

2. Inthe Administration Servers node select the required slave Server.
3. Open the context menu and select the Connect to Administration Server command.

The Administration console will reflect the structure of the administration groups of the slave Administration Server. Then
you can view the structure of the groups (see section "Viewing information about groups" on page 65).

The slave Administration Server inherits from the master Server all the group tasks and policies of the group to which it
belongs. Inherited policies and tasks are indicated on the slave Server as follows:

e Theicon Lﬁl will be displaygd next to the names of the policy inherited from the master Administration server

(the regular policy icon is 'Li).
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e The settings of the inherited policy will not be accessible for changes on the slave Server on shut down.

e The settings that are specified as not modifiable in the inherited policy are indicated by the "locked" icon rﬂ— in
all application policies on the slave Server, and use values specified in the inherited policy.

e Values of the settings that are not "locked" in the inherited policy are indicated by the "unlocked" icon (ﬂ). If the
setting is specified as modifiable in the slave Server policy, it can be changed in the application settings (see
section "Viewing and configuring policy settings" on page 77) and task settings (see section "Viewing and
changing task settings" on page 112).

e Theicon @ will be displayed next to the names of group tasks inherited from the master Administration server
Sod
(the regular task icon is %),

The policies and tasks received by the slave Administration Server from the master Administration Server
cannot be modified.

The Administration Server tasks and the tasks for specific computers are not transferred to slave Servers.

®» To manage a slave Administration Server via the Console of the master Server,

add a computer on which the slave Administration Server is installed to the console tree as a new Server (see
section "Adding a slave Server" on page 51), and switch to the node corresponding to this Server.

CONNECTING TOTHE  ADMINISTRATION SERVER VIA
INTERNET

To connect to an Administration Server via Internet, the following requirements should be satisfied:

e The Administration Server in the main office should have an external IP address, and the incoming ports 13000
and 14000 should be open on it.

e The external IP address of the master Administration Server should be specified during the installation of the
Network Agent to remote office computers. If an installation package is used for installation, the external IP
address is specified manually in the properties of this package on the Settings tab.

e The Network Agent should be installed on remote office computers first.

e To manage applications and tasks of a client computer, the administrator should go to the properties of this
computer and on the General tab check the box in the Do not disconnect from the Administration Server.
After the box is checked, wait till Administration Server syncs with a remote client computer. This box can be
checked simultaneously for up to 100 client computers.

e To speed up tasks on the client computer, open the 15000 port. In such case, to start a task the Administration
Server sends a special package to the Network Agent by 15000 port. The Administration Server does not
require a syncronization with a client computer.
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The Administration Server and the hosts in the corporate network (client computers) interact using the Network Agent.
This component must be installed on all computers running the Kaspersky Lab applications managed via Kaspersky
Administration Kit.

Client computers may be combined into administration groups (groups) in accordance with the corporate structure. The
following settings can be defined for client computers within a single group:

e common application settings (through policies);
e common operation mode of the applications (through creation of group tasks).

The administrator can create a hierarchy of Servers and groups with any nesting level if that can simplify the
management of installed applications. A single hierarchy level can include slave Administration Servers, groups and
client computers.

IN THIS SECTION
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ADDING , MOVING AND DELETING A GROUP

®» To create a group:
1. Inthe console tree, open the Managed computers folder.

2. Select the folder corresponding to the group which should include the new group. If you create a group at the
highest hierarchy level, select the Managed computers folder.

3. Open the context menu and use the New — Group command or the Create a subgroup link in the task pane.

4. Enter the group name in the window that opens (see the figure below) and click the OK button.
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A new subfolder with the specified name will appear in the Managed computers folder in the console tree. This new
folder will automatically contain the following nested folders: Policies, Group tasks, Administration Servers, and

Client computers. They will be filled during the definition of group policies, the creation of group tasks and the addition
of slave Administration Servers.

Enter the name of a new group

] I Cancel

Figure 37. Creating a group

®» To change a group name,

select the required policy in the console tree, open its context menu and choose the Properties command or use
the Group properties link in the task pane. Inthe <Group name> Properties window that opens, rename the
group using the General tab (see the figure below).

You cannot rename the Managed computers folder because it is an in-built element of the Administration Console.

Mew group Properties ied |

Computer status I Security I |lpdate Agents I
General | Client computers I Automatic inztallation

Parent group: kanaged computers
Containg: < nknawar

Created: 7411/2009 2:16:29 P
b odified: 7411/2009 2:16:29 P

— Detected viruz counter

Click the "Reszet" buttan ta rezet the counters of detected viruzes on all
computers in group.

Reset

] I Cancel Apply

Figure 38. Viewing the group properties. The General tab
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% To move a group to another folder of the console tree:

select the folder to move and use the standard Cut or Paste commands of the context menu or drag it with the
mouse.

®» To delete a group:

select the group folder in the console tree and use the Delete command.

A group can only be deleted if it does not contain slave Servers, nested groups or client computers.

CREATING THE STRUCTUR  E OF ADMINISTRATION GROUPS

Kaspersky Administration Kit can create a structure of administration groups based on:

e the Windows network domains and workgroups (see section "The structure of groups based on the Windows
network domains and workgroups" on page 59).

e Active Directory (see section "Group structure based on Active Directory" on page 61).

e the content of the text file (see section "Group structure based on the content of the text file" on page 63).

If for some reason a computer is not registered in the Unassigned computers group during the creation of a
group structure (if it is turned off or disconnected from the network), it will not be added to the corporate
network. You can do this later manually.

Creating a group structure using the wizard does not disturb network integrity: new groups are added, but do
not replace the existing groups. A client computer that has already been assigned to an existing group will not
be added again because the Unassigned computers group displays computers that are not included in the
network.
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THE STRUCTURE OF GROU PSBASEDONTHE WINDOWS NETWORK
DOMAINS AND WORKGROU  PS

= To create a structure of administration groups based on the Windows network domains and workgroups:

1. Open the context menu of the Managed computers folder and select All tasks E Create groups structure. This

will open the group structure creating wizard (see the figure below). Press the Next button.

MNew Administration Group Structure Wizard x|

Welcome to New Administration
Group Structure Wizard

Thiz wizard helps wou o create newv adminiztration group -
structure uzing network, domaing or Active Directony structure

To continue the wizard, chck "MNest'".

< Back

Cancel Help

Figure 39. Group structure creation wizard

2. In the window that opens, select Microsoft Windows Domains and Workgroups (see the figure below).
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The group structure will be created based on the information about the structure of Windows network domains
obtained during the last network polling and the Unassigned computers presented in the group. Press the Next
button.

Mew Administration Group Structure Wizard

Creating administration group structure
Select a method for creating the group structure

Create group structure bazed on;

&% Microsoft ‘Windows Domaing: and Workgroups

" fctive Directony

£ Teutfile

< Back I Mest » I Cancel Help

Figure 40. Determining the group creation method

3. In the following window select the group and press the Browse button located next to the Target group field.

This will open a window that contains a hierarchy of groups created for the Administration Server. To select a
group from the existing groups, open the Managed computers folder. If such a group does not exist, click the
New group folder to create a new group. The specified group is created in the Managed computers group.
Press the Next button.

4. In the next wizard window, press the Finish button to complete the administration group task creation.
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GROUP STRUCTUREBASED ON ACTIVE DIRECTORY

=® To create a structure of administration groups based on Active Directory:

1.
This will open the group structure creating wizard (see the figure below). Press the Next button.

Mew Administration Group Structure Wizard x|

Welcome to New Administration
Group Structure Wizard

Thiz wizard helpz you to create news adminiztration group -
shructure uzing nebwiark, domaing or Active Directony structure

To continue the wizard, click "Mest'

< Back

Cancel Helm

Figure 41. Group structure creation wizard

2. In the window that opens, select Active Directory (see the figure below).

Open the context menu of the Managed computers folder and select All tasks — Create groups structure.

S
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The group structure will be created based on the information about the network structure of Active Directory
units obtained during the last polling of the network and the Unassigned computers presented in the group.
Press the Next button.

Mew Administration Group Structure Wizard

Creating administration group structure
Select a method for creating the group structure

Create group structure bazed on;

" Microsoft Windows Domains and Workgroups

£ Teutfile

< Back I Mest » I Cancel Help

Figure 42. Determining the group creation method

3. In the following window select the group and press the Browse button located next to the Target group field.
This will open a window that contains a hierarchy of groups created for the Administration Server. To select a
group from the existing groups, open the Managed computers folder. If such a group does not exist, click the
New group folder to create a new group. The specified group is created in the Managed computers group.
Select the source Active Directory organization unit by clicking the Browse button located next to the Source
Active Directory organization unit field. Press the Next button.

4. In the next wizard window, press the Finish button to complete the administration group task creation.
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GROUP STRUCTUREBASED ONTHE CONTENTOFTH  E TEXT FILE

® To create a group structure based on the content of the text file:

1.
This will open the group structure creating wizard (see the figure below). Press the Next button.

Mew Administration Group Struckure Wizard

Welcome to New Administration
Group Structure Wizard

Thiz wizard helpz you to create news adminiztration group -
shructure uzing nebwiark, domaing or Active Directony structure

To continue the wizard, click "Mest'

Open the context menu of the Managed computers folder and select All tasks — Create groups structure.

x|

< Back

Cancel Helm

Figure 43. Group structure creation wizard

2. In the window that opens, select the Text file item (see the figure below).
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The group structure will be created in accordance with the text file created by the administrator. If you select this
option, during the next step of the wizard select a group to which the nested subgroups would be added and
specify the text file containing the group structure.

Mew Administration Group Structure Wizard

Creating administration group structure
Select a method for creating the group structure

Create group structure bazed on;

" Microsoft Windows Domains and Workgroups

" fctive Directony

< Back I Mest » I Cancel Help

Figure 44. Determining the group creation method

3. Inthe next window:

e Select a group and press the Browse button located next to the Target group field. This will open a
window that contains a hierarchy of groups created for the Administration Server. To select a group from
the existing groups, open the Managed computers folder. If such a group does not exist, click the New
group folder to create a new group. The specified group is created in the Managed computers group.

e Specify the file based on which the hierarchy will be created for the group specified using the Target group
field. To do this, click the Browse button located next to the Text file with group names field, and select
the text file created earlier according to the following rules:

e The name of each new group must begin with a new line, using a line break as a delimiter. Blank lines
will be ignored during the creation of the file.
Example:
Office 1
Office 2
Office 3

Three groups of the first hierarchy level will be created in the target group.

¢ The name of the nested group should be entered using a slash (/).

Example:

Office 1/Division 1/Department 1/Group 1
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Four subgroups nested into each other will be created in the target group.

e In order to create several nested groups of the same hierarchy level, you should specify the "full path
to the group".

Example:

Office 1/Division 1/Department 1
Office 1/Division 2/Department 1
Office 1/Division 3/Department 1
Office 1/Division 4/Department 1

One group of first hierarchy level Office 1 will be created in the destination group; this group will include four nested
groups of the same hierarchy level "Division 1", "Division 2", "Division 3", and "Division 4". Each of these groups will
include one more group - "Department 1".

Press the Next button.

4. In the next wizard window, press the Finish button to complete the administration group task creation.

VIEWING INFORMATION A BOUT A GROUP

=® To view information about the structure of a group:
1. Open the Managed computers folder.
2. Select the folder with the name of the required group.

A list of objects included in this group will be displayed in the results pane. You can also expand the
corresponding branch of the console tree.

e To view information about group policies, select the Policies folder.

If policies have been defined for the group, they will be displayed in the console tree, otherwise the folder
will be empty.

e To view information about group tasks, select the Group tasks folder.

If tasks have been defined for the group, they will be displayed in the console tree, otherwise the folder will
be empty.

e To work with slave Administration Servers, select the Administration Servers folder.

e To work with clusters and arrays of servers, select the Clusters and server arrays folder. This folder will
be displayed in the console tree only if the cluster is included in the corporate network.

The items listed above depend on the user interface settings.

e To view the list of client computers, select the Client computers folder. The list of client computers will be
displayed in the results pane.

Information in the Kaspersky Administration Kit results pane (for example, computer statuses, statistics or reports) is not
refreshed automatically. You can refresh information in the results pane by one of the three following methods: by

pressing the F5 key, by selecting the Refresh item from the context menu or by clicking the = | putton on the toolbar.
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V IEWING AND CHANGING GROUP SETTINGS

=® To view or change group settings:
1. Open the Managed computers group in the console tree.
2. Select the necessary group.
3. Open the context menu.
4. Select the Properties command.

This will open the group properties window that contains a set of tabs, which you can use to view and change the
security options and the settings for communication with client computers; establish the procedure for interaction with the
Administration Server, and specify the set of conditions determining the computer status.

To open the group properties window, you can also click the Group properties link in the task pane.

GENERAL SETTINGS

You can view and edit the group name on the General tab (see the figure below): The nhame must be unique within one
level of the folder or group hierarchy.

You cannot rename the Managed computers folder because it is an in-built element of the Administration Console.

This tab also displays the following information:

e Parent group: the name of the group that includes this group. For the groups at the highest hierarchy level this
field contains the name of the Administration Server associated with this group.

e Contains: statistics on the group structure i the number of nested groups and total number of client computers,
including client computers in nested groups.

e Created: the date when the group was created.

e Modified: the date when the name or attributes of the group were last modified. If the group name and group
properties have not been modified since their creation, the value is <Unknown>.
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The Reset button in the Detected virus counter section allows you to clear the counter of detected viruses for all client
computers in a group.

Mew group Properties ied |

Computer status I Security I |lpdate Agents I
General | Client computers I Automatic inztallation

Parent group: kanaged computers
Containg: < nknawar

Created: 7411/2009 2:16:29 P
b odified: 7411/2009 2:16:29 P

— Detected viruz counter

Click the "Reszet" buttan ta rezet the counters of detected viruzes on all
computers in group.

Reset

] I Cancel Apply

Figure 45. Viewing the group properties. The General tab
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GRANTING RIGHTSTOWO  RK WITH A GROUP

The Security tab (see the figure below) is intended for configuration of access to an administration group.

Mew group Properties ied |

General I Clignt computers | Autamatic installation I
Computer status Security | |pdate Agentz
v |rherit

Mames of groups or uzers:

€7 BUILTIN'Adminiztratars
€7 TEST\KLOperatars

ddd.. | Hemave |

Permizsiong for TEST WK LAdminz:

| Al | Deny | -

All
Reading
Wit
Execution

bodify access privileges
Edit event log zeftings
F dit nntificAtine zetinos

ARRKIKIKER
1 o o o

[

k. I Cancel

Figure 46. Granting rights to access the Administration Group

Apply |

Whether this tab is shown or hidden is determined by the user interface settings. To display the tab, navigate to the
View — Configuring interface menu and check the box in the Display security settings tabs string.

By default, the rights to work with a group are inherited from the Administration Server properties (see section "Granting
rights to use a Server" on page 26), where the rights to work with all objects managed by the Server are defined. To
configure individual access rights for an administration group that are different from those specified in the Administration
Server settings, uncheck the Inherit box.

The upper part of the tab displays a list of users and user groups that have access to the Administration Server. The
lower part contains the list of possible permissions:

e AllT includes all permissions (see below).

e Reading i viewing Kaspersky Administration Kit objects' properties without a permission to perform operations,
create new objects or modify the existing ones.

e Writing i changing Kaspersky Administration Kit object properties, as well as creating new objects without a
right to perform operations upon objects.

e Running i performing operations on Kaspersky Administration Kit objects without a right to create new objects
or modify the existing ones.
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e Modify access privileges i granting to users, and groups of users, access rights to the functionality of
Kaspersky Administration Kit.

e Edit event log settings.
e Edit notification settings.
e Remote install of Kaspersky Lab applications.

e Remote install of external applications i preparation of installation packages and remote install of third-party
applications and Kaspersky Lab applications to the client computers.

e Edit Administration Server hierarchy settings.

e Save network lists content i copy files from backup, quarantine and unprocessed files from client computers
to a computer where the Administration Console is installed.

e Create tunnels i creating a tunneling connection between the computer where the Administration Console is
installed and a client computer.

®» To assign the rights for working with a group:
1. Select a group of users.

2. Inthe Allow column check the boxes next to the permissions provided to members of that group. If you check
the All box, all the boxes in the column will automatically be checked.

3. Inthe Deny column check the boxes next to the permissions that must not be provided to members of that
group. If you check the All box, all the boxes in the column will automatically be checked.

You can add a new group or a new user, using the Add button. You can only add groups of users and users that are
registered on the computer with the Administration Console installed.

To remove a group or a user, select an object from the list and click the Remove button.
The group of Kaspersky Administration Kit administrators (KLAdmins) cannot be removed.

Click the Apply or OK button to apply the settings.

CONDITIONS THAT DETER ~ MINE COMPUTER STATUS

Use the Computer status properties window of the Administration Server's policy (see the figure below) to specify
criteria for determining whether a client computer will be assigned one of the statuses, Critical or Warning. If the client
computer does not match any of the conditions listed, it will be assigned the status OK.

Threshold values may be modified for some conditions. To change the value, double click a condition in the Condition
column to open the editing window.
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For example, you can specify the maximum number of days during which the client computer has not connected to the
Administration Server. After this period, the computer will be assigned the status Critical.

Managed computers Properties ied |
General | Clignt computers I Autamatic installation I
Computer status | Security I lpdate Agents
—12 The ztatuz of computer iz ‘Critizal’ w'

Condition | " alue | -

Mo K.aspersky Antitinz installed

O Mary viuzes detected b ore than 0 |-

[ Realtime protection status differs f... Funning

Mat zcanned for a long time kare than 14 daps

Databazes are outdated kare than 14 daps LI

™1 .. . . e ' .t L o -a

[T ket |

~ The status of computer is "Warning" '

Condition | "alue | -

Mo Kazpersky Antiines installed

O tany viuzes detected kare than O

O Reaktime pratection status differs f... Running —

Mat zcanned far a long tirme Mare than 7 days

Databaszes are outdated bore than ¥ dayz

Al Mat comeected far & lana lme brre Hian 7 dans LI

[T ket |
Computer wisibility on the nebwork,

] I Cancel Apply |

Figure 47. Configuring the client computer's status diagnostics

If the computer status is OK, then an icon = will be displayed next to its name, for example in the task pane of the main
application window. If the computer has the status Warning, an amber icon = will be displayed. If the computer status
has the status Ciritical, a red icon Q will be displayed.

The criteria for determining the status of the client computer are defined in the settings at the level of the parent group,
and are inherited by all administration groups. To configure individual criteria for a group, uncheck the Inherit box and
configure the settings (for the top hierarchy level the Inherit box is inactive).

Clicking the link Computer visibility on the network opens the Computer visibility window. In the Computer visibility
timeout (min) field of the window that opens, you can specify the time during which a client computer will be considered
visible in the network after it was disconnected from the Administration Server. The default interval is 60 minutes. After
the specified period expires, the Administration Server will consider the client computer inactive. If necessary, you can
modify this value in the Kaspersky Administration Kit policy settings (see section "Configuring the settings of the
Administration Server policy" on page 88).

M ONITORING OF CLIENT COMPUTER ACTIVITY

Use the Client computers properties window of the administration group (see the figure below) to specify the following
parameters:

e The Client computer activity in the network section specifies how the Administration Server reacts to the
inactivity of client computers of this group:
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e If you wish the Kaspersky Administration Kit administrator to be notified after a period of inactivity, check
the Notify the administrator if the computer is not active for longer than (days) box and specify the
number of days in the field to the right of the box. When the period expires, the Administration Server will
perform the necessary actions.

Notification shall be performed in accordance with the settings specified in the properties of the
Administration Server (see section "Viewing and changing Administration Server settings" on page 28).

e If you want inactive client computers to be deleted from the group, check the Delete the computer from
the group if it is not active for longer than (days) box and specify the number of days in the field to the
right of the box. Once the specified period has expired, the client computer will be automatically deleted
from the group and moved to the Unassigned computers group.

Mew group Properties ied |

Computer status | Security I |lpdate Agents I
Gereral Client computers Autornatic inzstallation

— Clent computer activity in the netwaorl,

o

v Matify the administrator if the computer iz not active for |7
longer than [dayz]

da

7 Delete the computer from the group if it iz not activeé IEEI
for lornger than [days]

[ Inherit from parent group

[ Foree inheritance in child groups

] I Cancel Apply

Figure 48. The group properties window. The Client computers tab

e  Specify the settings for inheriting values, specified on this tab:

e Inherit from parent group i to ensure that the specified values are inherited from the group of the previous
hierarchy level. If this box is checked, the settings on the tab cannot be changed.

e Force inheritance in child groups i to ensure that the specified values are distributed to subgroups. If
this box is checked, in the child groups properties the settings specified on the tab will be locked for
modification.
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AUTOMATIC INSTALLATION OF APPLICATIONS ON C  LIENT
COMPUTERS

On the Automatic installation tab you can specify which installation packages should be used for automatic remote
installation of Kaspersky Lab applications to client computers that have recently been added to the group. If a package is
used, the box corresponding to its name is selected. To prevent automatic deployment of an application, uncheck its box
next to the name of the corresponding installation package. By default, no software is automatically installed. For all
installation packages for which boxes are checked, remote deployment group tasks under the name Installation <Name
of the selected installation package> will be created. You can run these tasks manually.

To automatically install Kaspersky Lab applications on new computers running the Microsoft Windows 98 / ME operating
systems, install the Network Agent on these computers in advance.

Mew group Properties ied |

Computer status I Security | |lpdate Agents |
General I Client computers Autamatic ingtallation

Select installation packages to inztall applications on new clent computers
included inta the group.

Kazpersky Antitiruz 6.0 for Windows Servers MP4 [E.0.4.1122]
O FKazpersky Antitinus 6.0 for Windows ‘Workstations MP4 [6.0.4.1122)
O Hetwork Agent [3.0.1353)

1] | i

kore about this feature. .

k. I Cancel | Apply |

Figure 49. The group properties window. The Automatic installation tab

If some installation packages of one application were selected for automatic installation, the installation task will be
created for the most recent application version only.
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CREATINGTHELIS TOF UPDATE AGENTS

The Update Agents tab (see the figure below) is used to create a list of computers (see section "Creating the list of
Update Agents and configuring the agents" on page 254), which are used within a group to distribute updates,
installation packages and group tasks and policies.

Managed computers Properties 7] x|

General I Client computers I Automatic inztallation |
Computer status I Securiby Update Agents

kore abouk this feature

Computer | Group
i:-' TEST t anaged computars

4| | ©

Add | Bemoyve | Froperties |

k. I Cancel | Apply |

Figure 50. Creating the list of Update Agents
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Kaspersky Administration Kit enables remote management of the applications installed on the computers within
administration groups and corporate networks. The applications are managed via:

e the creation of policies regulating the configuration of operation settings for the applications installed on client
computers;

e creation and launch of tasks (see section "Managing tasks" on page 96), designed for administration groups, the
Administration Server or selected computers;

e configuration of local settings for the applications installed on individual network computers.

IN THIS SECTION
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M ANAGING POLICIES

Application settings on client computers are centrally configured through definition of policies.

Policies created for applications within a group appear in the corresponding folder of the console tree. The name of each
policy is preceded by an icon indicating its status (see section "Statuses of computers, tasks and policies" on page 321).

CREATING A POLICY

=® To create a policy for a group:

1. Inthe console tree, select a group for which you wish to create a policy. In this group folder, select the Policies
folder and select the New — Policy command on the context menu or click the Create a policy link in the task
pane. A wizard will start. Follow the wizard's instructions.

Use the links Create a policy for Kaspersky Anti-Virus for Windows Workstations and Create a policy for
Kaspersky Anti-Virus for Windows Servers in the task pane to create the policies for the corresponding
applications. You will then not have to specify the application in the policy configuration wizard.

2. You must specify the policy name and select the application for which this policy is being created.

The policy name is assigned in a standard manner. If a policy with this name already exists, the (1) suffix will be
automatically added to the end of the name of the new policy.
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Select an application from the drop-down list (see the figure below). The drop-down list includes all applications
that have their administration plug-ins installed on the administrator's workstation.

Mew Policy Wizard

X
Apphcation —_
Choosze the application to define the palicy o
-

Application name:

[T Take settings from esisting policy

< Back I Mest = I Cancel Help

Figure 51. Selecting an application for policy creation

3. Use the displayed window (see the figure below) to specify the policy status. Select one of the following:

Active policy. The policy being created will be used as the application's current policy.

Inactive policy. The policy will be saved in the Policies folder. If required, it can be activated (see section
"Activating a policy" on page 82).

Mobile user policy. This policy will be applied after you disconnect the computer from the corporate

network. This type of policy is available for Kaspersky Anti-Virus 6.0 for Windows Workstations MP3 and
later.
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Several policies can be created in a group for one application, but only one policy can be active. Activating a
new policy makes the previously active policy inactive.

Mew Policy Wizard

X
Create a policy —_—
FReady to create new application palicy. o
|

“'ou are about to add new objects: policy. Click "Mest' to continue.

— Paolicy status;

" Inactive policy

" Mobile user policy

< Back I Mest » Cancel Help

Figure 52. Policy creation wizard. Activating the policy

4. Then, you must specify the general settings for the policy and edit settings for the selected application
(see the figure below). You can lock policy settings for nested groups, application settings, or task settings.
Policy settings that can be locked are marked with the icon i] To lock a setting, click this icon. The icon will
change to [_E—

A policy has a higher priority compared with the local settings only if it prohibits modification of parameters (are
locked rﬂ_).

When creating a policy, you can specify a minimum set of parameters required for application to run. All other

settings are set to the default values applied during the local installation of the application. You can modify the
policy by editing it (see section "Viewing and configuring policy settings" on page 77).
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For details on configuring policy settings for the applications, please refer to their corresponding documentation.

Mew Policy Wizard

Protechion
Pleasze zpecify the affected pratection companents

X
e
et
—_—

-

i Protection

File: Anti-Yirus

& Mail Anki-Yirus

& Web Anki-Yirus
i Proactive Defense
i Anti-Spy

W Anti-Hacker

O & anti-spam

Configure. .. |

< Back I Mest = I Cancel Helm |

Figure 53. Creating a policy for Kaspersky Anti-Virus for Windows Workstations

5. In the last wizard window press the Finish button.

Once a policy is created, the parameters which may not be modified are applied on clients for which the policy was
&
).

created (are "locked
DISPLAYING INHERITED POLICY IN THE NESTED GROUP RESULTS
PANE
® To display inherited policies in the Policies folder of a child group:

1. Select the Policies folder of a nested group in the console tree.

2. Open the context menu, select View, and check the Inherited policies box.

This will display inherited policies in the console tree with the icon &, You can view the inherited policies properties.
While policy inheritance is enabled, inherited policies can only be edited within the group under which they were created.

V IEWING AND CONFIGURI NG P OLICY SETTINGS
®» To view group settings or modify them:
1. Inthe console tree, open the Policies folder of the administration group that you wish to configure.

2. Select the necessary policy.
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3. Open the context menu and choose the Properties command.

To navigate quickly to the policy properties, select it in the console tree and use the Edit policy link in the Actions
section of the task pane.

This will open the <Policy name> properties window with several tabs in which you can configure a policy for an
application. The contents of the tabs are specific to each application, and their description is provided in the
documentation for the applications. The General, Events policy configuration tabs are common for all applications.

The General tab (see the figure below) contains the following policy information:
e policy name;
e the application for which the policy is created (for example, Kaspersky Administration Kit);
e policy creation date and time;
e date and time of the last policy modification;
e policy status;
¢ information about the results of policy enforcement.

Mew policy (1) Properties 7] x|

Administration Servers higrarchy I Wiruz outbreak I Cizco MAC I
General | Events I Settings I Scan nebwork, I Computer status

=
Application: K.azperzky Administration Fit
Created: 741142009 2:34:49 P
Modified: 741142009 2:34:50 Prd
Policy status Active policy

— Enfarzing the palicy on the client computers

Defined for 1 computers
E Pending for 0 computers
@ Erforced for i computers
% Failed for 0 computers

Detailz Refrezh

Advanced

k. I Cancel Spply

Figure 54. The policy properties window

You can use the tab to:

e change the policy name;
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e view the results of policy enforcement;
e access and configure the additional settings by clicking the Advanced link.

The Enforcing the policy on the client computers section also contains reference information about the results of
policy application on the client computers within the selected group, indicating the number of computers:

e for which the policy was defined;
e where the policy was enforced;
e where the policy enforcement failed.
To update the information about the results of policy enforcement, press the Refresh button.

Detailed information about the results of policy enforcement on each client is available in the window (see the figure
below) accessed by pressing the Details button. The window displays a table that has the following columns:

e Computer i client name.
e Domain i name of the domain to which the client belongs.
e Status T the policy status, which may have one of the following values:

e Modified i settings for this policy have been changed on the Administration Server, but they were not yet
synchronized with the client computer;

e Finished i the policy for an application on this computer has been successfully applied;
e Pending i the policy for an application on this computer has not been applied yet;

e Failed i the policy for an application on this computer has failed (the computer was turned off,
disconnected, the application did not run, or was not installed, etc.).
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e Date i date and time when the event occurred.

Il Results of policy enforcement -0l x|

CarmpLiter | D'amain | Statuz
& TEST DAl Finizhed

Figure 55. Information about policy enforcement on clients of one group

Local parameters are modified automatically based on the settings selected when a policy is first applied on a client
computer.

After a policy is deleted or revoked, the application will continue working with the settings specified in the policy. The
settings may subsequently be modified manually.

Applying a policy to a large number of clients will significantly increase the load on the Administration Server and the
amount of network traffic.

To access and configure the additional policy settings, click the Advanced link.

To define policy status, in the window that opens (see the figure below) in the Policy status section, select one of the
following options:

e Active policy;
e Mobile user policy;
e Inactive policy.

To enable inheritance, i.e. prohibit modification of "locked" policy settings in the configuration of child policies, check the
Inherit settings from parent policy box. To disable inheritance, uncheck the Inherit settings from parent policy box.

To force inheritance of settings in child policies, enable the checkbox next to the corresponding item. After changes in a
policy are applied, the following steps will be performed:

e specified values will be distributed to the policies of nested administration groups, i.e. to the child policies;

e the Inherit settings from parent policy box will be checked in child policies;
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e the values of the settings in child policies will remain "locked" until the Force inheritance of settings in child
policies box is checked.

— Policy status:

" |nactive policy

— Settings inherntance:

¥ Inherit settings from parent policy

[ Eorce inheritance of settings in child policies

| k. I Cancel

Figure 56. Configuring additional policy settings

The Events tab (see the figure below) represents the information on events that are fixed in the application operation.
The event types are divided into three groups according to their severity level.

Protection policy - Windows Workstations Properti ed |

General Ewvents |F'rn:ntec:tin:-n| SEttingsI

kore about event settings
I B e

| Events lypes |
|nfected objects detected
Suzpicious object detected
Dizinfection impossible

al event

Licenze haz expired

Metwork, attack detected
Device locked

D atabazes are obzolete

There are unprocessed objects

Select Al | FPropertie=s |

] I Cancel | Apply |

Figure 57. Editing a policy. The Events tab
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Immediately after the policy has been created, the values on the Events tab will match the default application settings.
The settings are specific to each Kaspersky Lab application, and more information about them is available in user guides
for each application. If necessary, you can change the policy settings.

Configure the Events tab properties in the policy settings similarly to the Events tab settings in the Administration Server
properties (see section "General Administration Server settings" on page 28).

ACTIVATING A POLICY

® For the policy to become active:
1. Select the required policy in the console tree.

2. Open the context menu and select the Properties command or use the Edit policy link in the Actions section
of the task pane.

3. Select the General tab (see the figure below) in the <Policy name> Properties application policy configuration
window.

4. Click the Advanced link to open the advanced settings window. In the Policy status section select Active
policy.

To deactivate a policy, select Inactive policy.

To change the policy status quickly, use the Active policy and Inactive policy links in the task pane of the selected
policy.

Mew policy (1) Properties 7] x|

Administration Servers higrarchy I Wiruz outbreak I Cizco MAC I
General | Events I Settings I Scan nebwork, I Computer status

=
Application: K.azperzky Administration Fit
Created: 741142009 2:34:49 P
Modified: 741142009 2:34:50 Prd
Palicy statuz Active palicy

— Enfarzing the palicy on the client computers

Defined for 1 computers
E Pending for 0 computers
@ Erforced for i computers
% Failed for 0 computers

Detailz Refrezh

Advanced

k. I Cancel Spply

Figure 58. The policy properties window
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ACTIVATINGAPOLICYB  ASED ON AN EVENT

®» To activate a policy automatically when a Virus outbreak event occurs,

in the Administration Server settings configured on the Virus outbreak the policy must be included in the
corresponding list (see section "Changing the application policy when a Virus outbreak event is registered" on
page 309).

If you activate a policy by event, you can return to the previous policy manually only.

POLICY FORMOBILEUSE R

This policy type is available for Kaspersky Anti-Virus 6.0 for Windows Workstations MP4.

® To configure the enforcement of a policy when a client computer disconnects from the corporate network:
1. Select the required policy in the console tree, open its context menu and choose the Properties command.

2. Select the General tab (see the figure below) in the Properties: <Policy name> application policy
configuration window.

MNew policy (1) Properties 7] x|

Administration Servers hierarchy I Wirus outbreak, I Cizco HAC I
General | Eventz I Settings I Scan nebworl:, I Computer status

Application: K.azperzky Administration Fit
Created: 7411/2009 2:34:49 P4
Modified: 7411/2009 2:34:50 P
Palicy statuz Active palicy

— Enfarzing the palicy on the client computers

Defined for 1 computers
E Pending for 0 computers
@ Erforced for i computers
% Failed for 0 computers

Detailz Refrezh

Advanced

k. I Cancel Apply

Figure 59. The policy properties window




REFERENCE GUIDE

3. Click the Advanced link to open the additional policy settings window (see the figure below).

— Palicy statuz

" Active policy

i |nactive policy

— Settings inhertance

™| [nberit zettings fram parent palicy

™| Eorce inheritance of settings inchild policies

| aF. I Cancel

Figure 60. Additional policy settings window

4. Inthe Policy status section select Mobile user policy.

DELETING A POLICY

®» To delete a policy:

Select the necessary policy in the Policies folder within the console tree and use the Remove command from the
context menu or the Remove policy link in the task pane.

COPYING A POLICY

% To copy a policy:

1. Select the necessary policy in the Policies folder in the results pane and use the Copy command from the
context menu.

2. Goto the Policies folder of the required group (or remain in the same folder) and use the Paste command from
the context menu.

An active policy becomes inactive when copied. If required, you can make this policy active (see section "Activating a
policy" on page 82).

As a result, the policy will be copied with all its settings and applied to the computers within the group into which it was
copied. If a policy with the same name exists in the folder, the _1 ending will be automatically added to its name.

CONFIGURING THE NETWORK AGENT 'S POLICY

You can define the following parameters in the Settings window (see the figure below) while creating a policy for the
Network Agent:

e Inthe Event log group use the Maximum size of event log, MB field to define maximum disk space that the
events log will be allowed to occupy.
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In the Application uninstallation password group press the Modify button and enter the password. This
password must be specified in the task of remote uninstallation of the Network Agent.

Mew Policy Wizard

x|
Settings —_—
Customize group policy parameters for the application. L
-
~ Size of event queue i —
bd awirmum zize of event gqueus, MB: 2 _:|
— Application uninztallation pazsword ﬂ—
v Use uninstall pazsword
Status: Password nat set HModify |

< Back I Mest > I

Cancel

Help |

Figure 61. Creating a Network Agent policy. The Settings window
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In the Repositories window specify the options for the system of collecting information about the applications installed
on computers within a group and objects in repositories. To reflect the information about applications in the applications
registry (see section "Applications registry” on page 272), check the Information about installed applications box. To

display information about objects placed in repositories by applications of version 6.0 MP3, in the corresponding folders
of the Repositories folder, check the Quarantined objects and Backup objects boxes.

Mew Policy Wizard

.l
Repositories —
Settings of data transfer o the netwaork repogitanes of the Administration Server o
T

Select the types of objects that should be reported to &dministration Server. Thosze objects can be
viewed and managed in the "Repozitaries”" node.

[@ I Information about installed applications

6.0 MP3 Compatibility settings:

[@ M Quarantined objects

ﬁ ¥ Backup objects

< Back I Mest » I Cancel Help

Figure 62. Creating a Network Agent policy. The Repositories window
In the Network window (see the figure below) you can specify the settings for connection to an Administration Server.
In the Connect to the Administration Server field specify the following:

In the Synchronization interval (min) field specify the time interval (in minutes) between attempts to
synchronize data of the client computers and the Administration Server.

Check the Use SSL connection box if you wish the connection to be secure (using SSL protocol).

Check the Compress network traffic box to increase the rate of the data transfer by the Network Agent, by

decreasing the amount of the information transferred and hence decreasing the load on the Administration
Server.

If you enable this setting, the load on the central processor of the client computer may be increased.
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In the Network Agent port field, allow the Administration Server connection to the client computers using a UDP port,
and define the port number. To open the connection via the UDP port, check the Use UDP port box and enter the port

number in the UDP port number field. By default, port 15000 will be used; but if required, you can change it. Only
decimal notation is allowed.

Mew Policy Wizard

x|
Metwork —_—
b odify the parameters of Mebwork, Agent connection to the Adminiztration Server. L
-
_ NI =
Connect ta the Administration Server i
Synchronization interval, mir; 15 _:|
v Usze 55L connection
¥ Compress network: baffic
— Metwork, Agent port ﬁ—
¥ Use UDP port
IDP port nurmber; I1 5000 _|
< Back I Mest > I Cancel | Help |

Figure 63. Creating a Network Agent policy. The Network window

When editing the policy for the Network Agent, you can make changes on the General, Events, Settings, Repositories
and Network tabs.
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In addition to the values configured in the policy creation wizard, on the Network tab (see the figure below) you can also
check the Open Network Agent ports in Microsoft Windows Firewall box. This will cause the UDP port required to
support Network Agent to be added to the Microsoft Windows firewall exception list.

Mew policy (2) Properties ﬂil

Generall Eventsl Settingsl Fepositories  Metwark |

~ Connect to the Administration Server IE—
Sunchronization interval [min]; 13 _|
¥ Compress network: braffic
v Open Metwork dgent ports in Microsoft Windows Fireveall
¥ Usze 55L conmection

— Metwark Agent port E—

¥ Use UDP port

UDP port nurmber: I1 5000 _|

Connection profiles

k. I Cancel Apply

Figure 64. Editing a Network Agent policy. The Network tab

CONFIGURING THE SETTI NGS OF THE ADMINISTRATION  SERVER
POLICY

When creating a policy for the Administration Server, specify Kaspersky Administration Kit in the application selection
window. Then, using the Settings window (see the figure below), you can configure general settings for the
Administration Server.

In the Administration Server connection settings field:

e  The number of the port used to connect to the Administration Server. By default, port 14000 is used; if this port
is in use, it can be changed;

e the number of the port for secure connection to the Administration Server using SSL protocol. By default, port
13000 will be used.
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Specify the required value in the Maximum number of events stored in the database field. The default value is

400,000 records.

Mew Policy Wizard

Settings

Configure general Adminigtration Server settings.

d
et
—_—
—
-

— &dministration Server connection zettings

Port number:

S5L part number;

14000 =

13000 =

b
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—
L
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i

< Back I Mest = I

Cancel | Help

Figure 65. Creating an Administration Server policy. The Settings window

In the Scan network window (see the figure below) you can specify how the Administration Server updates its

information about the Windows network structure:

To enable automatic network polling, check the Allow scan box in the Windows network group.

To enable automatic polling of IP subnets, check the Allow scan box in the IP subnets group. The

Administration Server will poll the subnets with the period specified in the Scan interval (min) field. The default

interval between polls is 420 minutes.
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To allow automatic network polling using the Active Directory structure, check the Allow scan box in the Active
Directory group.

Mew Policy Wizard

Scan network

X
=
Configure Administration Server nebwork, zcan settings. L
-
WWindows netwark @ —
v Allow scan
~ IP subnets fa —
v Allow scan
Scan inkerval [min]: 420 _|
— Achive Directary i —
v Allow scan
< Betroceder I Sequinte > I Cancelar Ajuda

Figure 66. Creating an Administration Server policy. The Scan network window

In addition to the values configured during policy creation, additional policy parameters may be modified.
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Use the Computer visibility timeout (min) field on the Settings tab (see the figure below) to specify the time during
which the client computer will be considered visible to the network after the connection with the Administration Server
has been lost. The default for this interval is 60 minutes. After the specified period expires, the Administration Server will
consider the client computer inactive.

Mew policy {3) Properties ﬂil

Administration Servers hierarchy | Wirus outbreak, I Cizco HAC I
General I Eventz Settings | Scan nebworl:, I Computer status
~ Adminiztration Server connection settings ﬁ—

L\". [f your change part rumber, the connection will be clozed. Yau will
have to reconnect to the server.

Part number; 14000 5

S5L part humber: 13000 =

¥ ‘Open port for mobile devices

Puort for mobile devices: 13232 :

IRk

i
b aximum number af events stared in the database: 400000 _:I

— Computer wigibility on the network, ﬁ—
Computer wigibility Himeaut [min): (=] _I

k. I Cancel | Apply |

Figure 67. Editing an Administration Server policy. The Settings tab

On the Scan network tab (see the figure below) you can define the following settings:
e Intervals for Windows network polling:

e Full scan time (min). Complete information about computers in the network will be updated with the
specified interval. The default interval between polls is 60 minutes.

e Quick scan time (min). Information about the list of computers connected to the network will be updated
with the specified frequency. The default interval between polls is 15 minutes.

e |IP subnet scanning period (min). To do this, use the appropriate block in the Scan interval (min) field to specify
the required value. The default interval between polls is 420 minutes.
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e Intervals for network polling in accordance with the Active Directory structure. To do this, use the appropriate
block in the Scan interval (min) field to specify the required value. The default interval between polls is

60 minutes.

Admiristration Servers higrarchy I Wiruz outbreak I Cigco MAC I
General I Ewventz I Settings Scan network, | Computer status
~wdindows network: i —

¥ Allow scan
Full zzan time [mirn): =L _|
Guick scan time [min; 15 =
~ IP subnets i —
¥ Allow scan
Scan interval [mind: 420 _|
— Achive Direchory fa —
V¥ Allow scan
Scan interval [mir); kO _|
k. I Cancel | Apply |

Figure 68. Editing an Administration Server policy. The Scan network tab

The Virus outbreak tab is used to specify when the Virus outbreak event will be raised for each anti-virus application
type. The settings on this tab are identical to those in the corresponding tab of the Administration Server properties
window.

The Cisco NAC tab may be used to define a mapping between anti-virus protection conditions and Cisco NAC statuses.
The settings on this tab are identical to those in the corresponding tab of the Administration Server properties window.
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You can use the Administration Servers hierarchy tab (see the figure below) to allow or prohibit editing of the server
hierarchy settings. If Allow hierarchy settings modification on slave servers is unchecked, slave Administration
Server administrators will not be able to edit hierarchy settings specified on the master Server.

New policy {3) Properties 7] x|

General | Ewventz | Settings | S can nebwork, I Computer status I
Administration Servers hierarchy | “Wirus outbreak I Cisco NAC
S ettingz '

v &llow hierarchy settings modification on slave servers

k. I Cancel Apply

Figure 69. Editing an Administration Server policy. The Administration Servers hierarchy tab

EXPORTING A POLICY

=®» To export a policy:

1.

2.

In the console tree, select the required group.

Select the Policies subfolder.

In the results pane, you will see a list of all policies created for this group.

Select the necessary policy.

Open the context menu and select the Export command or use the Export policy to file link in the task pane.

In the displayed window specify the name and path for the destination file. Click the Save button.
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| MPORTING A POLICY

=® To import a policy:

1.

2.

In the console tree, select the required group.
Select its Policies subfolder.

Open the context menu and select the All tasks — Import command or use the Import policy from a file link
in the task pane of the Policies folder.

In the window that opens, specify the path to the source file containing the required policy. Click the Open
button.

The added policy will appear in the console tree.

POLICIES CONVERSION

Using Kaspersky Administration Kit, you can convert the policies of the previous version of Kaspersky Lab applications to
the current version. This may be useful, for example, when you install the Administration Server 8.0 on a computer with
the Administration Server 6.0 installed. This procedure is performed using the Policies and tasks conversion wizard.

®» To convert application policies and / or tasks:

1.

2.

In the console tree, select the Administration Server for which you wish to convert policies and / or tasks.

In the context menu, select All tasks — Policies and tasks conversion wizard. A wizard will start. Follow the
wizard's instructions.

In the Application name field (see the figure below), specify the application version. After the wizard
completes, the policies and tasks will be converted for work in the specified version of the application.

Policies and tasks conversion wizard

Select application

Application name:

Cazpersky Anti-irus B

¢ Back I Mext > I Cancel

Figure 70. Selecting an application for conversion
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4. In the next wizard window (see the figure below), check boxes next to the policies, for which you wish to perform
the conversion. Pressing the Next button will perform the policies conversion.

Policies and tasks conversion wizard

Policies conversion

o Select policies to convert. Chck "Mest", to start the conwverzion.
MHame | Group
.1 Kaspersky Antiviuz 6.0 policy tanaged complters

¢ Back I Mext > I Cancel

Figure 71. Selecting policies for conversion

5. Inthe next wizard window (see the figure below), check boxes next to the tasks, for which you wish to perform
the conversion. Pressing the button Next will perform the tasks conversion.

Policies and tasks conversion wizard

Tazks conversion

g‘,ﬂt} Select tazks to coreert. Click "Mext”, to start the conversion.

M ame | Group
{g'? K.azperzky Anti-vinuz B.0 tazk Managed compliters

< Back I Mest » I Cancel

Figure 72. Selecting tasks for conversion
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The wizard will create new policies and tasks that use the policies and tasks settings of the previous version.

M ANAGING TASKS

Kaspersky Administration Kit manages application installed on client computers by creating and running tasks. These
tasks implement the basic management features; for example, applications and licenses installation, file scan, database
and program modules updates. Tasks are subdivided into the following types:

e group tasks (see section "Creating a group task" on page 97) i running on all client computers within an
administration group;

e Administration Server tasks (see section "Creating an Administration Server task" on page 108) i running on
the Administration Server;

e tasks for specific computers (see section "Creating a task for specific computers" on page 109) i running on a
small number of computers that are not put into a separate group;

e local tasks (see section "Creating a local task" on page 110) i created and running on an individual client
computer.

The created tasks are displayed in the appropriate folder of the console tree. The icon indicating the task status is
displayed next to its name (see section "Statuses of computers, tasks and policies" on page 321).

K ASPERSKY ADMINISTRATION  KITTA SKS

The Administration Server performs the following tasks:
e reports delivery (see section "Reports delivery task" on page 193).
e downloading of updates to the repository (see section "Determining the updates list" on page 245).

e Administration Server data backup (see section "Data backup" on page 299).

TASKS FOR SPECIFICCO  MPUTERS

You can create tasks for specific computers in Kaspersky Administration Kit. Such specific computers can be included in
different administration groups. Kaspersky Administration Kit can perform the following main tasks:

¢ Remote application installation (see the Implementation Guide for further details).

e Message for users (see section "Sending message to the user of the client computer” on page 158).
e  Switching the Administration Server (see section "Administration Server change task" on page 145).
e Managing the client computer (see section "Client computer management task" on page 148).

e Updates verification (see section "Verifying downloaded updates" on page 249).

o Distribution of the installation package (see the Implementation Guide for further details).

¢ Remote application installation to the slave Administration Servers (see the Implementation Guide for further
details).

e Remote application uninstallation (see the Implementation Guide for further details).
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CREATIN G A GROUP TASK

® To create a group task:

1.

2.

In the console tree, select the group for which you want to create the task.
Select its Group tasks subfolder.

Open the context menu and use the New — Task command or the Create a task link in the task pane. This will
launch the New Task Wizard. Follow the wizard's instructions.

Specify the task name. If a task with the specified name already exists in the group, the _1 suffix will be
automatically added to the end of the name.

Then, select the application for which you want to create a task, and define the task type (see the figure below).

Mew task wizard x|

Task type P
Select tazk vpe

[ T

K.azperzsky Administration Kit
b {3;} Application deplayrment
@ &dvanced
[-]-- K.asperzsky Anti-¥irus 5.0 for Windows File Servers
----- {3;} Anti-wirug databaze and application modules update
----- {3;} Rallback of anti-virug databaze
----- {24 Orrdemand scan
----- {3;} Lizenze key inztallation
[—]-- K.asperzsky Anti-Yirus 5.0 for Windows Workstations
----- {3;} IIpdate af the anti-virus databaze and application madules
----- {3;} Anti-wirug databaze rollback
----- {24 Orrdemand scan
----- {3;} Lizenze key inztallation

I'_j'l-- Kaspersky Anti-Virus 5.0 505 j

< Back I et Cancel Help |

Figure 73. Creating a task. Selecting an application and defining task type

To select an application for which a task is to be created, select the corresponding node in the suggested tree.
The list includes all Kaspersky Lab applications that have their Console Plug-ins installed on the administrator's
workstation. To specify the task type, select one of the child nodes for the selected application.
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6. You will then be prompted to configure the task according to the selected application (see the figure below).
Some settings are set by default. For details about task configuration, see documentation for a specific
application.

New task wizard

Update
Please specify the default update settings

(B
x

Administration Server add...

[ kaspersky Lab's update servers =
Edit,

Il

Move up

Move down

< Back I Next > I Cancel I Help

Figure 74. Task configuration

7. Then, create the task start schedule. Use the Scheduled start drop-down list to select the necessary mode for
task launch and configure the task schedule in the group of fields corresponding to the selected mode:

e Every N hours;

e Every N minutes;

e Daily;
e Weekly;
e Monthly;
e Once;

e Manually i manual launch from the main window of Kaspersky Administration Kit using the Start command
of the context menu or the Run a task link in the task pane;

e After application update 1 after every update of the application database;
e At application start;
e Immediately i start the task immediately (after the wizard finishes);

e When new updates are downloaded to the repository i automatically after the Administration Server
downloads the updates;

e Onvirus outbreak;
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e On completing another task.

This is the list of all scheduling modes available for Kaspersky Administration Kit tasks. Some of the listed
options may not be available depending on the task type.

The tasks for applications, which can be managed via Kaspersky Administration Kit, can have extra scheduling
modes. You can find more information about schedule options in the corresponding user guides.

If you set up the task to start Every N hours (see the figure below), specify the following:
e The task start frequency in the Every hour field and the start date and time for the task in the Plan for field.

For example, if you entered value 2 in the Every hour field and entered August 3, 2008 3:00:00 p.m. in the
Plan for field, the task will start every two hours starting at 3 p.m. on August 3, 2008.

The default frequency value is set at 6, and the default start date and time for the task is automatically set
to the current system date and time of your computer.

e The procedure for the task to start if the client computer is unavailable (turned off, disconnected from the
network, etc.) or if the application is not open at the time specified by the schedule.

Check the Run missed tasks box to make the system attempt to start the task the next time the application
is opened on this client computer. For Manually, Once, and Immediately the task will be started
immediately after the computer connects to the network.

If this box is not checked (default), only scheduled tasks will be started on the client computers, and for
Manually, Once, and Immediately - on hosts visible on the network only.

e Avariation of the scheduled time during which the task will be started on the client computers. This
capability is provided to spread the load caused by simultaneous calls made to the Administration Server by
numerous client computers when the task is launched.
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Check the Randomize the task start with interval (min) box and specify the time (in minutes) so that the
client computers call the Administration Server within some interval after the task is started, rather than
simultaneously. By default, this box is unchecked.

New task wizard 1 x|

Task scheduling settings P
Choose when you want to execute the task.

Scheduled start: |ENEARAMUE

Every
|s

=1
=1  hour

Plan for:

[wednesday, January 21,2009 ¥| | 952424M =

[V Bun missed tasks

V' Randomize the task start with interval (min.): =

< Back I Next > I Cancel I Help |

Figure 75. Scheduling a task to start Every N hours

If you set up the task to start Every N minutes (see the figure below), specify the following:

e The task start frequency in the Every minutes field and the start date and time for the task in the Plan for
field.

For example, if you entered value 10 in the Every field and entered August 3, 2008 3:00:00 p.m. in the
Plan for field, the task will start every ten minutes starting at 3 p.m. on August 3, 2008.

The default frequency value is set at 30, and the default start date and time for the task is automatically set
to the current system date and time of your computer.

e An action if a client computer is temporarily unavailable at the task start.
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e For deviation from the scheduled time during which the task will be started on the client computers, see
above.

Mew task wizard x|

Tazk zcheduling zettings o
Chooze when you want bo execute the task.

Scheduled start;
Evem
|3|:I j ritiLibe:
Plar far:

[1z3558PM =

[ Bun missed tasks
¥ R andamize the task start with intereal [min.): =

< Back I Mest > I Cancel | Help |

Figure 76. Scheduling a task to start Every N minutes

If you set up the task to start Daily (see the figure below), specify the following:
e The frequency of task startups in the Every and Start time fields.

For example, if the value of the Every field is 2 and the value of the Start time field is 3:00:00 p.m., the
task will start once every two days at 3 p.m.

The default value for the field is 2, and the current system time is automatically set as the default task start
time.

e An action if a client computer is temporarily unavailable at the task start.
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e For deviation from the scheduled time during which the task will be started on the client computers, see

above.
x
Tazk zcheduling zettings o
Chooze when you want bo execute the task.
Scheduled start: |Daily j
Evem
E—
I days

Start tirme:
[14:45:22 —

¥ Fun miszed tasks

B PR e

™| B andomize the task start with intereal [min] 1 _:I

< Back I Mest > I Cancel | Help |

Figure 77. Scheduling a task to start daily

If you set up the task to start Weekly (see the figure below), specify the following:

e The frequency of task startups in the Every and Start time fields. By default, the following values are set in
these fields: Sunday, 6:00:00 PM. You can change them.

For example, if the value in the Every field is Sunday and the value in the Start time field is 3:00:00 PM,
the task will start every Sunday at 3 PM.

e An action if a client computer is temporarily unavailable at the task start.
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e For deviation from the scheduled time during which the task will be started on the client computers, see
above.

New task wizard x|

Task scheduling settings P
Choose when you want to execute the task.

Scheduled start:
Every
|Sunday :J
Start time:
| 6:00:00 PM =

V' Bun missed tasks

IV Randomize the task start with interval (min.);

< Back I Next > I Cancel I Help I

Figure 78. Scheduling a task to start every week

If you set up the task to start Monthly (see the figure below), specify the following:

e The frequency of task by selecting the date and time to start the task.

For example, if the value in the Every field is 20 and the value in the Start time field is 3:00:00 p.m., the
task will start on the 20th day of every month at 3 p.m.

The default value in the Every field is 1, and the current system time is set in the Start time field.

e An action if a client computer is temporarily unavailable at the task start.
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e For deviation from the scheduled time during which the task will be started on the client computers, see
above.

New task wizard x|

Task scheduling settings P
Choose when you want to execute the task.

Scheduled start: ¥
Every
I1 ﬁ day of month
Start time:
| a52:424M —
V' Bun missed tasks
IV Randomize the task start with interval (min.): 1 _:_I

< Back I Next > I Cancel I Help I

Figure 79. Scheduling a task to start every month

If you set the task to start Once (see the figure below), specify the following:

e The date of the task launch in the Run on field and the launch time in the Start time field. The values of
these fields are set automatically and correspond to the current system date and time. You can change
them.

e An action if a client computer is temporarily unavailable at the task start.
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e For deviation from the scheduled time during which the task will be started on the client computers, see
above.

New task wizard = x|

Task scheduling settings P
Choose when you want to execute the task.

Scheduled start: |85 Y
Run on:
| 1/21/2009 j
Start time:
| a52:424M —
[V Run missed tasks
IV Randomize the task start with interval [min.): 1 .._I

< Back I Next > I Cancel I Help I

Figure 80. Scheduling a task to start once

If you set the task to start Manually (see the figure below), at application start or immediately after a task is
created, specify:

e An action if a client computer is temporarily unavailable at the task start.
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e For deviation from the scheduled time during which the task will be started on the client computers, see
above.

New task wizard x|

Task scheduling settings P
Choose when you want to execute the task.

Scheduled start: [RkAReAY %

V' Bun missed tasks

IV Randomize the task start with interval (min.):

< Back I Next > I Cancel I Help I

Figure 81. Setting a task to start manually

If you define that a task will start On completing another task (see the figure below), specify:

e The task after which the current task should start. Use the Select button in the Task name field to select
the required task. Specify the exit status for the selected task in the Execution result field: Completed
successfully or Failed.
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e An action if a client computer is temporarily unavailable at the task start.

New task wizard - ‘él

Task scheduling settings P
Choose when you want to execute the task.

Scheduled start: On completing another task

Task name:
I Select |

Execution result:

|Completed successfully ﬂ

IV Run missed tasks
1 -

IV Randomize the task start with interval (min.): =i

< Back I Next > I Cancel I Help |

Figure 82. Task start following completion of another task

If a task is expected to start On virus outbreak (see the figure below), specify:

e Application types for which the Virus outbreak event can start a task. Check the boxes next to the required
application types.
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e An action if a client computer is temporarily unavailable at the task start.

New task wizard ) X|

Task scheduling settings P
Choose when you want to execute the task.

(e T T R a0 N virus outbreak

IV Anti-virus for workstations and file servers
[V Perimeter defense anti-virus

IV Mail system anti-virus

[V Bun missed tasks

IV Randomize the task start with interval (min.): =

< Back I Next > I Cancel I Help |

Figure 83. Task triggering by virus outbreak detection

After you finish with the wizard, the task you created will be added to the Group tasks folder of the corresponding group
and displayed in the console tree. If necessary, you can modify task settings (see section "Viewing and changing task
settings" on page 112).

CREATING AN  ADMINISTRATION  SERVER TASK

®» To create an Administration Server task:

1.

2.

Open the Kaspersky Administration Kit tasks folder in the console tree.
Open the context menu and choose the Create — Task command.

Specify the task name. If a task with the specified name already exists in the group, the _1 suffix will be
automatically added to the end of the name.

Select the type of the task being created (see the figure below).
Three types of tasks are supported for the Administration Server:
e Report Delivery;

e Administration Server data backup;

e Download updates to the repository.
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If the backup or update task has already been created for the Administration Server, it does not appear in the
task type selection window. For these types, just one task of each type is allowed.

Mew task wizard x|

Task type
Select tazk vpe

= K.asperzsky Administration Kit
L42: Report Defivery

d2E Administration Server data backup
- {g} Diownload updates to repozitan

< Back I Mest » I Cancel Help

Figure 84. Creating an Administration Server task. Selecting the task type

5. Configure the task being created in accordance with the selected type. Some settings are set by default.
Information about creation and configuration of tasks can be found in the corresponding sections for:

e reports delivery (see section "Reports delivery task" on page 193);
e backup data copying (see section "Data backup task" on page 300);

e receiving updates (see section "Creating the task of downloading of updates to the repository" on
page 237).

6. Define the schedule for the Administration Server task similarly to the group task schedule (see section
"Creating a group task" on page 97).

After the wizard completes, the task you created will be added to the Kaspersky Administration Kit tasks folder and
displayed in the console tree.

To navigate quickly to the Administration Server task creation window, you can use the corresponding links in the task
pane of the Kaspersky Administration Kit tasks folder.

CREATINGATASKFORS  PECIFIC COMPUTERS

® To create a task for specific computers,

select the Tasks for specific computers folder in the console tree, open its context menu and select the
New — Task command.
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This will start the task creation wizard which is similar to the wizard for creating group tasks (see section "Creating a
group task" on page 97). It has one additional stage when you should select clients that will be associated with the task,
which you want to create (see the figure below).

Mew task wizard x|

Client computers o
Select computers to perform the new tazk,

= Dla b anag mipLik

=05 Nw group
P Di:: TEST

< Back I Mest » I Cancel Help

Figure 85. Creating a task for specific computers. Defining clients on which this task will be executed

Select the computers within the corporate network on which you want the task to be executed. You can select either
computers from different folders or all the computers in a folder. You can select hosts added into administration groups
or not included in such groups.

To navigate quickly to creating a task for specific computers, use the Create a task link in the task pane of the Tasks for
specific computers folder.

The tasks of this type will only be executed on the specified clients. If new client computers are added to the group you
selected, the task will not be performed on those hosts. You should either create a new task or make appropriate
changes to the current task settings.

After the wizard completes, the task you created will be added to the Tasks for specific computers folder in the
console tree and displayed in the results pane. With global tasks, you can perform all the operations available for group
tasks.

CREATING A LOCAL TASK

® To create a local task for a client computer:

1. Inthe Managed computers folder select the folder with the name of the group that includes the required client
computer.

2. Inthe results pane, select the computer that will perform the task being created, and use the Properties
command of the context menu.
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After this, the <Computer name> Properties window will appear in the main application window
(see the figure below).

7

General | P'ru:uteu:tiu:unl .-'-‘-.ppliu:atiu:unsl Tasks I

9

Syztem informatior

D escription;

|

Domain: DOkAIM

Windows nane: TEST1

Damain narne; best. com

IP address: 127.0.0.1

[Eroup: tanaged computers
Last update date: 15.09.2009 16:17:52
Laszt vizible time: 15.09.2009 15: 45: 23
Connecting to Server: 15.09.2009 16:45:23

[T Do not dizconnect from the Administration S erver

k. I Cancel Spply

Figure 86. Viewing client computer properties. The General tab
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3. Open the Tasks tab (see the figure below). It shows all tasks created for this client computer. To create a new
local task, click the Add button. To configure the task settings, click the Properties button.

Generall P'ru:uteu:tiu:unl Applications  Tasks I

Al kagkz far the client computer:

Statuz
Rurning

{;1‘:.? Full Scan

‘E&" Guick Scan

{2 Rollback

@ Update - Windows Servers
@Virus Scan - Windows Servers

4| | IO

Add | Bemowve | Resul: | Properties |

k. I Cancel | Spply |

Figure 87. Viewing client computer properties. The Tasks tab

For instructions on how to create and configure a local task, see the documentation for the corresponding applications.

VIEWING AND CHANGING TASK SETTINGS

®» To view and modify task settings,
open the task properties window.
To do this, perform one of the following actions:

e For a group task, choose a target group in the console tree, navigate to its Group tasks subfolder and select
the necessary task. Then, open the context menu and select the Properties command or use the Edit task link
in the task pane.

e If you want to modify the settings of a task for specific computers, select the required task in the Tasks for
specific computers folder of the console tree, open its context menu and select the Properties command.
Alternatively, use the Edit task link in the task pane.

e To modify the settings of an Administration Server task, in the console tree, select the Kaspersky
Administration Kit tasks folder and then the necessary task, open the context menu and use the Properties
command or click the Edit task link in the task pane.

This will open the <Task name> Properties window with the following tabs: General, Settings, Account, Schedule,
and Notification. The properties window of the task for specific computers will also contain the Client computers tab.
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The <Task name> Properties window shows either the default settings for a task of this type or the last modified
settings. You can view the actual settings for this task in the <Computer name> properties window of an individual
client computer on the Tasks tab.

The General tab (see the figure below) contains the following general task information:
e task name, which you can change, if necessary;
e application for which the task is created (for example, Kaspersky Anti-Virus for Windows Workstations);
e application version number;
e tasktype;
e task creation date and time;
e the last command performed manually (Start, Stop, Pause, Resume).

The bottom of this tab shows statistics about the results of task execution on the client computers for which the task is
defined. To view the details of task execution on client computers, click the Results button.

¥irus Scan - Windows Workstations Properkies ied |

General | Nu:utifiu:atiu:unl 5DhEdu|E| Dbiectsl F'ru:upertiesl .-’-'-.u:u:u:uuntl

Application: IKaspersk_l,l Antifirus 6.0 for Windows Warks
T ask. bype: I"v"irus zcan
Created: FA11./2009 1:44:55 P4

Last command: I

Modified: N Completed: ]
Scheduled: 0 Completed with an errar; ]
Paused: 1]

Fiunning: 1] Besults

[T Send to slave Administration Servers

Start Stop | Pauze | Besume |

] I Cancel | Apply |

Figure 88. Editing task settings. The General tab

The tab also contains command buttons which may be used to control task execution manually: start, stop, pause, and
resume.

To copy the task to the slave Servers, check the Send to slave Administration Servers box.
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The Settings tab (see the figure below) contains application-specific task settings. For information about this tab, refer to
the corresponding documentation.

¥irus Scan - Windows Workstations Properties 7] x|
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Figure 89. Editing task properties. The Settings tab

On the Account tab (see the figure below), specify the account that will be used to run the task. You can select one of
the following options:

e Default account. In this case the task will run under the account of the application that will perform this task.

e Specified account. If you select this option, enter the account (user name and password) that has the
appropriate access rights. For example, for on-demand scans, the account should have access rights to the
scanned object; for update tasks i the account should be able to access the shared folder on the Administration
Server or be authorized on the proxy server.
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The account selection will allow to avoid problems with on-demand scan and update tasks when the user running a task
does not have the required access rights.

¥irus Scan - Windows Workstations Properties 7] x|

Generall Nu:utifiu:atiu:unl Schedulel Dbiectsl Froperties  Account |

" Default account
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k. I Cancel Apply

Figure 90. Editing task properties. The Account tab

On the Schedule tab, (see the figure below) you can change task scheduling options. Using the Additional link you can
perform the following actions:

e configure automatic startup of the operating system (see section "Automatic operating system loading on the
client computers before task execution” on page 118) on the computers turned off at the time when the task is
launched;

e configure the computer to be turned off (see section "Turning off the computer after the task execution” on
page 119) after the task is completed;

e restrict the duration of task execution (see section "Restricting time for the task execution" on page 119).
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The content of the Schedule tab and its operation are identical to those available in the schedule settings configuration
window that opens when you create a task (see section "Creating a group task" on page 97).

¥irus Scan - Windows Workstations Properties 7] x|
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Figure 91. Editing task properties. The Schedule tab

On the Notification tab (see the figure below), you can edit the settings for sending notifications about task performance
results:

¢ Inthe Store task history group of fields, specify where the task history will be stored. To do this, the following
boxes are available:

e Store events locally to store information locally on each client.

This option is only available for Kaspersky Anti-Virus 5.0 for Windows File Servers MP4.

e On Administration Server for (days) to store task history, sent from all clients, centrally on the
Administration Server. In the field to the right, specify the time interval for which the task history will be
stored on the server. When the specified period has elapsed, the information will be deleted from the
server.

e Inthe eventlog on client computer to save information about events locally in the Windows Event Log of
each client computer.

e Inthe eventlog on Administration Server to enable centralized logging of all application events on all
clients in this group in the specified Administration Server's Windows Event Log.

Use the same field to specify which events are to be logged:

e Save all events;
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e Save events related to task execution progress;
e Save execution result only.

e Inthe Notify administrator group, specify the method that will be used to notify the administrator (or other
users) about task results. Click the Settings button to configure the notification parameters.

To do this, check one or more of the following boxes:
e Send email i send notifications through a mail server.

e Use NET SEND i send network notifications using the NET SEND service. For successful notification, a
messaging service (Messenger) must be installed on the Administration Server and on all recipient
computers.

e Run executable i run a program or an executable when the event is raised.

Settings are configured as in the event properties under the Notification tab. The settings specified in the
Administration Server settings are used by default (see section "General Administration Server settings" on
page 28).

Check the Notify of errors only box to be notified about errors only.

¥irus Scan - Windows Workstations Properties 7] x|
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Figure 92. Editing task properties. The Notification tab
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If a task is created for specific computers, the properties window displays the Client computers tab (see the figure
below). It displays a list of client computers which will perform the task. You can add and remove clients from the list.

Mew task Propetties d |

Generall Motification  Client computers I Schedulel Settingsl Seu:urityl

Compriter =

Add | Bemove |

k. I Cancel | Spply |

Figure 93. Editing a task for specific computers. The Client computers tab

DISPLAYING AN INHERIT ED GROUP TASK IN THE RESULTS PANE OF A
NESTED GROUP
® To display inherited tasks in the Group tasks folder of a child group:

1. Select the Group tasks folder in the results pane of the nested group.

2. Open the context menu, select the View option, and check the Inherited tasks box.

This will display the inherited group tasks in the results pane marked with the icon 3«‘ You can view inherited group task
properties. Inherited group tasks may only be edited in a group under which they were created.

AUTOMATIC OPERATINGS  YSTEML OADING ON THE CLIENT
COMPUTERS BEFORE TAS K EXECUTION
®» To ensure that the task is executed on computers that are turned off at the time specified in the schedule:

1. Onthe Schedule tab of the task configuration window, click the Advanced button.




REMOTE MANAGEMENT OF APPLIC ATIONS

2. In the window that opens (see the figure below), check the Activate computer before the task is launched by
the Wake On LAN function (min) box, and specify the required time.

v Activate computer before the task is launched by the Wake On |5 s |
LAN function (min. ): = |

[~ Tum off computer after task is complete

[V Stop if the task is taking longer than (min. ) 120 =4

| oK I Cancel |

Figure 94. Enabling automatic startup of the operating system
As a result, the operating system of the computer will start up before the task is launched.

Automatic startup of the operating system is only available on computers supporting the Wake on Lan function.

TURNING OFF THECOMPU  TERAFTER THE TASKEX  ECUTION

®»  To turn off the computer after the task is completed:
1. OntheSchedule tab of the task configuration window, press the Advanced button.

2. In the window that opens check the Turn off computer after task is completed box.

RESTRICTING TIME FORTHE TASKEX  ECUTION

®»  To restrict the duration of task execution:
1. Onthe Schedule tab of the task configuration window, click the Advanced button.

2. In the window that opens check the Stop if the task is taking longer than (min) and specify the time period in
minutes after which the task will be stopped.

EXPORTING A TASK

Rights of the local users will not be exported.

® To export a group task to a file:
1. Inthe console tree, open the Managed computers folder and select the required group.
2. Open its Group tasks subfolder and select the necessary task.

3. Open the context menu and select the All tasks — Export command or use the Export task link in the task
pane.
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4. In the window that opens, specify the name of the file where the task will be saved and its location. Click the
Save button.

® To export a task for specific computers:
1. Inthe console tree, open the Tasks for specific computers folder and select the required task.

2. Open the context menu and select the All tasks — Export command or use the Export task link in the task
pane.

3. Inthe window that opens, specify the name of the file where the task will be saved and its location. Click the
Save button.

Kaspersky Administration Kit tasks cannot be exported.

| MPORTING A TASK

® To import a group task from a file:
1. Inthe console tree, open the Managed computers folder and select the required group.
2. Select its Group tasks subfolder.

3. Open the context menu and select the All tasks — Import command or use the Import task from file link in
the results pane.

4. In the window that opens, specify the path to the source file containing the required task. Click the Open button.
®» To import a task for specific computers:
1. Inthe console tree, select the Tasks for specific computers.

2. Open the context menu and select the All tasks — Import command or use the Import task from file link in
the results pane.

3. Inthe window that opens, specify the path to the source file containing the required task. Click the Open button.

As a result, the new task will appear in the selected tasks folder within the console tree.

If the selected folder already contains a task with the name matching the name of the imported task, a numerical suffix
will be appended to the task.

Kaspersky Administration Kit tasks cannot be imported.

TASKS CONVERSION

Using Kaspersky Administration Kit, you can convert the tasks of the previous version of Kaspersky Lab applications to
the current version. To do this, use the Policies and tasks conversion wizard (see section "Policies conversion" on
page 94).

STARTING AND STOPPING TASKS MANUALLY

=  To start or stop a task manually:

1. Select the target task (for a group or for specific computers) in the results pane.
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2. Open the context menu and choose the Start or Stop command.

For quick access to the operation, you can click the Run the task link or Stop the task link in the results pane, or press
the Start or Stop button in the task properties window (see section "Viewing and changing task settings" on page 112).

PAUSING / RESUMING TASKS MANUA LLY

=® To pause or resume a running task:

select the necessary task (for a group or for specific computers) in the results pane, open its context menu and
select the Pause or Resume task.

To perform the same operations, use the task properties window (see section "Viewing and changing task settings" on
page 112) on the General tab using the Start, Stop, Pause or Resume buttons.

Tasks are launched on a client only if the corresponding application is running. When the application is not running, all
running tasks are cancelled.

M ONITORING TASK EXECU  TION

®»  To start monitoring the task execution,

open the settings window (see section "Viewing and changing task settings" on page 112) for the task you need and
switch to the General tab (see the figure below).

¥irus Scan - Windows Workstations Properties 7] x|

General | Nntificatil:unl Schedulel Ell:uiectsl F'rcupertiesl .-“-‘-.I:I:I:uuntl

Application: IKaspersk_l,l Antifiruz 6.0 for Windows "Works
T azk type: I‘v’irus aCan
Created: 7A1/2009 1:44:55 Phd

Last command: I

t odified: 0 Completed:
Scheduled: 1] Completed with an erar; ]
Pauzed: 0
Running: 1] Besults
[T Send to slave Administration Servers

Stark Stop | Pauze | Bezume |

k. I Cancel | Spply |

Figure 95. Editing task settings. The General tab
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The following information will be displayed in the lower part of the General tab:

e Modified T number of computers for which the task settings have been modified on the Administration Server or
a command was sent, but the changes have not yet been synchronized with the client computer.

e Scheduled i number of computers for which this task is scheduled and synchronized with the Administration
Server.

e Paused i number of computers on which this task is paused.

e Running i number of computers on which this task is running.

e Completed i number of computers on which this task has been completed successfully.
e Completed with an error i number of computers on which the task failed.

Similar information for each task is displayed in the main program window when you are viewing the properties of a
group task or a task for specific computers.

VIEWING RESULTSOFTH E TASK EXECUTIONSTO RED ON THE
ADMINISTRATION SERVER

® To view the results of task execution stored on the Administration Server,

open the settings window (see section "Viewing and changing task settings" on page 112) for the task you need and
switch to the General tab and press the Results button.

This will open the Task results window (see the figure below). The upper part of the window contains the list of client
computers for which this task is defined. The following information is displayed:

e Client computer i name of the client computer for which the task is assigned.
e Group i the name of the administration group that contains the client computer.
e Status i the current task status.
e Timei the date and time when the last event occurred.
e Description i detailed description of the current task status on the client computer.
The lower part of the window displays the results of the task execution on the selected client computer:
e Status i all changes in the task status.
e Timei date and time when each event occurred.
e Description i detailed description of each event.

Information contained in the window includes data from the slave Administration Servers.
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Use the Refresh button to update information in the tables.

Il Task "New task' results ﬂil

Refresh | Ilse "Fefresh” buttan to display last results.

| | i
. Administration Server <TEST>

Skatus | Tirne | Description | Registration Lirme |

yScheduled Tuesday, January 20, 20... Tuesday, January 20, 2009 3:22:43 PM

yPending Tuesday, January 20, 20... Tuesday, January 20, 2009 3:22:38 PM

yScheduled Tuesday, January 20, 20... Tuesday, January 20, 2009 3:22:41 PM

é,)Pending Tuesday, January 20, 20,.. Tuesday, January 20, 2009 3:22:36 PM

Figure 96. Viewing results of the task execution stored on the Administration Server

To view task performance results for each client computer, open the <Computer name> Properties window using the
Results button on the Tasks tab. You will see information stored on the Administration Server.

Viewing task results stored locally on a client computer is only available during work with Kaspersky Anti-Virus 5.0 for
Windows File Servers MP4; it is performed through the Administration Console installed locally on this host.

CONFIGURING THE EVENT FILTER FORAGROUPT ASK

=® To configure a filter for information displayed in the T ask results window:

1. Use the Filter command from the context menu of the list of client computers. This will open the filter settings
window (see the figure below). Configure the filter settings.

2. Select the event characteristics and task execution results that must be displayed after the filter has been
applied, using the Events tab:

e Select the event importance level from the drop-down list.
e To display task results, select the required task status in the Task results field.

e To collect information about results of the last task launch only, check the Show only last results of the
task box.
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e To restrict the amount of information to be displayed after the filter has been applied, check the Restrict
the number of displayed events box and indicate the maximum number of rows to be included in the
table.

setfiter 2| x|

Events |Computers| Time |

Severity: l Info ;l

V¥ | Besults of performing tasks:

Running ¥
¥ | Show only last results of the task
V' Restrict the number of displayed events: 2 = |

| 0K I Cancel

Figure 97. Configuring an event filter. The Events tab

3. Using the Computers tab (see the figure below), define the hosts where the events and task execution results
included in the selection must be registered.

You can use the following parameters:

e Computer name.

e Computer name in the Windows network.
e Administration group.

e DNS domain.

e Windows domain.
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e |P address range. To do this, check the corresponding box and enter the initial and final IP addresses of
computers.

setfiter 2|

Eventz Computers I Tirne I

Camputer name: ||

Computer name in the “Windows network:

Adrninistration group:

|
|
DMS daomain: I
Windows domain: I

[ IP address range:

fru:um:IU-':'-':'-':I

tu:u:IEl.EI.EI.I:I

k. I Cancel

Figure 98. Configuring an event filter. The Computers tab

4. Using the Time tab (see the figure below), define the time of event occurrence and task execution results.

You can select the following options:

e During a period - to define fixed dates for the beginning and end of the period. To specify the dates, select
Events on in the From and To fields respectively and enter the exact date and time. If all recorded
information is required, select First event and Last event.

e For recent days to specify the number of days. In this case the time interval will be calculated starting with
the time of list creation.
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For example, if the field contains 2 days, and the list is created on June 24 at 3.00 PM, then it will include
the data for the period since 3.00 PM of June 22 until 3.00 PM June 24.

setfiter 21 x|

Eventsl Computers  Time |

% Duning a penod; from: |First event =
|n?-n4-2mn =] | 0:00:00 -
b ILast event il
|o7-04-2010 | Jrzozo0 =
" For recent days: 1 _I

(] I Cancel

Figure 99. Configuring an event filter. The Time tab

5. After you have finished configuring settings for the filter, press the OK button. As a result, only the data that
complies with the specified settings will be displayed in the Task results window.

CONFIGURINGEVENTFIL TERFORASELECTEDC OMPUTER

®» To configure a filter for information displayed for a selected computer:
1. Inthe context menu of the computer, select the Events command.
2. Inthe Events window that opens, press the Filter button.
3. In the filter configuration window, specify filter settings on the Events (see the figure below) and Time tabs.

Select the event characteristics and task execution results that must be displayed after the filter has been
applied, using the Events tab:

e Inthe Application name field, select the name of the application that should register the required events.

e Specify the Version number of the application.
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e Specify the Task name which resulted in the event.

e Select the event importance level from the drop-down list in the Severity field.

For each application event types are defined that may occur during its operation. Each event has a
characteristic that reflects its importance level. Events of the same type may be assigned different severity
levels depending on the situation in which the event occurred.

e To configure the filter to include only events of a specific type, check the Events box and check boxes next
to the names of the required types. If the event type is not specified, all types of events will be displayed.

e To ensure that the execution results for tasks with a certain status are displayed, check the Results of
performing tasks box and select the required task status.

e To collect information about results of the last task launch only, check the Show only last results of the
task box.

e To restrict the amount of information to be displayed after the filter has been applied, check the Restrict

the number of displayed events box and indicate the maximum number of rows to be included in the
table.

setfiter 21|
Events | Tifme |
Severity: l Info ﬂ

—Iv | Fesults of performing tasks: —

lFIunning :J

—Iv Events: —

Sev.. ~ I Name
j/ Info  Update for program modules installed successfully
y Info  Installation of updates for program modules started

Kl | i

[~ Restrict the number of displayed events: 1 r=|

| 0K I Cancel I

Figure 100. Configuring an event filter. The Events tab

Using the Time tab, configure settings similarly to the settings for a group task (see section "Configuring the
event filter for a group task" on page 123). The Computers tab is not provided as the filter is configured for a
selected computer only.
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4. After you have finished configuring the filter, press the OK button. As a result, only data that complies with the
specified settings will be displayed in the Events window.

REMOVING A FILTER

® To remove a filter:

use the Remove filter command from the context menu.

L OCAL APPLICATION SET  TINGS

The Kaspersky Administration Kit administration system allows remote management of local application settings on
remote computers via the Administration Console. The application settings can be used to define individual values for
applications on each client computer within a group.

VIEWING APPLICATIONS  ETTINGS

® To view application settings and configure them as necessary:

1. Inthe Managed computers folder select the folder with the name of the group that includes the required client
computer.

2. Select the Client computers folder.

3. Inthe results pane select the computer for which you need to modify the application settings, and use the
Properties command from the context menu.

This will open the <Computer name> Properties dialog containing several tabs in the main program window.

4. Open the Applications tab (see the figure below). This contains a table of all Kaspersky Lab applications
installed on the client computer and brief information about each of them.

5. Select the required application. You can:

o View the list of application-related events (see section "Event selections" on page 207) that occurred on the
client computer and were registered on the Administration Server, using the Events button.

e See the current statistics on application operation using the Statistics button. This information is requested
by the Administration Server from the client computer. If there is no connection, a corresponding error
message will be displayed.
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e View general information about the application and configure its settings, using the Properties button in the
<Application name> application properties window.

TEST Properties ed |
Generall Pratection  Applications | Tasks I

All K.azpersky Lab applizations inztalled on client computer:

Application name -~ | Statuz |

E K.azpersky Anti-iruz 6.0 for Windows Servers MP3 Running
wark, Agent

Running

Events | Statistics | Froperties |

k. I Cancel | Apply |

Figure 101. Viewing client computer properties. The Applications tab

The <Application name> application properties window contains several tabs. The information is provided
based on the data received during the last client synchronization session with the Administration Server. The
contents of the tabs are specific to each application, and their description is provided in the corresponding
documentation. The General, Licenses, and Events tabs are common for all applications.
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On the General tab (see the figure below), you can view general information about the application, installed
updates, start or stop the application, and check the settings of the plug-in for this application installed on the
administrator's workstation by clicking the Plug-in information hyperlink.

“Kaspersky Anti-¥irus 6.0 for Windows Servers MF ed |

General | Properties Licensesl Eventsl

<

Plug-in information

Wersion number: B.0.4.1126

Inztalled: F411/2009 1:16:13 P
Lazt zoftware update: 717142009 2:05:42 P
Current status; Funning

Application databaze
D atabaze date; FA1/2009 12:23:00 P

Murnber of anti-viruz records: 2445371
Last update date:; F1/2009 2:05:42 P

Start | Stop |

k. I Cancel | Apply

Figure 102. Viewing client computer properties. The General tab

The Licenses tab contains detailed information about the current and reserve licenses installed for the
application (see the figure below).

The Current license section displays information about the current key:
e Serial number i the license number;
e Typei the type of installed license (for example, commercial or trial);
e Activation date i license activation date (the date when it was activated);
e Expiration date i expiration date for the license;
e License period i license validity period;
e Limit computers count 1 restrictions imposed by the license.
The Reserve license group of fields displays information about the backup license:
e Serial number i the license number;
e Typei the type of installed license (for example, commercial);

e License period i license validity period;
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e Limit computers count 1 restrictions imposed by the license.
The Events tab (see the figure below) contains parameters that determine the rules for handling events raised
by an application running on a client computer. You can view them and make the necessary changes. This tab

is identical to the corresponding tab of the policy settings configuration window (see section "Viewing and
configuring policy settings" on page 77).

CONFIGURING NETWORK AGENT

®» To view the settings of the Network Agent installed on the client computer:
1. Inthe results pane select a client computer, open the context menu and choose the Properties command.
2. Inthe dialog window that opens, select the Application tab.

3. Inthe list of applications installed on the client computer, select the Network Agent and press the Properties
button.

When you are configuring the Network Agent, in addition to the General (see the figure below) and Events tabs, the
window also contains the Settings, Repositories, and Network tabs. The options displayed on these tabs are identical
to those on the Network Agent's policy configuration window (see section "Configuring the Network Agent's policy" on
page 84).

"Network Agent™ application properties ﬂil

General | Settingsl Hepasitariesl Eventsl

"!
Plug-in information
Werzion number: 20,1953
Inztalled: FA1/2009 1:37:45 P
Lazt zoftware update: <Unknosr:
Current status; Funning
Start | Stop |

] I Cancel | Apply

Figure 103. The Network Agent configuration window. The General tab
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The Network Agent installed on the Server's computer cannot access the Network tab (see the figure below). You

cannot configure the settings for connection to the Administration Server; these settings are hardwired because these
components are installed on the same computer.

“"Metwork Agent™ application settings ed |

General | Settingsl Hepasitariesl Eventsl

'i
Plug-in information
Werzion number: 20,1878
Inztalled: 1/27/2009 11:04:55 Ak
Lazt zoftware update: <Unknosr:
Current status; Funning
Start | Stop |

k. I Cancel | Apply

Figure 104. The Network Agent settings configuration window (installed together with the Server)
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The client computers included in an administration group are displayed in the table on the results pane of the Client
computers subfolder.

IN THIS SECTION

PaXo [o TaTe JeTo] gl o101 =T ETh (o Te | (o]0 o TP PPPPRN 133
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Viewing Client SYyStemM iNfOIMIALION .........coiuiiiii e e e e e e s e e e e e e e s et bbb r e e e e e e s s aasbb e et eeeeeasansbaneeaeeaans 138
AdmINiStration SErver ChaNQe TaSK........coc i e s e e e e e e e s e et e et e e e s e st aaeeaeeaaas 145
Client computer MANAGEMENT TASK........eiiiiiieiiii et e bt e b et e e e bt e e et et e s sane e e e et b e e e abre e e e nnnneas 148
Sending a message to the user of the ClIENt COMPULET ........oc.uiii it 158
Connecting the client computer to the Administration Server manually. The kimover.exe utility ...........ccccccceeeviiiinnne.n. 161
Client-to-Administration Server connection CheCK frEQUENCY .......ccuuiiiiiiiie i 162
Remote diagnostics of client computers utility (KIACIGUI) .......veviiiiiiriiiiie et 163

ADDING COMPUTERSTOG ROUP

=® To add one or several computers to a specific administration group:

1.

2.

Open the Managed computers folder.

Select the group folder to which you wish to add the client computers.

If you are adding a computer to the highest hierarchy level, select the Managed computers folder.
Select the Client computers folder.

Open the context menu and select the New — Computer command.

A wizard will start. Follow its instructions to add client computers and build the list of hosts to be added to the
groups.

If you have selected automatic addition of computers (the Automatically, based on Administration Server
data option), then the list of computers will be generated using the data that the Administration Server receives
while polling the corporate Windows network, IP subnets or Active Directory groups. In that case the window for
selection of hosts contains the Unassigned computers folder. Select computers to be included in the group.
You can select computers from different folders, or select the entire folder.

If you selected the manual method for adding computers, you will be asked to create the list of computers to be
included in the group. You can either create the list of addresses in the wizard window using the Add and
Remove buttons, or import the list from a text file using the Import button. You can use either an IP address (or
a range of IP addresses), or computer names on the Windows network as the computer's address. To import
the list from a file, specify a txt file with the list of addresses of computers that are being added. Each address
must be specified in a separate line.




REFERENCE GUIDE

In case of manual computer addition (as data entered by the administrator) the reliability and validity of the
information is checked to prevent name conflicts and ensure that only uniqgue names are used. If the
Administration Server database contains information about the presence of a computer in the Windows network,
the computer will be included in the group.

To navigate quickly to the wizard for adding computers to the console tree, open the Managed computers folder, select
the group to which you wish to add the client computer and click the Add computers to the group link in the Group
structure management section of the Groups tab in the task pane.

Once the wizard completes successfully, the computers will be included in the group and will be displayed in the results
pane under names determined by the Administration Server.

A computer can also be automatically added in the main application window of Kaspersky Administration Kit by dragging
the computer from the Unassigned computers folder and dropping it in the appropriate administration group.

VIEWING INFORMATION A  BOUT A CLIENT COMPUT  ER

®» To view information about a client computer included in an administration group:

1. Inthe Managed computers folder select the folder with the name of the group that includes the required client
computer and open the Client computers folder.

The list of clients in this group will be displayed in the results pane.
2. Select the required client and use the Properties command of the context menu.

The <Computer name> Properties window containing several tabs (see the figure below) will appear in the
main program window.
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To find the client computer you need, you can use the Search function (see section "Search" on page 287).

e

General | P'ru:uteu:tiu:unl .-'-‘-.ppliu:atiu:unsl Tasks I

9

Syztem informatior

D escription;

|

Domain: DOkAIM

Windows nane: TEST1

Damain narne; best. com

IP address: 127.0.0.1

[Eroup: tanaged computers
Last update date: 15.09.2009 16:17:52
Laszt vizible time: 15.09.2009 15: 45: 23
Connecting to Server: 15.09.2009 16:45:23

[T Do not dizconnect from the Administration S erver

k. I Cancel Spply

Figure 105. Viewing client computer properties. The General tab

On the General tab (see the figure above) you can:
e view the network settings of client computers.

e edit the host name in the administration group. The host name is generally assigned by the Administration
Server and coincides with the computer name on the Microsoft Windows network.

e enter your own description for the computer.
o define the connection settings with the Administration Server by using the Do not disconnect from the
Administration Server box. If this box is checked, the connection between the Administration Server and the

client computer is uninterrupted. If this box is unchecked (default value), the client computer will only connect to
the Administration Server to synchronize the data or to transfer the information.

Permanent connection should only be established with the most important client computers because
Administration Server supports no more than 1500 simultaneous connections.

e View system information in the System information window (see section "Viewing client system
information” on page 138), that opens by clicking the System information link. The window contains
information about hardware and software of the client host and users connected to that computer.

The information displayed on the tab reflects data received during the last synchronization session.

The Protection tab (see the figure below) shows the current status of anti-virus protection on a client computer. You can
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view the following data:

e Computer status i the status of the client computer assigned according to the diagnostics criteria of the
computer's anti-virus protection, and the criteria regarding the computer network activity level, set by the
administrator. The field below the status value lists the conditions which determined the client computer's
current status.

e Real-time protection status i current status of anti-virus protection.

e Last full scan date i date and time of the last anti-virus scan of the client computer.

e Viruses found i total number of viruses detected on the client computer (the counter of detected viruses) since
the installation of anti-virus application (first scan) or since the last time the virus counter was reset. To reset the
counter, click the Reset button.

General Protection I.-'-‘-.ppliu:atiu:unsl Tasks I

B Computer status: OKAisible

Previouz connection to &dministration Server 4 minutes ago. ;I

[~

Real-time protection status:

Funning
Lazt full scan date: <Unknowr:
Yiruzes found: ] :

k. I Cancel Spply

Figure 106. Viewing client computer properties. The Protection tab
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The Applications tab (see the figure below) lists all the Kaspersky Lab applications installed on the client computer. You
can view general information about an application, manage its performance, and configure its settings (see section
"Local application settings" on page 128).

Generall Pratection  Applications | Tasks I

All K.azpersky Lab applizations inztalled on client computer:

Application name -~ | Statuz |
E K.azpersky Anti-iruz 6.0 for Windows Servers MP3 Running

Metwork Agent Rurnring

Events | Statistics | Froperties |

k. I Cancel | Apply |

Figure 107. Viewing client computer properties. The Applications tab
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On the Tasks tab (see the figure below), you can manage tasks for client computers (view existing tasks, delete and
create new tasks, start and stop them, change task settings, and view task performance results). The information about
tasks reflects the data received during the last client-server synchronization session. The Administration Server polls the
client for the current task status. If connection fails, the status is not displayed.

Generall P'rn:ntec:tin:nnl Applications  Tasks I

Al tazkz far the client computer:

Mame = Shatus
. R
{*’::;’ Full Scan
{'3:'.;‘ [uick Scan
465 Rollback

@ Update - Windows Servers
@"v"irus Scan - Windows Servers

4| | 1

Add | Eemowve | Rezulkz | Properties |

] I Cancel | Apply |

Figure 108. Viewing client computer properties. The Tasks tab

V IEWING CLIENT SYSTEM INFORMATION

The System information window contains detailed system information of client computers including the following tabs:

e General (see the figure below).
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This tab displays information about the client computer operating system and hardware.

System information 7] x|

General |.-“-‘-.|:||:|Ii|:atil:uns registryl Sessiunsl I:l:ummentsl

I ame | Walue

O perating system [05] icrozoft Windows Server 2003
05 wersion Service Pack 1 [Build 3730)

05 rmanufacturer Microzoft Carporation

05 folder Cowf MDD S

Computer name TEST

Syztem ype #86-bazed computer

Praceszar family w26 family

Mumber of processors 1

Phuyzical memary inztalled 255 B

1] I 2
Cloze |

Figure 109. The Client system information window. The General tab

Applications registry (see the figure below).

This tab displays a list of programs installed on the client computer.

Whether this tab is shown or hidden is determined by the user interface settings. To configure this tab to be
displayed, go to View — Configuring interface menu and check the box in the Display application registry
string.

Check the Display incompatible security applications only box to show in the list of applications only those
security applications that are incompatible with Kaspersky Lab applications.
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To display installed updates in the list, check the Show updates box.

System information 7] x|

General Applications registy | Sessiunsl I:l:ummentsl

K.azpersky Adminiztration kit

F.azpersky Anti-inuz 6.0 for Windows Servers
MSDE 2000 per Kazperzky Administration Eit
MSxML 4.0 SPZ2 [KB354430)

MSxML E.0 Parser

Microzoft MET Framewark 2.0 Service Pack 1
Microzoft SOL Server 2005

Microsoft SOL Server Mative Client

Microzoft SOL Server Setup Support Files (Englizh]
Microzoft SOL Server W55 Wiriter

YWhiware Toalz

[ Display incompatible security applications onl

[ Show updates Eroperties |
Close |

Figure 110. The Client system information window. The Applications registry tab
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To review information about an individual application, select it in the list and click the Properties button. The
window displayed after that (see the figure below) will contain information about the application generated from
the registry data.

K.azperzky Administration Kit

Versior: |5.0.1993
b arufacturer: IKaspersk_l,l Lab
Comrments: |

T echnical Support Service:

Ihttp:s’.-"www.kaspersky.c:amx’suppart. azp

T echnical Suppart phone number:;

Cloze |

Figure 111. The application properties information window

e Sessions (see the figure below).

This tab contains information about current work sessions of the client computer. In accordance with the data
received from the client computer, the table contains the following information about each session:

e Name;
e Participant's Name;

e Account;
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e Email.

System information ied |

Generall fpplications registy Sessions | Enmmentsl

Mame = | Participant's name | Account
TEST

1] | i

Cloze |

Figure 112. The Client system information window. The Sessions tab

e Comments (see the figure below).
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You can use this tab to add, view and edit comments. Comments can include any information about the client
computer that you might need. For convenience you can also define the importance level.

System information 7] x|

Generall Applications registryl Sessionz: Comments I

Severityl Added =~ | Text
Inf..  1/21/2009 5:29:... Info

4| | i

e mdify | Eemove |

Cloze |

Figure 113. The Client system information window. The Comments tab

To add a new comment, click the Add button and use the displayed window (see the figure below) to:

e select the comment importance level in the drop-down list: Information, Critical, Warning.
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e enter the comment in the Comment text. The initial words of the entered text will appear in the Text
column of the comments list (see the figure above).

Mewcomment 21 x|
Severity: I I nformational j
Comment text:

Irfo
¥ Specify user TEST Select...
k. Cancel

Figure 114. Making a new comment

e If the comment is related to an individual user of the computer, check the Specify user box and then press
the Select button to select the user from the suggested list in the window that opens (see the figure below).

M selectuser 2| x|

TEST

v Dizplay only logged on users

] I Cancel

Figure 115. Editing a comment. Selecting a user

v

To display in the list only the users who have logged in on that computer, check the Display only logged
on users box. If this box is unchecked, the list will contain all users registered on the computers within the
administration group.
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ADMINISTRATION  SERVER CHANGE TASK

® To create an Administration Server change task:

1. Connect to the Administration Server (see section "Managing Administration Servers" on page 21) managing
the computers being transferred.

2. Run the wizard to create a group task (see section "Creating a group task" on page 97) or create a task for
specific computers (see section "Creating a task for specific computers" on page 109).

3. During selection of the application and definition of the task type (see the figure below) choose: Kaspersky
Administration Kit, open the Advanced folder and select the Change Kaspersky Administration Server
task.

Mew task wizard x|

Task type P
Select tazk vpe

42 Rollback of anti-vins databaze ;I

- 4E: Oredemand scan

------ 454 License key installation
EI-- K.asperzsky Administration Kit

b {3;} Application deplayrment

El@ &dvanced
----- i£: Message

----- {5 Packages retranslation task

----- {§§= Deploy application to glave administration servers

----- {§§= Product deinztallation task

EI-- Kaspersky Anti-Yiruzs 5.5 for Microsoft Exchange Server 200052003 j

< Back I Mest » Cancel Help |

Figure 116. Selecting the application to be installed
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4. Atthe next stage (see the figure below), specify the settings that will be used by the Network Agent installed on
client computers to connect to the new Server.

New task wizard x|

Settings o
n thiz page you can modify desired task sethings

—Adrminigtration Server connection sethings

Semver address: v Usze prosy zerver

TEST Proxy address; Ipru:u:-:_l,l.n:u:umpan_l.l.cu:um

Port number: |1 4|:":":| .LI F'rD:.:y SEMVET pD[t: |31 28 .—I?
S5L port number: I'I 3000 _Ij ser name: Iadministratu:ur

PEISEWD[d: Iliii..iiili

< Back I Mest = I Cancel Help

Figure 117. Specifying the Server and selecting the certificate

In the Administration Server connection settings group of fields:

e  Specify the address of the Administration Server managing the administration groups to which the client
computers are to be moved. You can use either its IP address or the computer's name in the Windows
network as the computer's address.

e  Specify the port number to be used for connection to the new Administration Server. The default port
number is 14000.

e  Specify the port number to be used for secure connection to the new Administration Server (using the SSL
protocol). The default port number is 13000.

e Check the Use proxy server box if connection to the Administration Server is established through the
proxy server. Enter the proxy server address in the Proxy server address field. Fill in the User name and
Password fields if user authorization is required to access this proxy server.
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Task settings configured at this stage can be modified on the Settings tab (see the figure below) of the task
property window (see section "Viewing and changing task settings" on page 112).

Mew task Properties ied |

General | I atific:ation I Client compuiters I Schedule I
Settings | Account I Security

— Adrministration Server connection settings

Server address; ITESt

Part number: I-I 4000 _|j
S5L port number: I'I 3000 _I?

V¥ Usze prosy server

Frowy address: Iprn:-cy.u:nmpany.u:um

Proxy server port: |3'| 2a _I?
Llzer name: Iadministratnr

Pazzword: I-----------

— Administration Semver certificate:

Statuz: |Nn:| certificate selected

Select... |
] I Cancel | Apply |

Figure 118. Viewing the Administration Server change task settings

Furthermore, in this window in the Administration Server certificate section, using the Select button, you can
also specify the certificate file for authentication on the new Administration Server.

The certificate file is klserver.cer, and it is located on the Administration Server where computers are being
moved, in the Cert subfolder of the program folder specified during installation of Kaspersky Administration Kit.
You can copy the certificate file to a shared folder or a floppy disk. A copy of this file can be used to configure
access settings for the Server.

If you are creating a task for specific computers, you will have to create a list of client computers (see section
"Creating a task for specific computers” on page 109) which will run the task. When the task successfully
completes, these computers will be moved to the administration groups of the Administration Server specified in
the task settings, and placed in the Unassigned computers group.

If a group task is used, all client computers of the specified group will be connected to the new Administration
Server. The Administration Server change task will not be executed for the client computer which hosts
Administration Server.

During the final step create the schedule (see section "Creating a group task" on page 97) for running this task.
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CLIENT COMPUTER MANAG EMENT TASK

Kaspersky Administration Kit provides a capability to remotely manage the client computers using the following tasks:
e Turn on the computer (see section "Turning on the client computer” on page 148).
e  Shut down the computer (see section "Shutting down the client computer” on page 151).

e Restart the computer (see section "Restarting the client computer” on page 154).

T URNING ON THE CLIENT COMPUTER

®» To Turn on the computer:

1. Connect to the necessary Administration Server (see section "Managing Administration Servers" on page 21)
managing the client computers.

2. Run the wizard to create a group task (see section "Creating a group task" on page 97) or create a task for
specific computers (see section "Creating a task for specific computers" on page 109).

3. Select the type of the task (see the figure below).

To do this, in the Task type window of the task wizard in the Kaspersky Administration Kit node open the
Advanced folder and select Manage client computer.

4. Press the Next button in order to proceed with creating the client computer management task.

Figure 119. Selecting the task type





























































































































































































































































































































































































































































































































































