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CHAPTER 1. INTRODUCTION

This Guide contains the description of application Kaspersky Anti-Virus 6.0 for
Windows File Servers Enterprise Edition (hereinafter referred to as Anti-Virus).

Anti-Virus protects servers running Microsoft Windows against threats associated
with file exchange. This application is designed to be used in local area networks
of medium to large-size organizations.

You can install Anti-Virus on servers that server various functions: on terminal
servers and print servers, application servers and domain controllers, as well as
file servers, which are more subject to infection than the others, since they
exchange files with user workstations.

You can install Anti-Virus onto servers combined into a cluster. Anti-Virus is
installed on each node in the cluster.

You can install Anti-Virus either using the install wizard or by launching an. msi
file of the installation package from the command line. You can also perform a
centralized remote installation of Anti-Virus using Active Directory group policies
or using the Kaspersky Administration Kit remote installation task.

Before you commence with the Anti-Virus installation, plan it. Determine the most
convenient way to manage the Anti-Virus depending on the network architecture
and which Anti-Virus components you will need to install for the selected control
scheme. Determine whether you will have to set special Anti-Virus installation
parameters or you will use the default installation parameters and whether the
installation parameters will be common for all servers or differ for each server.
Select installation type (Chapter 4 on page 37).

Chapter 3 contains general information about installing Anti-Virus: System
requirements for installing Anti-Virus are listed; Descriptions are provided of the
files in the distribution kit, program components that you can install, installation
settings and special modifiers of the Windows Installer service used for Anti-
Virus installation from the command line. This chapter indicates the location and
the name of the installation/removal file log and description of the changes in the
system after the installation is completed.

Chapters 4-7 contain instructions on Anti-Virus installation using various
methods; they include configuration afterward of Anti-Virus settings (see Actions
after installation).

You do not need to restart the server after installing Anti-Virus. If you add or
remove components, repair Anti-Virus, or uninstall it, or you may need to reboot
the server. However, you can postpone rebooting.
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After installing Anti-Virus, you can test its functionality. Description of how to do it
using a special test virus EICAR is provided in Chapter 9.

If you have any questions about Anti-Virus installation answers to which you
have not found in this document, you can refer to other Anti-Virus
documentation. See Chapter 2 on page 8.



CHAPTER 2. OBTAINING
INFORMATION ABOUT
ANTI-VIRUS

If you have any questions regarding purchasing, installing or using Anti-Virus,
you can easily receive answers to them.

Kaspersky Lab has many sources of information and you can select the source
most convenient to you depending on how urgent and important your question is.
You can:

o find the answer to your question on your own (see section 2.1 on page
8);

e receive an answer from the Sales Department personnel (see section
2.2 on page 10);

e receive a response from a Technical Support specialist if you already
have purchased Anti-Virus (see section 2.3 on page 10);

e discuss your question not only with Kaspersky Lab's specialist but also
with other users in the web form section dedicated to Anti-Virus (see
section 2.4 on page 12).

2.1. Sources of information to
research on your own

You can refer to the following information sources about the application:
e The Anti-Virus page at the Kaspersky Lab's website;
e application page at the Support Service (Knowledge Base) website;
e Help system;
e documentation.
The Anti-Virus page at the Kaspersky Lab's website

http://www.kaspersky.com/kaspersky anti-virus windows server enterprise
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This page contains general information about the application, its functionality
and peculiarities. You can purchase the application or extend the period of
its usage in our online store.

Application page at the Support Service (Knowledge Base) website

http://support.kaspersky.com/win_serv_ee

This page contains articles published by the Technical Support service
specialists.

These articles contain useful information, recommendations and answers to
frequently asked questions related to the purchase, installation and use of
the application. These answers are grouped by topics, such as, for example,
"Working with key files", "Configuring base updates" or "Troubleshooting".
The articles may answer questions which are related not only to this
particular application, but also to other Kaspersky Lab's products; they also
may contain general Technical Support service news.

Help system
The application's distribution kit includes a complete help file.

Complete help file contains information on managing the computer
protection using Anti-Virus console in MMC: view the protection status, scan
various areas of the computer and perform other tasks. It also contains
information about managing the application from the command line, use
Anti-Virus efficiency counters as well as SNMP counters and traps.

In order to open the complete help file, select the Display help command
from the Help menu in the Anti-Virus console.

If you have any questions regarding an individual application window, you
can refer to the context help.

In order to open the context help, press the Help button or <F1> key in the
window you need help on.

Documentation

The set of documents supplied with the application contains most of the
information required for its operation. The set contains the following
documents:

e Typical usage schemes. This document discusses the use of Anti-
Virus in the enterprise network.

e Comparison with Kaspersky Anti-Virus 6.0 for Windows
Servers. This document lists the characteristics of the Anti-Virus
which differentiates it from Kaspersky Anti-Virus 6.0 for Windows
Servers.


http://support.kaspersky.com/win_serv_ee
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e Installation Guide contains Anti-Virus installation requirements to
the computer, Anti-Virus installation and activation instructions as
well as instructions on verifying its operability and initial setup.

e Administration Guide (this document) discusses how to work with
the Anti-Virus console in MMC, manage Anti-Virus from the
Kaspersky Administration Kit application and from the command
line, use Anti-Virus efficiency counters as well as counters and
traps for the SNMP protocol.

Files with these documents in PDF format are included into the Anti-Virus
distribution kit.

Alternatively you can download files with these documents from the Anti-
Virus page of the Kaspersky Lab's website.

After you have installed the Anti-Virus console you can open the
Administrator's Guide from the Run menu.

2.2. Contacting the Sales
Department

If you have questions regarding selecting or purchasing Anti-Virus or extending
the period of its use, you can phone Sales Department specialists in our Central
Office in Moscow at:

+7 (495) 797-87-00, +7 (495) 645-79-39, +7 (495) 956-70-00.
The service is provided in Russian or English.

You can also send your questions to the Sales Department specialists by e-mail
at sales@kaspersky.com.

In the Sales Department you can obtain an advice on managing the enterprise
network protection, application network deployment or joint use of the application
with other programs.

2.3. Contacting the Technical
Support service

If you already purchased the application you can obtain information about it from
the Technical Support service by phone or via internet.


mailto:sales@kaspersky.com
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The Technical Support service specialists will answer your questions regarding
the installation and the use of the application and will help you eliminate the
consequences of the activities of malware and you computer had already been
infected.

Technical support by phone

If you have a problem requiring urgent help, you can call the Technical
Support service located in our Moscow office at:

+7 (495) 797-87-07, +7 (495) 645-79-29 or +7 (495) 956-87-08.

We provide technical support to Kaspersky Lab's users around the clock in
Russian and English.

If you wish to talk to an expert specializing exclusively in Kaspersky Anti-
Virus 6.0 for Windows Servers Enterprise Edition, call during business
hours, from 10:00 am until 6:30 pm Moscow time (GMT +3).

Provide to the Technical Support service specialist the application's
activation code or the key serial number (you can view it in the Keys
node of the Anti-Virus console in the properties of the key installed).

An e-mail request to the Technical Support service (for registered users
only)

You can ask your question to the Technical Support Service specialists by
filling out a Helpdesk web form at
http://support.kaspersky.com/helpdesk.html.

You can send your question in Russian, English, German, French or
Spanish.

In order to send an e-mail message with your question, you must indicate
the client number obtained during the registration at the Technical Support
service website along with your password.

Note

If you are not yet a registered user of Kaspersky Lab's applications you can
fill out a registration form on page:

https://support.kaspersky.com/en/PersonalCabinet/Registration/Form/

During the registration you must provide the application's activation code or
the key serial number (you can view it in the Keys node of the Anti-Virus
console in the properties of the key installed).

You will receive a Technical Support service specialist's response to your e-
mail at the e-mail address you have specified in your question and in your
Personal Cabinet

https://support.kaspersky.com/en/PersonalCabinet.



http://support.kaspersky.com/helpdesk.html
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Describe the problem you have encountered in the request web form with as
much detail as possible. Specify the following in the mandatory fields:

Request type. Questions most frequently asked by users are
grouped into  special topics, for example "Product
installation/removal problem" or "Virus scan/removal problem”. If
you have not found an appropriate topic, select "General Question".

Product name: Kaspersky Anti-Virus 6.0 for Windows Servers
Enterprise Edition.

Request text: Describe the problem you have encountered with as
much detail as possible.

Client number and password. Enter the client number and the
password which you have received during the registration at
Technical Support service website.

E-mail address. The Technical Support service specialists will use
this e-mail address to send their answer to your question.

2.4. Discussing Kaspersky Lab's

applications at the web forum

If your question does not require an urgent answer, you can discuss it with
Kaspersky Lab's specialists and other users of Kaspersky Lab's anti-virus
applications in our forum located at http://forum.kaspersky.com/.

In this forum you can view topics published earlier, leave your comments,
create new topics and use the search engine.

For example, you can discuss various scenarios of Anti-Virus deployment in
your organization and its configuration options.


http://forum.kaspersky.com/

CHAPTER 3. GENERAL

INFORMATION

This chapter contains the following information:

3.1.

Requirements to the protected server for Anti-Virus installation (see
section 3.1 on page 13);

Requirements to the computer from which Anti-Virus will be managed
via the MMC console (see section 3.2 on page 16);

The structure of the installer package (see section 3.3 on page 17);

Description of the Anti-Virus application components and their codes for
the Windows Installer service. You can use codes of application com-
ponents to edit the list of the components installed when installing the
Anti-Virus from the command line (see section 3.4 on page 19);

Installation and uninstall settings, their default values, and special mod-
ifiers which you can use to assign settings when installing or uninstalling
Anti-Virus from the command line (see section 3.5 on page 22).

Location and name of the Anti-Virus installation / removal file (see sec-
tion 3.6 on page 31);

Changes in the system after the Anti-Virus installation (see section 3.7
on page 31);

Anti-Virus processes (see section 3.8 on page 36).

Requirements to the protected
server

This section describes the hardware and software requirements to the protected

server.
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Note

Before installing Anti-Virus uninstall from the protected server other anti-virus
applications including Kaspersky Anti-Virus 5.0 for Windows Servers and
Kaspersky Anti-Virus 6.0 for Windows Servers.

General requirements:

x86-compatible systems in a single-processor or multiple-processor
configuration (for example, Intel Xeon Processor & Intel Xeon Processor
MP with Hyper Threading); x86-64-comptabile systems in single-
processor and multiple-processor configuration (for example, Intel Xeon
Processor & Intel Xeon Processor MP with EM64T & Hyper Threading);

disk space:
e For the installation of all application components: 70 MB;

e For storing objects in Quarantine or in Backup: 400 MB
(recommended);

e  For storing reports: 100 MB (recommended).

Minimum configuration:

Processor: Intel Pentium 11 400 MHz or higher;

RAM: 256 MB.

Recommended configuration:

Processor: Intel Xeon 3.2 GHz or higher;
RAM: 1-2 GB.

Software requirements to the protected server

You can install Anti-Virus on a server running 32- or 64-bit versions of Microsoft
Windows.

The server must be running one of the following 32-bit versions of Microsoft
Windows:

Microsoft Windows 2000 Server + SP4 + Update Rollup 1;

Microsoft Windows 2000 Advanced Server + SP4 + Update Rollup 1;
Microsoft Windows Server 2003 Standard Edition SP1 or higher;
Microsoft Windows Server 2003 Enterprise Edition SP1 or higher;
Microsoft Windows Server 2003 Datacenter Edition SP1 or higher;
Microsoft Windows Server 2003 R2 Standard Edition or higher;
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Microsoft Windows Server 2003 R2 Enterprise Edition or higher;
Microsoft Windows Server 2003 R2 Datacenter Edition or higher;
Microsoft Windows Storage Server 2003 R2 or higher;

Microsoft Windows Server 2008 Standard Edition;

Microsoft Windows Server 2008 Enterprise Edition;

Microsoft Windows Server 2008 Datacenter Edition.

For installation and operation of Anti-Virus on a computer running a 32-bit
version of Microsoft Windows you will need Microsoft Windows Installer 3.1.

Otherwise the server must be running one of the following 64-bit versions of
Microsoft Windows:

Microsoft Windows Server 2003 x64 Standard Edition;
Microsoft Windows Server 2003 x64 Enterprise Edition;
Microsoft Windows Server 2003 x64 Datacenter Edition;
Microsoft Windows Server 2003 R2 Standard x64 Edition;
Microsoft Windows Server 2003 R2 Enterprise x64 Edition;
Microsoft Windows Server 2003 R2 Datacenter x64 Edition;
Microsoft Windows Server 2008 x64 Standard Edition;
Microsoft Windows Server 2008 x64 Enterprise Edition;
Microsoft Windows Server 2008 x64 Datacenter Edition.

For installation and operation of Anti-Virus on a computer running a 64-bit
version of Microsoft Windows you will need Microsoft Windows Installer 3.1
installed.

You can install Anti-Virus on terminal servers:

Microsoft Terminal based on Windows 2000 Server;
Microsoft Terminal based on Windows 2003 Server;
Citrix Metaframe XPe FR 3;

Citrix Presentation Server 3.0;

Citrix Presentation Server 4.0;

Citrix Presentation Server 4.5.
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3.2. Requirements to the computer
from which Anti-Virus will be
managed via the MMC console

This section lists the hardware and software requirements to the computer for
installation of the Administrative Tools set of components (contains Anti-Virus
console in MMC).

Hardware requirements
Recommended RAM amount - at least 128 MB
Free disk space - 30 MB.
Software requirements
The computer must be running of the following 32-bit versions of Windows:
e  Microsoft Windows 2000 Server + SP4;
e  Microsoft Windows 2000 Advanced Server + SP4;
e  Microsoft Windows Server 2003 Standard Edition SP1 or higher;
e  Microsoft Windows Server 2003 Enterprise Edition SP1 or higher;
e  Microsoft Windows Server 2003 Datacenter Edition SP1 or higher;
¢  Microsoft Windows Server 2003 R2 Standard Edition SP1 or higher;
¢  Microsoft Windows Server 2003 R2 Enterprise Edition SP1 or higher;
¢  Microsoft Windows Server 2003 R2 Datacenter Edition SP1 or higher;
e Microsoft Windows Server 2008 Standard Edition;
e  Microsoft Windows Server 2008 Enterprise Edition;
e  Microsoft Windows Server 2008 Datacenter Edition;
¢  Microsoft Windows 2000 Professional SP1 or higher;

e  Microsoft Windows XP Professional, Microsoft Windows XP Profession-
al SP1 or higher;

e  Microsoft Windows Vista x86 Editions;

For installation and operation of Anti-Virus on a computer running a 32-bit
Microsoft Windows version you will need Microsoft Windows Installer 3.1,
Microsoft Management Console 1.2 or higher installed.
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Otherwise the computer must be running one of the following 64-bit versions of
Windows:

e  Microsoft Windows Server 2003 x64 Standard Edition;

e  Microsoft Windows Server 2003 x64 Enterprise Edition;

e  Microsoft Windows Server 2003 x64 Datacenter Edition;

e  Microsoft Windows Server 2003 R2 Standard x64 Edition;

e  Microsoft Windows Server 2003 R2 Enterprise x64 Edition;
e  Microsoft Windows Server 2003 R2 Datacenter x64 Edition;
e  Microsoft Windows Server 2008 x64 Standard Edition;

e  Microsoft Windows Server 2008 x64 Enterprise Edition;

e  Microsoft Windows Server 2008 x64 Datacenter Edition;

e  Microsoft Windows XP Professional x64 Edition, Microsoft Windows XP
Professional x64 Edition SP1 or higher

e Microsoft Windows Vista x64 Edition.

For installation and operation of Anti-Virus on a computer running a 64-bit
Microsoft Windows version you will need Microsoft Windows Installer
3.1installed.

3.3. Distribution Kit

The distribution kit includes a greeting application from which you can launch the
Anti-Virus installation wizard or its MMC console, open the Anti-Virus Installation
Guide, Anti-Virus page at the Kaspersky Lab's website or the Kaspersky Lab's
Technical support website.

Other files of the distribution kit are located in two folders: x86\ and x64\. The
x86\ folder contains files required for installing Anti-Virus on a server running a
32-bit version of Microsoft Windows; the x64\ folder contains files required for
installing Anti-Virus on a server running a 64-bit version of Microsoft Windows.

Each folder for installing Anti-Virus in Windows for either the 32- of 64-bit version
of Windows contains the subfolders server\ and client\:

e The server\ folder contains files for installing the Anti-Virus protection
components;

e The client\ folder contains files for installing the Anti-Virus console in
MMC (Administrative Tools set of components).
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The purpose of the files contained in the Anti-Virus distribution kit is described in

the table below:

Table 1. Files of the Anti-Virus Distribution Kit

File Purpose

setup.exe Greeting application launch file.

setup\ This folder is used to store the greeting application
files

x86(x64)\ This Installation Guide

kav6.0_wseeinstallguidee
npdf

kav6.0_wseeadminguide.
pdf

Administrator's Guide (PDF document)

kav6.0_wseecomparisone
n.pdf

Comparison with Kaspersky Anti-Virus 6.0 for
Windows Servers (PDF document)

kav6.0_wseeappschemes
en.pdf

Typical use schemes (PDF document)

autorun.inf

setup.exe autorun file

x86(x64)\server\setup.exe

The wizard for installing Anti-Virus on the protected
server; runs the installer package file kavws.msi with
the installation settings specified in the wizard.

x86(x64)\server\kavws.ms
i

Microsoft Windows Installer package; installs Anti-
Virus on the protected server.

x86(x64)\server\kavws.kp
d

File containing description of the Installer package
for remote Anti-Virus installation via Kaspersky
Administration Kit; this file has extension .kpd
(Kaspersky Package Definition); This file contains
the name of the installation package, general
information about the Anti-Virus (version number
and release date) and description of the return
codes of the installer. This file may contain
command line modifiers that change the installation
parameters of the msi file of the installation package.

x86(x64)\client\release_n
otes_tools.txt

File Release Notes for the Administrative Tools set
of components.
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File Purpose
x86(x64) This program is used to install a plug-in for
\plugin\kicfginst.exe managing Anti-Virus via Kaspersky Administration

Kit. Install the plug-in onto each computer on which
the Kaspersky Administration Kit Administration
Console is installed if you plan to manage Anti-Virus
only through it.

x86\plugin\release_notes.t | Release Notes file of plug-in for managing Anti-Virus
xt via Kaspersky Administration Kit

x86\MSI\WindowslInstaller | Microsoft Windows Installer 3.1 v2 Redistributable
-KB893803-v2-x86.exe installation wizard.

If Windows Installer is not installed on the computer,
or if its earlier version is installed, install Windows
Installer 3.1 before installing Anti-Virus (Anti-Virus
Console in MMC).

Note:

You can launch files of the Anti-Virus installation package from the Installation
CD. If you copied files of the distribution package on the local drive before
installing, make sure that the structure of the distribution kit files has been
preserved.

3.4. Anti-Virus application program
components and their codes for
the Windows Installer codes

By default file \server\kavws.msi installs all program components of the Anti-
Virus (see section 3.4.1 on page 20) and file \client\kavwstools.msi installs all
program components of the Administrative Tools set of components (see section
3.4.2 on page 21).

The following sections list the codes of the program components for the Windows
Installer service. You can use these codes to define a list of components to be
installed when installing Anti-Virus from the command line.
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3.4.1. Anti-Virus program components

Table 2 contains codes and a description of Anti-Virus software components.

Table 2. Description of Anti-Virus application components

Component

Code

Functions performed

Kaspersky Anti-
Virus

core

Installs Anti-Virus system files and files
that carry out on-demand scans (one-
time complete of selective scan of
objects in the server's file system for
threats).

If you specify other Anti-Virus
components when installing Anti-Virus
from the command line without
specifying the Core component, the Core
component will be installed
automatically.

Real-time file
protection

Oas

Implements the Real-time file
protection task (the scan of objects of
the protected server when they are
accessed) and function Blocking
access from computers.

Script monitoring

ScriptChecker

Implements task Script monitoring
(scan of the program code of scripts
created using Microsoft Windows Script
Technologies at the attempts of their
execution).

Module of
integration with
Kaspersky
Administration  Kit
Network Agent

AKlntegration

Provides connection between the Anti-
Virus and Kaspersky Administration Kit
Network Agent.

Install this component on the protected
server if you plan to manage Anti-Virus
using Kaspersky Administration Kit.
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Component Code Functions performed

Set of PerfMon | PerfMonCounters |Install the set of performance counters

performance for System Monitor. Performance

counters counters enable you to measure Anti-
Virus performance and localize potential
bottlenecks on the server when using
Anti-Virus with other applications.

SNMP  counters | SnmpSupport Publishes Anti-Virus counters and traps

and traps via Simple Network Management
Protocol (SNMP) in Microsoft Windows.
You can only install this component on
the protected server if Microsoft SNMP is
installed on the server.

Task tray | TrayApp Displays Anti-Virus icon M in the task

application tray notification area of the protected
server. The Anti-Virus icon shows the
status of the real-time server protection
and enables you to open Anti-Virus MMC
console (if it is installed) and the About
program window.

Command line | Shell Allows managing the Anti-Virus from the

utility command line commands of the

protected server.

3.4.2. Administrative Tools set program

components

Table 3 contains codes and a description of the Administrative Tools set of
program components.
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Table 3. Describes Administrative Tools program components

Component

Code

Functions performed

Anti-Virus MMC
shap-in

Core

Install the Anti-Virus snap-in to the
MMC console; the .msc file of the Anti-
Virus console is saved in the folder with
the Anti-Virus files.

If you specify other components when
installing Administration Tools from the
command line without specifying the
Core component, the component will be
installed automatically.

Help

Help

.chm help file; saved in the folder with
the Anti-Virus files. You can open the
help file from the Start menu.

Documentation

Docs

Adobe Acrobat documents
"Administrator's Guide" and "Installation
Guide"; these documents are saved in
the Anti-Virus folder and you can open
them from the Start menu.

3.5. Installation and uninstall
parameters and their modifiers
for the Windows Installer

service

Tables provided below contain description of the parameters for installation and
uninstall of Anti-Virus, their default values, special modifiers for changing the
values of the installation parameters and their possible values. You can use
these modifiers with standard modifiers for command msiexec of the Windows
Installer service when installing Anti-Virus from the command line.
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Table 4. Installation parameters and their modifiers in Windows Installer

Parameter Default value Windows Installer Description
modifier and its values
Scanning of | Do not scan PRESCAN=<value> We recommend scanning active processes and boot

active processes
and boot sectors
of the local
drives before the
installation (Scan
Computer for
viruses)

0 — do not scan before
the installation (by
default);

1 — scan before the
installation

sectors of the local drives before their installation
because the presence of malicious code in these
computer areas may adversely affect successful
installation of the Anti-Virus.

The scan may take several minutes.

If infected or suspicious processes have been
detected during the scan they will be deleted from the
computer memory. (Executable files of processes are
not deleted). In this case information in the running
applications may be lost. Therefore we recommend
closing all running applications.
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Parameter

Default value

Windows Installer Description
modifier and its values
Destination Anti-Virus: INSTALLDIR=<full path|Folder where the Anti-Virus files will be saved when it
folder Y%Program to the folder> is installed.
Files%\Kaspersky You can specify a different folder
Lab\Kaspersky pectty '

Anti-Virus 6.0 for
Windows Servers
Enterprise Edition\*

Administrative
Tools:  %Program
Files%\Kaspersky
Lab\Kaspersky
Anti-Virus 6.0 for
Windows Servers
Enterprise  Edition
Admins Tools\*

* In the x64-bit
version of Microsoft
Windows the folder
name is
%ProgramFiles(x8
6)%
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Parameter

Default value

Windows Installer

modifier and its values

Description

Starting the real-
time file
protection at the
Anti-Virus startup

start

RUNRTP=<value>
1 — start;
0 — do not start.

Turn it on to start real-time file protection and script
monitoring at the Anti-Virus startup (recommended).

Adding
exclusions
recommended by
Microsoft (Use
Microsoft
recommendatio
ns)

add

ADDMSEXCLUSION=<v

alue>
1 — exclude;
0 — do not exclude.

In the Real-time file protection exclude from
protection scope objects on the server that are
recommended to be excluded by Microsoft.

Some applications on the server may become
unstable when the anti-virus application intercepts or
modifies files. Microsoft Corporation include into the
list of such objects, for example, some domain
controller applications Microsoft Corporation
recommends excluding from the real-time protection
scope these applications as they are not susceptible
to infection. You can view the list of these files on the
Microsoft website at
www.microsoft.com/en/us/default.aspx, article code:
KB822158.
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Parameter Default value Windows Installer Description

modifier and its values
Exclude from|Do not add to|RADMINEXCLUSION=< |Anti-Virus, like the majority of other anti-virus
remote admin |threat  exclusions | value> applications, classifies Remote Administrator utility
programs  from | using mask |4 _ add to threat code as riskware.
processing (Add| not-a-virus: exclusions using mask|When you run Remote Administrator, Anti-Virus
to threat | RemoteAdmin

exclusions using
mask

not-a-virus:
RemoteAdmin®)

not-a-virus:
RemoteAdmin®*.

Anti-Virus will not
perform any actions with
the objects containing
threats detected using
mask named not-a-
virus:RemoteAdmin*.

0 — do not add to threat
exclusions using mask
not-a-virus:
RemoteAdmin*.

Anti-Virus  will perform
actions with the objects

containing threats
detected using mask
named not-a-

virus:RemoteAdmin*.

detects a threat in it and deletes its executable module
from the server drive. Anti-Virus assigns the threat in
these utilities the name not-a-virus:RemoteAdmin*.

If you are planning on using remote administration
utilities after installing Anti-Virus, you can exclude this
threat from being processed by Anti-Virus using the
Add to threat exclusions using mask
not-a-virus:RemoteAdmin* installation setting

You can exclude remote administration utilities from
being processed by the Real-time file protection task
and by on-demand scan tasks after Anti-Virus
installation as well. Add the not-a-virus:RemoteAdmin*
threat to the Anti-Virus trusted area and apply the
trusted area to the required tasks (see Kaspersky
Anti-Virus 6.0 for Windows File Servers Enterprise
Edition. Administrator guide).
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Parameter

Default value

Windows Installer
modifier and its values

Description

Path to the key
being installed
(License key)

\server\ directory in
the distribution kit

LICENSEKEYPATH=
<key file name with full
path to it>

If you saved the key file
into a network folder,
specify full path to the file
in UNC format (Universal
Naming Convention)

By default the installer attempts to find the license key
file with .key extension in the server\ folder of the
distribution kit.

If the \server\ folder contains several key files, the
installer will select a file with the key stamped with the
latest expiration date.

You can save a key file beforehand in the \server\
folder or specific another path to the file using the Key
installation setting. You can install a license key after
finishing Anti-Virus installation instead of during it
using the Administrative Tools you selected (for
example, via the Anti-Virus console in MMC. However,
beware that if while installing Anti-Virus you selected
Enable real-time protection but did not specify a
license key file, Anti-Virus will not immediately begin
scanning objects on the server's file system when it
accesses them after installation.

For more details about Anti-Virus license keys, see
Kaspersky Anti-Virus 6.0 for Windows File Servers
Enterprise Edition the Administrator guide.
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Parameter

Default value

Windows Installer
modifier and its values

Description

Path to the con-
figuration file

Not specified

CONFIGPATH=<name of
the configuration file and
its full path>

Anti-Virus imports the settings from the XML file
defined in the option and created in this version of
Kaspersky Anti-Virus 6.0 for Windows Servers
Enterprise Edition, version 6.0.0.454 or 6.0.1.511.

Anti-Virus does not import passwords from the
configuration file, for example, account passwords for
launch of tasks or passwords for connection to a proxy
server. Once the settings are imported, you will have
to enter all passwords manually.

If you skip the option, after setup the Anti-Virus will
start working with the default settings.
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Parameter

Default value

Windows Installer
modifier and its values

Description

Permission of
network connec-
tions for Kas-
persky Anti-Virus
Console

Disabled

ADDWFEXCLUSION=<v
alue>

1 — allow
0 —deny.

Use the option in cases, when you install the Anti-
Virus Console in MMC (Administration Tools
selection) on another computer running Microsoft
Windows XP with installed SP2 or Microsoft Windows
Vista instead of the protected server. You will be able
to manage the server protection remotely using the
console.

The installer will open in the Microsoft Windows
firewall TCP port 135, allow network connections for
the kavfsrcn.exe executable file of the Anti-Virus
remote management process and enable access to
DCOM applications.

After setup completion add the users who will manage
the Anti-Virus remotely to the KAVWSEE Administra-
tors group on server and, if the server runs Microsoft
Windows Server 2008, allow on that server network
connections for the Kaspersky Anti-Virus management
service (the kavfsgt.exe file). Please refer to section
5.1.2.2 on pg. 67 for instructions.
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Table 5. Uninstall parameters and their modifiers in Windows Installer

Parameter

Default value

Description, Windows Installer modifiers and their possible
values

Restoring quarantined objects

delete

RESTOREQTN =<value>
0 — delete the quarantine content;

1 —restore the contents of the quarantine into the folder specified by
RESTOREPATH parameter

Restoring the content of the
backup storage

delete

RESTOREBCK =<value>
0 — delete the backup storage content;

1 — restore the backup storage contents into the folder specified by
RESTOREPATH parameter

Folder for restored objects

%ALLUSERSPR
OFILE%\Applicati
on
Data\Kaspersky
Lab\KAV for
Windows Servers
Enterprise
Edition\6.0\Uninst
all

RESTOREPATH=<full path to the folder>
Restored objects will be saved to a folder specified in this setting:

Objects from the quarantine will be saved into a nested folder
\Quarantine\.

Objects from the backup storage — into a nested folder \Backup\.
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3.6. Anti-Virus install and uninstall
log

If you install or uninstall Anti-Virus using the Install/Uninstall wizard (i.e. launch
file \server\setup.exe or \client\setup.exe), the Windows Installer service creates
an install (uninstall) log in the "full output" record mode. Log file
kavbwsee_install_<uid>.log" (where <uid> — unique 8-character log identifier) will
be saved into %temp% folder of the user under whose account setup.exe file
was launched.

Note

If folder %temp% for the user under whose account file setup.exe is to be
launched was not defined, the log file will not be created.

If you install or uninstall Anti-Virus from the command line, the install file log will
not be created by default.

In order to install Anti-Virus with the log file to be created on disk C:\, perform the
following command:

msiexec /i kavws.\rkaws.lagl * gn C:

3.7. Changes in the system after
Anti-Virus installation

During installation of Anti-Virus and Anti-Virus console in MMC (Administrative
Tools set) the Windows Installer service will make the following changes in the
computer:

e it will create Anti-Virus folders on the protected server and on the com-
puter on which the Anti-Virus console in MMC is installed;

e it will register the Anti-Virus services;
e it will create an Anti-Virus user group;
o it will register Anti-Virus keys in the system register.

A description of these changes is provided below.
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Anti-Virus folders

Table 6. Anti-Virus folders on the protected server

Folder

Contains

%Anti-Virus folder%; by default:

¢ in the Microsoft Windows 32-bit
version — %Program-
Files%\Kaspersky Lab\Kaspersky
Anti-Virus 6.0 for Windows Servers
Enterprise Edition\;

¢ in the Microsoft Windows 64-bit
version — %Program-
Files(x86)%\Kaspersky
Lab\Kaspersky Anti-Virus 6.0 for
Windows Servers Enterprise
Edition\;

Executable Anti-Virus files (destination
folder specified during the installation)

%Anti-Virus folder %\mibs

Management Information Base (MIB)
files; these files contain description of
counters and traps published by Anti-
Virus via SMNP protocol

%Anti-Virus folder%\x64

64-bit versions of the Anti-Virus
executable files (the folder will be
created only if a 64-bit version of
Microsoft Windows is being installed)

%ALLUSERSPROFILE%\Application
Data\Kaspersky Lab\KAV for Windows
Servers Enterprise Edition\6.0\Data\

%ALLUSERSPROFILE%\Application
Data\Kaspersky Lab\KAV for Windows
Servers Enterprise
Edition\6.0\Settings\

%ALLUSERSPROFILE%\Application
Data\Kaspersky Lab\KAV for Windows
Servers Enterprise Edition\6.0\Dskm\

Anti-Virus service files

%ALLUSERSPROFILE%\Application
Data\Kaspersky Lab\KAV for Windows
Servers Enterprise Edition\6.0\Update\

Files with settings of update sources
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Folder

Contains

%ALLUSERSPROFILE%\Application
Data\Kaspersky Lab\KAV for Windows
Servers Enterprise
Edition\6.0\Update\Distribution\

Updates of bases and application
modules downloaded using task
Download updates (the folder will be
created the first time updates are
downloaded using the Download
updates task)

%ALLUSERSPROFILE%\Application
Data\Kaspersky Lab\KAV for Windows
Servers Enterprise Edition\6.0\Reports\

Reports about execution of tasks and
the system audit log

%ALLUSERSPROFILE%\Application
Data\Kaspersky Lab\KAV for Windows
Servers Enterprise
Edition\6.0\Bases\Current\

A set of bases being currently used

%ALLUSERSPROFILE%\Application
Data\Kaspersky Lab\KAV for Windows
Servers Enterprise
Edition\6.0\Bases\Backup\

Backup copy of the bases; will be
overwritten each time the bases are
updated

%ALLUSERSPROFILE%\Application
Data\Kaspersky Lab\KAV for Windows
Servers Enterprise
Edition\6.0\Bases\Temp\

Temporary files created
execution of update tasks

during

%ALLUSERSPROFILE%\Application
Data\Kaspersky Lab\KAV for Windows
Servers Enterprise
Edition\6.0\Quarantine\

Quarantined objects (default folder)

%ALLUSERSPROFILE%\Application
Data\Kaspersky Lab\KAV for Windows
Servers Enterprise Edition\6.0\Backup\

Objects in the backup storage (default
folder)

%ALLUSERSPROFILE%\Application
Data\Kaspersky Lab\KAV for Windows
Servers Enterprise
Edition\6.0\Restored\

Objects restored from the backup
storage and quarantine (default folder
for restored objects)
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Table 7. Folders created during the installation of Anti-Virus console in MMC

Folder

Contains

%Anti-Virus folder%; by default:

¢ in the Microsoft Windows 32-bit
version —
%ProgramFiles%\Kaspersky
Lab\Kaspersky Anti-Virus 6.0 for
Windows Servers Enterprise
Edition\;

¢ in the Microsoft Windows 64-bit
version —
%ProgramFiles(x86)%\Kaspersky
Lab\Kaspersky Anti-Virus 6.0 for
Windows Servers Enterprise
Edition\

Files from the Administrative Tools set
(the destination folder specified during
the installation of the Anti-Virus console
in MMC);

Anti-Virus services

All Anti-Virus services except the Anti-Virus management services will be started
under the Local System account for any version of Microsoft Windows. Anti-
Virus management service in Microsoft Windows 2003 and higher (including 64-
bit versions) will be launched under account Network Service.

Table 8. Anti-Virus services

Service

Purpose

Kaspersky Anti-Virus Service

Main Anti-Virus service; manages
Anti-Virus tasks and working
processes

Kaspersky Anti-Virus Management
Service

Anti-Virus management service via
MMC console

Script Interceptor Dispatcher

Script monitoring service

Anti-Virus groups

Table 9. Anti-Virus groups

Group Purpose

KAVWSEE
Administrators

A group on the protected server, users of which have full
access to the Anti-Virus management service and to all
Anti-Virus function.
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System register keys

Table 10. System register keys

Modifier

Purpose

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentContr
olSet\Services\KAVFS]

Anti-Virus service settings

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentContr | Anti-Virus event log

olSet\Services\Eventlog\Kaspersky Anti-Virus] settings

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentContr | Script interception

olSet\Services\kavfsscs] dispatcher service settings

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentContr | Kaspersky Anti-Virus

olSet\Services\KAVFSGT] management service
settings

In the Microsoft Windows 32-bit version:

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentContr
olSet\Services\Kaspersky Anti-Virus\Performance]

in the Microsoft Windows 64-bit version:
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentContr

Settings of performance
counters

olSet\Services\Kaspersky Anti-Virus

x64\Performance].

For a 32-bit Microsoft Windows version: | Settings of the "SNMP
[HKEY_LOCAL_MACHINE\SOFTWARE\Kaspersk | protocol support”
yLab\KAVFSEE\SnmpAgent] component

For a 64-bit Microsoft Windows version:

[HKEY_LOCAL_MACHINE\SOFTWARE\Wow643
2Node\KasperskylLab\KAVFSEE\SnmpAgent]

For a 32-bit Microsoft Windows version:

HKEY_LOCAL_MACHINE\Software\KasperskyLa
b\KAVFSEE\6.0\Trace\

For a 64-bit Microsoft Windows version:

HKEY_LOCAL_MACHINE\Software\Wow6432Nod
e\KasperskyLab\KAVFSEE\6.0\Trace\

Tracking log settings
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Modifier

Purpose

For a 32-bit Microsoft Windows version: Dump settings

HKEY_LOCAL_MACHINE\SOFTWARE\Kaspersk
yLab\KAVFSEE\6.0\CrashDump\

For a 64-bit Microsoft Windows version:

HKEY_LOCAL_MACHINE\Software\Wow6432Nod
e\KasperskyLab\KAVFSEE\6.0\CrashDump\

3.8. Anti-Virus processes

The Anti-Virus launches processes described in the following tables.

Table 11. Anti-Virus processes

Filename

Purpose

kavfs.exe

Anti-Virus service process

kavfswp.exe

Anti-Virus working process

kavfsscs.exe

Script interception dispatcher service process

kavtray.exe

Task tray application process

Kavfsgt.exe

Kaspersky Anti-Virus management service process

kavshell.exe

Command line utility process

kavfsrcn.exe

Anti-Virus remote management process




CHAPTER 4. PLANNING
INSTALLATION

Before you commence with the Anti-Virus installation, plan it by performing the
following steps:

Table 12. Planning installation

Step Action

Step 1 | Determine what Administrative Tools you are going to use to manage
Anti-Virus and its settings (see 4.1 on page 37).

Step 3 | Determine which program components you need to install (see section
3.4 on page 19).

Step 4 | Select the method of installation and then install the Anti-Virus using
the selected method (see section 4.2 on page 38).

4.1. Selecting Administrative Tools

Determine what Administrative Tools you are going to use to manage Anti-Virus
and its settings. You can use the Anti-Virus Console in MMC, the command line
of the protected server and the Kaspersky Administration Kit application as the
Anti-Virus Administrative Tools.

Anti-Virus MMC console

The Anti-Virus console in MMC is a dedicate MMC snap-in. You can
manage Anti-Virus via the MMC console installed on the protected server or
on a different computer in the network.

To control protection of several servers on which the Anti-Virus is installed,
you can add several copies of the snap-in in one Anti-Virus console.

Anti-Virus console in MMC is included into the Administrative Tools set of
components.

Protected server command line
You can manage Anti-Virus from the protected server's command line.

The command line utility is included into the set of Anti-Virus program
components.
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Kaspersky Administration Kit

If you use Kaspersky Administration Kit application to ensure centralized
management of the anti-virus protection of computers within your
organization, you can manage Anti-Virus using the Kaspersky Administration
Kit Administration Console.

A set of the Anti-Virus program components includes component "Kaspersky
Administration Kit Network Agent Integration Module". This module ensures
Anti-Virus communication with the Network Agent (for details about Anti-
Virus program components refer to section 3.4 on page 19). Install Module
of integration with Kaspersky Administration Kit Network Agent on the
protected server.

Install Kaspersky Administration Kit Network Agent on each protected
server. It will provide the link between Kaspersky Administration Kit
Administration Server and Anti-Virus on the server. The Network Agent
installation file in included into the Kaspersky Administration Kit distribution
kit folder.

Additionally, install from the Kaspersky Administration Kit Administration
Console the Anti-Virus management plug-in onto the computer on which the
Kaspersky Administration Kit Administration Console is installed. It provides
Anti-Virus management interface via Kaspersky Administration Kit. The plug-
in installation file, kicfginst.exe, is included into the Anti-Virus installation kit.

4.2. Selecting the installation type

You have determined which application components you wish to install (see
section 3.4 on page 19).

Now select the installation type depending on:
e  The network architecture;

e Whether you will have to set special Anti-Virus installation parameters
or you will use the default installation parameters;

e  Whether the installation parameters will be common for all servers or
individual for each server.

For the default list of parameters see section 3.5 on page 22.

You can install Anti-Virus either using the install wizard or by launching an msi
file of the installation package from the command line. You can perform a
centralized remote installation of Anti-Virus using Active Directory group policies
or using the Kaspersky Administration Kit remote installation task.
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Launching the installation wizard
Using the Installation Wizard, you can install:

e  From \server\setup.exe in the distribution kit — Anti-Virus program com-
ponents on each server that you want to protect (see the instructions
in 5.1.1 on pg. 42);

e From \client\setup.exe — Administrative Tools (Anti-Virus console in
MMC) on the computer where you want to manage Anti-Virus (on the
protected server or a different computer in the network). See the in-
structions in 5.1.2 on pg. 56.

You must be included into a group of local administrators on the computer
on which you install the Anti-Virus.

Starting .msi file of the installation package from the command line

By default the file \server\kavws.msi installs all Anti-Virus application
components. You can modify the list of installed components and other
installation parameters using standard modifiers of Windows Installer service
msiexec commands and special Anti-Virus modifiers. After you prepare the
set of keys for one server, you can apply it to all servers on which you wish
to install Anti-Virus with identical installation parameters.

You can also install the Anti-Virus console in MMC onto the protected server
and/or at the at the administrator's workstation by running the file
\client\kavwstools.msi from the command line of this computer.

Examples of commands used for installation of Anti-Virus and Anti-Virus
console in MMC are provided in Chapter 6 on page 90).

You must be included into the local administrators group on the computer on
which you install the Anti-Virus from the command line.

Centralized installation via the Kaspersky Administration Kit

If you use Kaspersky Administration Kit application in your network for
managing anti-virus protection of computers, you can install Anti-Virus on
multiple servers using a remote installation task of the Kaspersky
Administration Kit.

The servers where you want to install Anti-Virus via Kaspersky
Administration Kit may be located in either the same domain as
Administration Server or in a different domain and not belong to any of the
same domains at all.

You can run installation either at server startup or on a working system - in
other words, without needing to restart the server beforehand or log into
Microsoft Windows.
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To learn which rights you must have to install Anti-Virus using this method
and how the installation is performed see Chapter 7 on page 96

Centralized installation using Active Directory group policies

Servers on which you install the Anti-Virus using Active Directory group
policies must be located on the same domain and in the same organizational
unit. Installation is performed at the server startup before logging in into
Microsoft Windows.

Using an Active Directory group policy, you can only install Anti-Virus on a
protected server with the default installation parameters. You also can install
Anti-Virus console on the administrator's workstation.

You must have the administrator's rights on the domain controller from
which you plan install the Anti-Virus. You do not have to register your
account on each server.

Installation using Active Directory group policies is described in Chapter 8 on
page 110.



CHAPTER 5. INSTALLING/UNINS

TALLING ANTI-VIRUS

USING THE
INSTALLATION/UNINSTALLA
TION WIZARD

This chapter contains the following information:

5.1.

Anti-Virus installation, installation of Anti-Virus console in MMC (see 5.1
on pg. 41);

Adding and removing components and repairing Anti-Virus (see 5.2 on
pg. 78);

Uninstalling Anti-Virus, uninstalling Anti-Virus console in MMC (see 5.3
on pg. 83).

Installation using the
installation wizard

This following sections contain information on how to install Anti-Virus and Anti-
Virus console in MMC and perform actions (in the console in MMC)
recommended after installation of Anti-Virus. Follow these steps:

Table 13. Installing using the Installation Wizard

Step Action

Step 1 | Install Anti-Virus, on each server that you want to protect (see 5.1.1 on
pg. 42).

Step 2 | Install Administrative Tools (Anti-Virus console in MMC) on the
computers where you plan to manage Anti-Virus (see 5.1.2 on pg. 56);

Step 3 | Take the steps after installing Anti-Virus (see 5.1.3 on pg. 72).
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5.1.1. Installing Anti-Virus on the
protected server

Before installing Anti-Virus, take the following steps:
o  Make sure no other anti-virus applications are installed on the server.

e Make sure you have sufficient permissions to install Anti-Virus. To in-
stall Anti-Virus, you must be included into the local administrators group
on the computer where you are running the installation wizard.

After you complete these preliminary steps, move on to the installation
procedure.

In order to install the Anti-Virus:

1. On the computer on which you wish to install the Anti-Virus run the
greeting program application file setup.exe.

Note:

You can run the installation program from the installation CD. If you copied
files of the distribution kit on the local drive earlier, make sure that the
structure of the distribution kit files has been preserved.

2. Click the Kaspersky Anti-Virus link in the greeting window (see Figure
1).



Installing/uninstalling anti-virus using the Installation/Uninstallation Wizard 43

| Kaspersky Anti-¥irus 6.0 for Windows Servers Ent

KAJPZR{KKY

Installation Guide

+ Kaspersky Anti-Virus
Administrator’'s Guide

+ Administration Tools

+ Application plugin Anti-virus application schemes

Compare with Kaspersky Anti-Yirus
_ 6.0 for Windows Servers

Application Web site

Kaspersky Lab Web site

+ Microsoft Windows Installer 3.1 Technical support

Release information

Kaspersky Lab 1997-2008

Figure 1. The greeting window

The Anti-Virus installation wizard will open. Following its instructions,
assign the installation settings for Anti-Virus. A description of the
installation settings can be found in 3.5 on pg. 22.

You can stop the Anti-Virus installation process at any step of the
installation wizard. To do so, click Cancel in the installation wizard
window.

3. Press the Next button in the installation wizard's greeting window (see
Figure 2).
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it Kaspersky Anti s 6.0 Setup Wizard ] 4|

Welcome to the Kaspersky Anti-Yirus 6.0 for
Windows Servers Enterprise Edition Setup
Wizard

This wizard will install Kaspersky Anki-Yirus 6.0 For Windows
Servers Enterprise Edition (6.0.2.525) on wour computer.

‘You are advised to close all other applications before
conkinuing.

Click Mext to continue, or Cancel to exit Setup Wizard.

=
o
=
=]
L]
S
=

Cancel |

Figure 2. Installation wizard's greeting window

Carefully read the terms and conditions of the License Agreement in the
License Agreement window (see Figure 3) and check the | accept the

terms of the License Agreement box in order to proceed with the
installation.
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i';‘!rl' Kaspersky Anti-¥irus 6.0 Setup Wizard

License Agreement

Please review the terms of License Agreement SFK

Please read the kext of License Agreement carefully, ¥ou must accept the terms of this
License Agreement in order ko install the product,

() Kaspersky Lab i’
Tel.fax: +7 (495) 797-87-00

Technical support: http: s kaspersky. com/supportinter. htrml

Sales department: salesi@kaspersky.com

wrnewy. kaspersky. com, www.viruslist.com

Standard End User License Agreement

MNOTICE TO ALL USERS: CAREFULLY READ THE FOLLOWANG LEGAL AGREEMENT ;I

¥ 1 accept the terms of the License Aareement

< Back I Mext = I Cancel

Figure 3. The License Agreement window

In the Anti-Virus scan before installation (see Figure 4), select Scan
computer for viruses in order to scan active processes and boot
sectors of local drives for viruses (for more details about this setting

refer to Table 4 on pg. 23).
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i';‘!rl' Kaspersky Anti-¥irus 6.0 Setup Wizard

Anti-virus scan before installation

tMake sure that there are no malicious objects on your computer,

If you wank ko perform anti-virus scan, check the "Scan computer For viruses" box and
press the "Mext" button. &ll active processes will be scanned and possibly deleted from
the memary if they are admitked ko be infected or suspicious.

Moke: an anti-virus scan reguires at least 25 MB free space on the local disk For
temporary files.

SAYE ALL YOUR DATA BEFORE THE SCAN!

< Back I Mext = I Cancel

Figure 4. The Anti-Virus scan before installation

In order to abort the scan, press the Stop button in the Scan in
progress window.

If you selected Scan computer for viruses during the previous step,
then a window with the results of the anti-virus scan (see Figure 5) will
open upon the completion of the scan. In this window you can view
information about scanned server objects: the total number of the
scanned objects, the number of detected types of threats, the number of
detected infected and suspicious objects, the number of infected or
suspicious processes that Anti-Virus deleted from the memory and the
number of infected and suspicious processes that Anti-Virus was unable
to delete.

In order to view which exactly objects were scanned, press the
Processed objects.



Installing/uninstalling anti-virus using the Installation/Uninstallation Wizard 47

Anti-virus scan before installation

it Kaspersky Anti-¥irus 6.0 Setup Wizard B ] 4|
Anti-virus scan resulks,

Anki-virus scan is complete, Results are presented below:

Detected threats count:

Infected objects:

Objects that could not be deleted:
Objects deleted:
Objects pracessed: 894

o
o
Suspicious objects: 1}
o
1]

Processed objects

< Back Mext = Cancel

Figure 5. The anti-virus scan results window

7. In the Installation type window (see Figure 6) select one of the
following options:

e Complete installation on the server to install all Anti-Virus
program components on the server.

Note

The SNMP protocol support component will only be installed on
the protected server if SNMP is installed in Microsoft Windows on
the server.

e Custom installation to manually select components from a list of
Anti-Virus program components (see description of Anti-Virus
components in 3.4 on pg. 19).
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i';‘!rl' Kaspersky Anti-¥irus 6.0 Setup Wizard

Installation type

Please select installation type

n the server:

Select this installation tvpe to ensure protection of server against viruses and other
malicious software, In this case the application will be Fully installz=d on computer with
server version of Microsoft Windows operating system only.

" Custom installation
Select this installation type, if you wish to select which components musk be installed

on this computer, Depending on the type of the operating syskem installed on this
computer some components will nok be available for installation.

< Back Mext = Cancel

Figure 6. The Installation type window

If the computer does not meet the software requirements for installing
the Anti-Virus components, the installation wizard will terminate
installation. A list of software requirements is given in 3.1 on pg. 13.

If you selected installation type Complete installation on the server,
then the installation wizard will check for the presence programs on the
server that are not compatible with the Anti-Virus. If the installation
wizard detects an incompatible application, it will abort the Anti-Virus
installation. A message containing the list of incompatible applications
installed on the server will appear on the screen.

If you selected installation type Complete installation, proceed to Step
9.

If you selected installation type Custom installation, the Custom
installation dialog window will open (see Figure 7).

By default all Anti-Virus components are displayed (see description of
Anti-Virus components in3.4on pg.19). By default all Anti-Virus
components are included into the list of components to be installed. In
order to exclude a component from the list click on a component * . In
order to install a component, select it and click &2 . In order to install a

component and all its subcomponents click on a component and select
=,
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Note

You can exclude from the list an On-demand scan component only
along with the Kaspersky Anti-Virus 6.0 set of components.

i Kaspersky Anti-¥irus 6.0 Uninstallation Wizard

Custom installation
Select application components you wish o inskall.

=1 - | On-demand scan
[=- = = | Real-time protection

: - =1 = | Real-time filz protection

- = - | Scripk monitaring

E‘E,;I Advanced options

i 20 + | Command line utility

- = = | Tray Application ;I

Install application components providing anki-virus protection.

Feature requires OKE on wour hard drive, It has 0 of 3 subfeatures
selected, The subfeatures require OKE on your hard drive,

< Back Install Cancel

Figure 7. The Custom installation window

Note

You can only install the Anti-Virus SNMP counters and traps
component if SNMP is installed in Microsoft Windows on the server. If
the SNMP service is not installed on the protected server, the Anti-Virus
SNMP counters and traps component will not be displayed on the list
of program components in the Custom installation dialog box.

To cancel all changes, select Reset from the Custom installation
window. After you have specified the components, press the Next
button.

The installation wizard will check for programs on the server that are
incompatible with Anti-Virus. If it detects an incompatible program, it will
terminate Anti-Virus installation. A message will pop up that will contain
a list of the incompatible programs installed on the computer.

9. If required, in the Select destination folder window (see Figure 8)
specify a different folder into which the Anti-Virus files will be saved (for
more details on this setting, read Table 4 on pg. 23).
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i';‘!rl' Kaspersky Anti-¥irus 6.0 Setup Wizard

Select destination folder

Select installation folder,

Setup Wizard will install the application to the specified Folder,

Tainstall ko a different Folder, click Browse and select another Folder.

Destination Folder
’7 terprise Edition) Browse. .., |
Disk. | < Back I Mext = I Cancel

Figure 8. The Select destination folder window

After you specify the folder on any of the computer drives you can check
whether the free disk space is sufficient to install selected components onto
this drive. In order to do it, press the Disk button.

This will open the Available disk space (see Figure 9). In this window you
can view the available disk space for the drive onto which you wish to install
the selected Anti-Virus components (Disk space available) and the space
required to install the components (Disk space required).

To close the Available disk space window, press the OK button.
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i';‘!rl' Kaspersky Anti-¥irus 6.0 Setup Wizard

Available disk space
Information about the free disk space on computer hard drives.

Drives with insufficient free space to install the selected components are marked with
special sign. You can delete some Files From such drives, install Fewer components or seleck
another drive For installation.

Disk | Disk size | Disk space av... | Disk space req...
= 4036MEB 1732ME 110ME
4 | i

Figure 9. The Available disk space window

If the space available on the selected drive is insufficient, free some
space on this drive or specify the folder for the Anti-Virus files on the
different server drive in the Select destination folder window.

10. In the Additional installation settings window (see Figure 10), select:

e Enable/disable real-time file protection and script monitoring after
installation;

e Exclude/do not exclude objects on the server that Microsoft
recommends excluding from the protection scope.

e Exclude/do not exclude remote administration programs from being
processed.

e Add / do not add threats using mask no-a-virus:RemoteAdmin* to
the list of trusted area exception rules.

For more details on these installation settings, see Table 4 on pg. 23.
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11.

i"% Kaspersky Anti-¥irus 6.0 Setup Wizard

Additional installation settings

Choose the installation settings that best serve wour needs.

‘e recommend ta turn on real-time protection automatically at application skart,

‘e recommend that you exclude files and Folders recommended by Microsoft
(KBES22158) from the real-time scan scope.

AB V¥ add exclusions specified by Micrasoft

If wou are using remote management tools on the protected server, select the option
check "add to threat exclusions list by not-a-virus: RemoteAdmin® mask”, to exclude this
software bype From scan.

‘o
'-L [~ add to threat exclusions list by not-a-virus:Remotesdmin® mask

< Back I Mext = I Cancel

Figure 10. The Additional installation settings window

If you wish to import Anti-Virus settings from an existing XML
configuration file created in this version of Kaspersky Anti-Virus 6.0 for
Windows Servers Enterprise Edition, version 6.0.0.454 or 6.0.1.511,
specify the configuration file in the Additional installation settings
window (see Figure 11).

Please refer to Table 4 on pg. 23 for details about the option.
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i';‘!rl' Kaspersky Anti-¥irus 6.0 Setup Wizard

Import settings from configuration file

Choose configuration file if it is necessary

ou can choose file created as for the whole applicationk aspersky Anki-Yirus 6.0 For Windows
Servers Enterprise Edition so as only for one component as configuration File. In this case
during the installation of application the chosen values will be set, and for other setting the
default values will be set,

If configuration filz has not been chosen, default values will be set for all Antivirus settings.

Configuration File
’7|C:'|,D0cuments and Settings)Administrator DeskbopiFSEE builds\ent

AttetionlPasswords won't be saved during the import of settings from configuration
file. ¥ou should set passwords again where it's necessary after inskalation.

< Back. Mext = Cancel

Figure 11. The Additional installation settings window

12. In the wizard's License key installation window (see Figure 12),
specify the Anti-Virus key file that you want to install (for more details on
the settings, see Table 4 on pg. 23):

If you saved a key file in the \server\ folder of the distribution kit
beforehand, the name of this file will be displayed in the Key field.
View information contained in the key file in the License key
information field and click the Next button to install the key.

If you want to install a key located in a different folder, specify the
file name of the key and the path to it.
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i'é'- Kaspersky Anti-¥irus 6.0 Setup Wizard ;lglil

License key installation
Select the license key wou want to inskall

—kew

|c:1,uuuunouu.key

—License key information
Murber:
Type:
Usage restrickion:
Restriction type:
End Date:

0000-000000- S0000000

Commetrcial

Processors
09/05/08

< Back. Mext = Cancel

Figure 12. The License key installation window

The License key installation dialog box displays the following in-
formation about the license key being installed:

Field Description
Number Key serial number
Type Key type (beta, trial, or commercial)

Usage restriction

Restriction objects count

Restriction type

Restriction objects

End Date

The date of the license expiration is
calculated by the Anti-Virus; it occurs when
the validity period of the key from the
moment of its activation elapses, but not
later than the date when the key becomes
invalid

13. Press the Install button in the Ready to install window (see Figure 13).
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it Kaspersky Anti-¥irus 6.0 Setup Wizard B ] 4|
Ready to install b,
Ewerything is ready for installation. K

Click Install to install the selected components.
If wou wank to review or change any of wour installation settings, click Back.

Click Cancel to exit the wizard.

Install Cancel

Figure 13. The Ready to install window

The wizard will start installation of the Anti-Virus components. This will
open the Installation in progress window (see Figure 14).

i'é'n Kaspersky Anti-¥irus 6.0 Setup Wizard

Installation in progress...

Please wait while selected components are being installed.

Figure 14. The Installation in progress window
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14. In the Installation complete window (see Figure 15), press the OK
button.

us 6.0 Uninstallation Wizard

Installation Complete

The Install Wizard has successfully installed Kaspersky

Anti-wirus 6.0 For Windows Servers Enterprise Edition on your
camputer,

Press OF in order to close the wizard,

=]
~
=
k-]
wa
&
@
-

Figure 15. The Installation complete window

Once the installation is complete, Anti-Virus will automatically start
performing its functions if you have installed an Anti-Virus key.

To read about actions recommended to be performed after the installation, see
section 5.1.3 on page 72.

To learn how to check the Anti-Virus functionality before its use refer to Chapter
9 on page 114.

5.1.2. Installing the Anti-Virus console in
MMC

To install the Anti-Virus console in MMC, take the following steps:
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Table 14. Installing Anti-Virus console in MMC

Step Action

Step 1 | Using the installation wizard, install the Administrative Tools set on the
computer where you want to manage Anti-Virus (see section
5.1.2.1 on pg. 57).

Step 2 | If you installed the Administrative Tools set on another computer,

configure the additional settings described in on 5.1.2.2 pg. 67.

5.1.2.1. Anti-Virus console in MMC installation

procedure

To install the Anti-Virus console in MMC:

1.

Make sure you have sufficient permissions to install Anti-Virus console
in MMC.

To install the Anti-Virus console in MMC, you must belong to the local
administrator group on the computer where you are running the
installation wizard.

On the computer where you want to install the Anti-Virus console in
MMC, run greeting application file setup.exe.

Note:

You can run the greeting application file from the installation CD. If you
have already copied the files of the distribution kit to a local drive,
make sure that the structure of the distribution kit files has been
preserved.

In the greeting window, click the Administration Tools link (see Figure
16).
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Kaspersky Anti-¥irus 6.0 for Windows Servers Enterprise

» Kaspersky Anti-Virus + Installation Guide
« Administration Tools + Administrator’s Guide

+ Application pl ﬂ E + Anti-virus application schemes

+ Compare with Kaspersky Anti-¥Yirus
_ 6.0 for Windows Servers

% « Application Web site

+ Kaspersky Lab Web site
« Microsoft Windows Installer 3.1 + Technical support
+ Release information

Installing the administration tools and help system,

Kaspersky Lab 1997-2005

Figure 16. The greeting application window
An installation wizard will open. Following its instructions specify the
required settings for the installation of the Anti-Virus console in MMC.

You can stop the installation process at any step of the wizard. To do
so, click Cancel in the wizard window.

4. In the installation wizard greeting window (see Figure 17), click Next.
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rus 6.0 Setup Wizard ] 4|

Welcome to the Kaspersky Anti-Yirus 6.0 for
Windows Servers Enterprise Edition
Administration Tools Setup Wizard

This wizard will install Kaspersky Anki-Yirus 6.0 For Windows
Servers Enterprise Edition Administration Tools (6.0.2.525) on
your compuker,

‘fou are advised to close all other applications before
continging,

Click Mext o continue, or Cancel to exit Setup Wizard,

=
o
=
=]
L]
S
=

Cancel |

Figure 17. Installation wizard greeting window

5. Inthe License Agreement window (see Figure 18) go over the terms of
the License Agreement and select | accept the terms of the License
Agreement in order to proceed with the installation.
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it Kaspersky Anti-¥irus 6.0 Setup Wizard B ] 4|
License Agreement Ty
Please review the terms of License Agreement K

Please read the kext of License Agreement carefully, ¥ou must accept the terms of this
License Agreement in order ko install the product,

() Kaspersky Lab i’
Tel.fax: +7 (495) 797-87-00

Technical support: http: s kaspersky. com/supportinter. htrml

Sales department: salesi@kaspersky.com

wrnewy. kaspersky. com, www.viruslist.com

Standard End User License Agreement

MNOTICE TO ALL USERS: CAREFULLY READ THE FOLLOWANG LEGAL AGREEMENT ;I

¥ 1 accept the terms of the License Aareement

< Back I Mext = I Cancel

Figure 18. The License Agreement window

6. In the Installation type window (see Figure 19), select one of the
following options:

e Complete installation to install the complete set of Administrative
Tools components (including the Anti-Virus console in MMC, help

file, and administrator guide file; a description of the components is
given in 3.4.1 on pg. 20).

e Custom installation manually selects the components from the
list.
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i';‘!rl' Kaspersky Anti-¥irus 6.0 Setup Wizard

Installation type

Please select installation type

o

Select this scenaria if wou plan ko use the computer only For remate administration
on the server, In this case anti-wirus protection will not be included.

" Custom installation
Select this installation type, if you wish to select which components musk be installed
on this computer, Depending on the type of the operating syskem installed on this
computer some components will nok be available for installation.

< Back Mext = Cancel

Figure 19. The Installation type window

If the computer does not meet the software requirements for installing
the Anti-Virus components, the installation wizard will close. A list of
software requirements is given in 3.2 on pg. 16.

If you have selected Complete installation, skip to step 8.

7. If you have selected Custom installation, the Custom installation
window will open (see Figure 20). All Administrative Tools program
components are included into the list of components to be installed by
default. In order to exclude a component from the list, click it and select
X . In order to install a component, click it and select =, In order to

install a component and all of its subcomponents, click it and select
=I8.
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it Kaspersky Anti-¥irus 6.0 Setup Wizard B ] 4|
Custom installation b,
Select: application components you wish to install. K

...... r—Description

(=) ~ | Administration Taols Administration Tools and
[ ,| MMC Snap-In reference materials

= - | Help
1= ~ | Documentation

—Size
Feature requires OKE on your
hard drive, It has 3 of 3
subfeatures selected. The
subfeatures require G399KE
on your hard drive.

Reset | < Back Mext = Cancel

Figure 20. The Custom installation window
To cancel all changes, select Reset from the Custom installation
window.

In the Select destination folder window (see Figure 21), if required,
specify a different folder where the files being installed will be saved.
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i';‘!rl' Kaspersky Anti-¥irus 6.0 Setup Wizard

Select destination folder

Select installation folder,

Setup Wizard will install the application to the specified Folder,

Taoinstall ko a different Folder, click Browse and select another Folder.

terprise Edition Admins Tools, Browse. .., |

"Destination Folder

Disk. | < Back I Mext = I Cancel

Figure 21. The Select destination folder window

After you specify a folder on one of the computer's drives, you can see if
the amount of free space on that drive allows the selected components
to be installed. To do so, click Disk.

The Available disk space window will open (see Figure 22). Here you
can view the available space on the drive where you want to install the
selected components (Disk space available) and the amount of space
required to install them (Disk space required).

In the Available disk space window, click the OK button and the
window will close.
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i';‘!rl' Kaspersky Anti-¥irus 6.0 Setup Wizard

Available disk space
Information about the free disk space on computer hard drives.

Drives with insufficient free space ko install the selected components are marked with
special sign. You can delete some Files From such drives, install Fewer components or seleck
another drive For installation.

Disk | Disk size | Disk space av. .. | Disk space redq...
= ]s] 4056ME 1707ME FMB
4 | i

Figure 22. The Available disk space window

If here is not enough space on the selected drive, free up space on that
drive of specify a folder for the Anti-Virus console files on a different
drive in the Select destination folder window.

If you plan to use the installed Anti-Virus Console in MMC to manage
the Anti-Virus installed on another computer, you should enable in the
Permission of network connections window (see Figure 23) the
checkbox Allow network connections for Kaspersky Antivirus Con-
sole.
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it Kaspersky Anti-¥irus 6.0 Setup Wizard ] 4
Additional installation settings (\;}
Select the most suitable for wou settings _.K

Sek this setting, if vou plan ko manage Kaspersky Anki-Virus 6.0 For Windows Servers
Enterprise Edition, installed on a remate computer, with the console. &s a result
excluzions will be added to Windows Firewall setktings and a remote access ko DCOM
applications will be allowed on this computer.

Comment: TCP port 139 and Antivirus remaote control program
(kavFsrcn.exe) will be added to Windows Firewall exclusions settings

I~ @llow network connections For Kaspersky Ankivirus console!

< Back I Mext = I Cancel

Figure 23. The Permission of network connections window

10. In the Ready to install window (see Figure 24) click the OK button.

i Kaspersky Anti-¥irus 6.0 Setup Wizard B ]

Ready to install
Ewerything is ready for installation.

Click Install o install the selected components.
If you wank ko review or change any of wour installation setkings, click Back.

Click Cancel to exit the wizard.

Install Cancel

Figure 24. The Ready to install window
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The wizard will begin installing the selected components. The
Installation in progress window will open (see Figure 25).

i';‘!rl' Kaspersky Anti-¥irus 6.0 Setup Wizard

Installation in progress...
Please wait while selected components are being installed.

Figure 25. The Installation in progress window

11. In the Installation complete window (see Figure 26) click the OK
button.
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i't‘!rl' Kaspersky A rus 6.0 Setup Wizard il

Installation complete

The Install Wizard has successfully installed Kaspersky
Anti-wirus 6.0 For Windows Servers Enterprise Edition
Adrinistration Tools on vour computer.

Press OK in order to close the wizard,

=
=
=
=
§
=

[T view Release Mates

Figure 26. The Installation complete window

5.1.2.2. Additional settings after installing

Administrative Tools on another computer

If you installed the Anti-Virus console in MMC on another computer rather than
on the protected server, take the following steps in order to enable other users to
remotely manage Anti-Virus on the protected server:

add Anti-Virus users to the KAVWSEE Administrators group on the
protected server (see section 5.1.2.2 on pg. 67);

if the protected server is running Microsoft Windows Server 2008, allow
network connections for the Anti-Virus management service kavfsgt.exe
on this computer (see section 5.1.2.2.2 on pg. 69);

If the remote computer runsMicrosoft Windows XP with installed Service
Pack 1, disable its Windows firewall to open network connections for
the Anti-Virus Console installed on it (please see section 5.1.2.2.3 on
page 70).

If during installation of Anti-Virus Console in MMC on a computer run-
ning Microsoft Windows XP with Service Pack 2 or Microsoft Windows
Vista you have not enabled the option to Allow network connections
for Kaspersky antivirus Console, you will have to allow network con-
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nections for the console manually in the firewall of that host (please see
section 5.1.2.2.4 on page 70).

5.1.2.2.1. Adding Anti-Virus users to the KAVWSEE
Administrators group on the protected server

In order to manage Anti-Virus via the Anti-Virus console in MMC installed on
another computer the Anti-Virus users must have full access to the Anti-Virus
management service (Kaspersky Anti-Virus Management) on the protected
server. By default only users included into the group of local administrators on
the protected server have access to this service.

Note

To learn which services Anti-Virus registers during the installation refer to section
3.7 0npg. 31.

You can grant the right to access the Anti-Virus management service to the
accounts of the following types:

e accounts registered locally on the computer on which Anti-Virus con-
sole in installed. In order to establish a connection, an account with the
same data shall be locally registered on the protected server;

e account registered in the domain in which the computer with the Anti-
Virus console installed is registered. In order to establish a connection
the protected server must be registered within the same domain or with-
in a domain that is in trust relationship with this domain.

During the installation Anti-Virus registers KAVWSEE Administrators group on
the protected server. Users of this group are granted access to the Anti-Virus
management service. You can grant or disallow users access to the Anti-Virus
management service by adding them to the KAVWSEE Administrators group or
removing them from this group. See instructions below.

In order to allow or disallow access to the Anti-Virus management service:

1. On the protected server select Start Y Settings Y Control Panel.
Select Administrative Tools — Computer Management in the
Control panel window.

2. In the Computer Management console expand the Local users and
groups node and then expand the Groups node.

3. Double click the KAVWSEE Administrators group and perform the
following actions in the Properties window:

e in order to allow the user to remotely manage Anti-Virus using the
console, add this user to the KAVWSEE Administrators group;
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e in order to disallow the user to remotely manage Anti-Virus using
the console, remove this user from the KAVWSEE Administrators
group;

4. Press OK in the Properties dialog box.

5.1.2.2.2. Allowing network connections for Anti-
Virus management service on the server
running Microsoft Windows Server 2008

In order to establish connections between console and Anti-Virus management
service it is necessary to allow network connections through the Firewall for
Kaspersky Anti-Virus management service on the protected server.

To allow network connections for Kaspersky Anti-Virus management service:

1. On the protected server running Microsoft Windows Server 2008 select
Start —» Control Panel — Security — Windows Firewall.

2. In the Windows Firewall settings dialog window click Change
settings.

3. In the list of predefined exceptions on the Exceptions tab check the
flags: COM + Network access and Windows Management
Instrumentation (WMI) and Remote Administration.

4. Press the Add Program button.

5. Specify kavfsgt.exe file in the Add a Program dialog window. It is
located in the folder that you have specified as a destination folder
during Anti-Virus console in MMC installation. By default the full path to
the file is as follows:

e in Microsoft Windows 32-byte version: %ProgramFiles%\Kaspersky
Lab\Kaspersky Anti-Virus 6.0 For Windows Servers Enterprise
Edition\kavfsgt.exe;

e in Microsoft Windows 64-byte version:
%ProgramFiles(x86)%\Kaspersky Lab\Kaspersky Anti-Virus 6.0 For
Windows Servers Enterprise Edition\kavfsgt.exe.

Press the OK button.

7. Press the OK button in the Windows Firewall settings dialog window.
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5.1.2.2.3. Enabling network connections for the Anti-
Virus dbt Console in Microsoft
SP1

If the computer with the installed Anti-Virus Console runs Microsoft Windows XP
SP1, you will have to disable Windows firewall on that host to allow network con-
nections for the console:

1. On the computer with the installed Anti-Virus Console in MMC select
Start — Control Panel — Network Connections.

2. Open the context menu of a network connection (e.g., Local Area
Connection) and select its Properties.

3. Use the <Network connection name>: Properties dialog to disable on
the Advanced tab the Protect my Internet connection checkbox.

4. Press the OK button.

5.1.2.2.4. Enabling network connections for the Anti-
Virus ddbt Console in Microsoft W
SP2 or Microsoft Windows Vista

The Anti-Virus console in MMC on the remote computer uses the DCOM protocol
in order to receive information about Anti-Virus events (objects scanned, tasks
completed, etc.) from the Anti-Virus management service on the protected
server.

If the computer with the installed console runs Microsoft Windows XP SP 1 or 2
or Microsoft Windows Vista, you will have to allow network connection via the
firewall on this computer in order to establish connections between the console
and the Anti-Virus management service.

Perform the following steps:

e make sure that anonymous remote access to COM applications (but not
remote launch and activation of COM applications) is allowed and

e in the Windows firewall open TCP port 135 and allow network connec-
tions for the Anti-Virus remote management executable file
kavfsrcn.exe.

Using port TCP 135 the client computer on which Anti-Virus console in
MMC is installed will exchange information with protected server on
which Anti-Virus is installed.
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In order to grant anonymous access to COM applications:

1.

5.

On the computer with the Anti-Virus MMC console installed open the
Component Services console. To do that select Start — Run, type
dcomcenfg and press the OK button.

Expand the Computers node in the Component Services console of
the computer, open the shortcut menu of the My Computer node and
select Properties.

In the COM Security of the Properties dialog box, press the Change
restrictions button in the Access rights group of settings.

Make sure that the Allow remote access box is checked for the
ANONYMOUS LOGON user in the Access Permission dialog box.

Press the OK button.

In order to open TCP port 135 in the Windows firewall and to allow network con-
nections for the executable file of Anti-Virus remote management process.

1.
2.

© N o o

Close Anti-Virus MMC console on the remote computer.
Perform one of the following actions:

e in Microsoft Windows XP SP2 or higher select Start— Control
Panel— Windows Firewall.

e in Microsoft Windows Vista select Start—> Control Panel—
Windows Firewall and click Change settings in Windows
Firewall dialog window.

In Windows Firewall dialog window (or Windows Firewall settings)
press the Add port button on the Exceptions tab.

In the Name field specify the part name RPC (TCP/135) or enter
another name, for example Anti-Virus DCOM and specify port number
(135) in the Port name field.

Select TCP protocol.
Press the OK button.
Press the Add program button on the Exceptions tab.

Specify file kavfsrcn.exe in the Add a program dialog box. It is stored in
the folder that you specified as the destination folder during the
installation of the Anti-Virus console in MMC. By default the full path to
the file is as follows:

e in Microsoft Windows 32-byte version: %ProgramFiles%\Kaspersky
Lab\Kaspersky Anti-Virus 6.0 for Windows Servers Enterprise
Edition Admins Tools\kavfsrcn.exe;
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e in Microsoft Windows 64-byte version:
%ProgramFiles(x86)%\Kaspersky Lab\Kaspersky Anti-Virus 6.0 for
Windows Servers Enterprise Edition Admins Tools\kavfsrcn.exe.

Press the OK button.

. Press OK in the Windows Firewall (Windows Firewall settings)

dialog box.

Note

In order to apply the new connection settings: if the Anti-Virus console
was opened while you were configuring the connection between the
protected server and the computer with the console installed, close the
console, wait for 30-60 seconds (until the Anti-Virus remote
management process kavfsrcn.exe is completed) and then run it again.

5.1.3. Steps to be performed after installing

Anti-Virus

The Anti-Virus starts performing its functions immediately after installation if you
have installed its key. If you selected Enable real-time protection while
installing the Anti-Virus, it will scan the server file system objects when they are
accessed and the code of all scripts when they are run. Anti-Virus will run a
complete scan of the server every Friday at 20:00.

After installing Anti-Virus, we recommend taking the following steps:

configure and run Anti-Virus database updates. After installation,
Anti-Virus will scan objects using the database that comes with the dis-
tribution kit. We recommend updating the Anti-Virus database imme-
diately. To do so, you must configure and run the Application data-
base update task. The database will then be updated every hour ac-
cording to the default schedule (see 5.1.3.1 on pg. 73);

start the full server scan, if before the installation of the Anti-Virus on
the protected server no anti-virus applications with enabled real-time file
protection functions were installed (see 5.1.3.2 on pg. 77).

You can also configure administrator notifications about the Anti-Virus events
(see Kaspersky Anti-Virus 6.0 for Windows File Servers Enterprise Edition.
Administrator's Guide).




Installing/uninstalling anti-virus using the Installation/Uninstallation Wizard 73

5.1.3.1. Configuring and running Anti-Virus
database update tasks

Take the following steps: 1) In the Application database update task, configure
the connection to the update source using Kaspersky Lab's HTTP or FTP update
servers and 2) run the Application database update task.

To configure the connection with the Kaspersky Lab update servers, in the Ap-
plication database update task:

1. Open the Anti-Virus console in MMC: On the computer where you have
installed the set of Administrative Tools, select Start —» Programs —
Kaspersky Anti-Virus 6.0 for Windows File Servers Enterprise
Edition — Administrative Tools— Kaspersky Anti-Virus MMC
console.

Note

If you plan to add to the Anti-Virus console other snap-ins, open
console in the authoring mode: select Start — Programs —
Kaspersky Anti-Virus 6.0 for Windows File Servers Enterprise
Edition — Administrative Tools, open the shortcut menu on
Kaspersky Anti-Virus MMC console application and select Author.

2. If you start the Anti-Virus console on a different computer rather than on
the protected server, connect to the protected server: Open the context
menu on the name of the Anti-Virus snap-in, then select Connect to
another computer, in the Select computer dialog box select Another
computer, and enter the name of the protected server in the input field.

Note

If the user account that you are using to log into Microsoft Windows
does not have sufficient privileges to access Kaspersky Anti-Virus
Management on the server, specify a user account that has such
permissions. For more details on which user accounts you can grant
access to Kaspersky Anti-Virus Management, see 5.1.2.2.1 on pg. 67.

The MMC Anti-Virus console will open (see Figure 27).
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Figure 27. The MMC Anti-Virus console window

In the console tree, select the Update node.

Open the context menu on Application database update and select
Settings.

5. In the Settings: Update dialog box, open the Connection settings tab
(see Figure 28).
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Figure 28. The Connection Settings tab

6. Take the following steps:

a)

b)

If Web Proxy Auto-Discovery Protocol (WPAD) is not configured on
your network to automatically detect proxy server settings in the
LAN, specify the proxy server settings: In the Proxy server
settings group, select Use custom proxy server settings, enter
the address in the in the Address field, and enter the port number
for the proxy server in the Port field.

If your network requires authentication when accessing the proxy
server, select the necessary authentication method in the Proxy
server authentication settings group:
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0 Use NTLM-authentication if the proxy server supports the
built-in Microsoft Windows NTLM authentication. The Anti-
Virus will use the user account specified in the task to access
the proxy server (by default the task will run under the
SYSTEM user account.

0 Use NTLM authentication by name and password if the
proxy server supports the built-in Microsoft Windows NTLM au-
thentication. Anti-Virus will use the user account that you spe-
cify to access the proxy server.

Enter the username and password or select a user from the
list.

0 Use login name and password to select basic authentication.
Enter the username and password or select a user from the
list.

7. Inthe Settings: Application database update dialog box, click OK.

You have configured settings for connecting with the update source in the
Application database update task. Now run this task.

To run the Application database update task:
1. Expand the Update node of the console tree.

2. Open the context menu on the Application database update task and
select the Start command.

The task will start; The task status Running will be displayed in the results
pane (see Figure 29).
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Figure 29. Application database update is running

After the task has successfully completed, you can view the release date of the
latest database updates installed in the Statistics node.

5.1.3.2. Complete server scan
After you update the Anti-Virus database, scan the server for threats using the
Scan My Computer task.
The Scan My Computer node:
1. Open the Anti-Virus console in MMC (see section 5.1.3.1 on pg. 73).
2. Inthe console tree, select the On-demand scan node.

3. Open the context menu on the Scan My Computer node and select
Run.

The task will start. The task status Running will be displayed in the results
pane.

The Full computer scan task can take a long time to complete.
To view a summary report on task performance:
1. Inthe console tree, select the Reports node.

2. In the results pane, find the summary report line on the Scan My
Computer task. To view a detailed report on task performance, open
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the context menu over the summary report on the task and select View
report. For more details about task performance reports, see
Kaspersky Anti-Virus 6.0 for Windows File Servers Enterprise Edition
The administrator guide.

5.2. Adding and removing
components and repairing Anti-
Virus

You can at any time add or remove Anti-Virus components.

If problems occur in Anti-Virus operation (Anti-Virus crashes; tasks crash or do
not start), you can try repairing Anti-Virus. You can restore it with all current
values of Anti-Virus, its functions and tasks preserved or select the mode with
which all Anti-Virus settings will assume their default values.

While using the installation wizard, you may need to close Anti-Virus.
To add or remove Anti-Virus components or repair Anti-Virus:

1. From the Start menu, select All programs — Kaspersky Anti-Virus
6.0 for Windows File Servers Enterprise Edition —» Modify or
remove Kaspersky Anti-Virus 6.0.

2. In the Modify, Repair, or Remove installation window of the
installation wizard (see Figure 30) take the following steps:

e To add or remove individual Anti-Virus components, select Modify
components set;

e To repair Anti-Virus, select Repair installed components;
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i';‘!rl' Kaspersky Anti-¥irus 6.0 Uninstallation Wizard
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" Modify components set
The lisk of the application components installed on your computer has changed.

" Repair installed components
Repairs errors in the most recent installation state - fixes missing or corrupk
files, shortcuts and registry entries.

Uninstalls Kaspersky Anti-Yirus 6.0 For ‘Windows Servers Enterprise Edition Fram
wour computer,

= Back Mext = Cancel

Figure 30. The Modify, repair or remove window

3. If you selected Repair installed components in the window under the
same name (see Figure 31) check the Restore recommended
application settings box in order to restore the default values of the
functions and tasks settings and of the general Anti-Virus settings.
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Figure 31. The Repair installed components window

If you have selected Modify components set, in the Custom
Installation window (see Figure 32), specify the new list of Anti-Virus
components (a description of Anti-Virus program components is listed in
section 3.4 on pg. 19).

By default all installed components will be reinstalled. In order to
exclude a component, click it and select * . In order to install a
component, click it and select &2 In order to install a component and
all of its subcomponents, click it and select =}
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Figure 32. The Custom installation window

5. In the Ready to restore (or Ready to install) window , if you selected
change of the component's structure (see Figure 33) click the Install
button to run installation / repair.
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i'é'- Kaspersky Anti-¥irus 6.0 Uninstallation Yizard
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Figure 33. The Ready to restore window

If you need to reboot the server after installation / repair, the
Installation complete window will display the Restart the computer
now checkbox (see Figure 34). If do not want to reboot, deselect
Restart the computer now.
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Figure 34. The Installation complete window

5.3. Installing using the
installation/uninstall Wizard

This section describes how use the Installation/ Uninstall Wizard to remove:
e  Anti-Virus from protected server (see 5.3.1 on pg. 83);

e Anti-Virus console in MMC (the Administrative Tools set) (see 5.3.2 on
pg. 87).
5.3.1. Removing Anti-Virus from the
protected server

You can uninstall Anti-Virus from the protected server using the Installation/
Uninstall Wizard.

You may need to restart the server after uninstalling Anti-Virus from the
protected server. You can postpone rebooting.
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To uninstall Anti-Virus:

1.

From the Start menu, select All programs — Kaspersky Anti-Virus
6.0 for Windows File Servers Enterprise Edition —» Modify or
Remove Kaspersky Anti-Virus 6.0.

In the Modify, repair, or Remove Installation window of the
installation wizard (see Figure 35), select Remove program
components.

i Kaspersky Anti-¥irus 6.0 Uninstallation Wizard

Modify, Repair or Remove installation
Seleck the operation you wish to perform,

" Modify components set
The lisk of the application components installed on your computer has changed.

" Repair installed components
Repairs errors in the most recent installation state - fixes missing or corrupk
files, shortcuts and registry entries.

Uninstalls Kaspersky Anti-Virus 6.0 for Windows Servers Enterprise Edition From

wour computer,

= Back Mext = Cancel

Figure 35. The Modify, Repair, or Remove Installation window

In the Additional uninstallation settings window (see Figure 36), if
necessary, check the checkboxes to export the content of the
quarantine and of the backup storage into a special folder on the server
or another folder you specified (for more details about these settings
refer to Table 5 on pg. 30).
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Figure 36. The Additional uninstallation settings window

Note

Make sure that real-time file protection in the folder you specified is
disabled.

4. In the Ready to uninstall window (see Figure 37), click the Uninstall
button to remove Anti-Virus.
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i';‘!rl' Kaspersky Anti-¥irus 6.0 Uninstallation Wizard

Ready to uninstall
Please confirm that everything are ready to uninstallation.

Click Uninstall to beqin the uninstallation.
If wou wank to review or change any of your uninstallation settings, click Back.

Click Cancel to exit the wizard.

Uninstall Cancel

Figure 37. The Ready to uninstall window

5. If you need to reboot the server after uninstalling Anti-Virus, the
Uninstallation complete window will display the Restart computer
now checkbox (see Figure 38). If do not want to reboot, deselect
Restart computer now.
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Figure 38. The Uninstall complete window

6. Inthe Uninstallation complete window, click the OK button.

5.3.2. Uninstalling Anti-Virus console in
MMC

You can uninstall the Anti-Virus console in MMC from the computer using the

installation / uninstall wizard.

You do not need to reboot after uninstalling the console.

To remove Anti-Virus console in MMC:

1. From the Start menu, select All programs — Kaspersky Anti-Virus
6.0 for Windows File Servers Enterprise Edition —» Administrative
Tools — Modify or remove Kaspersky Anti-Virus 6.0.

2. In the Modify, Repair, or Remove installation window of the

installation wizard (see Figure 39), select Remove program
components.
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i';‘!rl' Kaspersky Anti-¥irus 6.0 Uninstallation Wizard
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Figure 39. The Modify, repair, or Remove Installation window

3. In the Ready to uninstall window (see Figure 40), click the Uninstall

button to remove the Anti-Virus console in MMC.

{i& Kaspersky Anti-¥itus 6.0 Uninstallation Wizard

Ready to uninstall

Flease confirm that everything are ready to uninstallation,

Click Uninstall ko begin the uninstallation,

If you wank ko review or change any of your uninstallation settings, click Back,

Click Cancel to exit the wizard,

Uninstall | Cancel

Figure 40. The Ready to uninstall window
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4. In the Uninstallation complete window (see Figure 41), click the OK
button.

us 6.0 Uninstallation Yfizard

Uninstallation complete

Uninstallation Wizard has successfully removed Kaspersky
Anti-Yirus 6.0 For Windows Servers Enterprise Edition
Adrinistration Tools from your computer.

Click, O, to exit the Wizard,
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>

Figure 41. The Uninstallation complete window



CHAPTER 6. UNSTALLATION
AND UNINSTALLATION
FROM THE COMMAND LINE

This chapter contains the following information:

e About installing and uninstalling Anti-Virus from the command prompt
(see 6.1 on pg. 90);

e Examples of commands for installing Kaspersky Anti-Virus and actions
to be performed after the installation (see 6.2 on pg. 91);

e Examples of commands for adding and removing Anti-Virus compo-
nents (see 6.3 on pg. 94);

e Examples of commands for uninstalling Anti-Virus (see 6.4 on pg. 95).

6.1. About installing and uninstalling
Anti-Virus from the command
line

From the command line of the protected server, you can install and uninstall Anti-
Virus and add or remove components by running the \server\kavws.msi installer
package using the msiexec command of the Windows Installer service and its
standard modifiers, as well as special Anti-Virus modifiers.

When you run \client\kavwstools.msi, you can install the set of Administrative
Tools set (MMC Anti-Virus console) to manage Anti-Virus on the protected server
locally or remotely.

To learn how to use the standard commands and modifiers of the Windows
Installer service, see the documentation provided by Microsoft.

Note

To install Anti-Virus on a computer, you must belong to the local administrator
group.
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If you run the file \server\kavws.msi on the protected server without additional
keys, Anti-Virus will be installed with the default installation settings as listed in
Table 4 on pg. 23.

By default all Anti-Virus program components are installed. You can assign a set
of components to be installed using the ADDLOCAL modifier by listing the codes
for the selected components or sets of components as its values (a description of
Anti-Virus program components and their codes is listed in 3.4 on pg. 19).

6.2. Anti-Virus installation

This section contains the following information:

e example of commands used to install Anti-Virus (see section 6.2.1 on
pg. 91);

e actions to be performed after the Anti-Virus installation (see section
6.2.2 on pg. 93).

6.2.1. Example of commands used to install
Anti-Virus

This section contains examples of commands for installing Anti-Virus using
execution of msi file and the installation package run file setup.exe from the
command line.

Note

On computers running a 32-bit version of Microsoft Windows, run the files from
the x86\ folder of the distribution kit, and for computers running a 64-bit version
of Microsoft Windows, run the files from the x64\ folder of the distribution kit.

Examples for Anti-Virus installation from file setup.exe
Run the following files:
e setup.exe from file \x86(x64)\server — to install Anti-Virus;

e setup.exe from file \x86(x64)\client — to install Anti-Virus console from
MMC;

In order to install all Anti-Virus application components with the default installa-
tion settings in silent mode (see description of components in section 3.4.1 on
page 20, 3.4.2 on page 21).

\ x 8\Gserver \ setup.exe /s
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or
\ X 6 Mserver \ setup.exe /s

In order to install Anti-Virus with the following components and installation set-
tings using the /p modifier:

e install only components Real-Time File Protection and On-Demand
Scan without component Script Monitoring (see description of settings
and their keys in Table 4 on page 23);

e do not start real-time file protection and script monitoring when starting
Anti-Virus;

e do not exclude from the scan files recommended for exclusion by Mi-
crosoft Corporation;

perform the following command:

\x 8¥%server \setup. exe [/ p“ ADDLOCAL=0Oas RUNRTP=0

ADDMSEXCLUSI ON=0"

or

\x64\server \setup. exe [/ p“ ADDLOCAL=0Oas RUNRTP=0

ADDMSEXCLUSI ON=0"

In order to install Anti-Virus, by saving the installation log file under name
kavws.log into the folder, in which the msi file of the Anti-Virus installation pack-
ages stored:

\ x86\ server \ setup.exe /l kavws.log
or
\ x64\ server \ setup.exe /l kavws.log
Examples of commands for installation of msi file
Run the following files:
e  kavws.msi — to install Anti-Virus;
e kavwstools.msi — to install Anti-Virus console in MMC.

In order to install Anti-Virus with the default install installation parameters in the
silent mode:

msiexec /i kavws.msi /gn

In order to install Anti-Virus with the default installation parameters, to display the
installation interface

msiexec /i kavws.msi /gf
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In order to install Anti-Virus with license key C:\0000000A.key:
msiexec /i kavws.msi LICENSEKEYPATH=C: \ 0000000A.key /gn

In order to install Anti-Virus with the preliminary scan of the active processes and
boot sectors of the local computer drives.

msiexec /i kavws.msi PRESCAN=1 /gn

In order to install Anti-Virus and save its files into destination folder C:\WSEE:
msiexec /i kavws.msi INST ALLDIR=C: \ WSEE /gn

In order to install Anti-Virus, save the installation log file with name kavws.log
(into the folder in which the msi file of the Anti-Virus installation package s
stored):

msiexec /i kavws.msi /I*v kavfs.log /gn

In order to install Anti-Virus console in MMC:
msiexec /i kavwstools.msi fgn

6.2.2. Actions to be performed after the
installation

If you specified an key file when installing Anti-Virus and selected Enable real-
time protection, immediately after installation Anti-Virus will scan objects on the
server's file system when they are accessed and the code of scripts that are
executed. Every Friday at 20:00, Anti-Virus will launch a full scan of the server.

We recommend taking the following steps after installing Anti-Virus:

e Start the Anti-Virus database update task. After installation, Anti-
Virus will scan objects using the database that was included in its distri-
bution kit. We recommend updating the Anti-Virus database immediate-
ly. To do so, you must run the Application database update task. The
database will then be updated every hour according to the default sche-
dule.

You can run the Application database update task by running the
following command:

KAVSHELL UPDATE /KL /PROXY:proxy.company.com:8080
JAUTHTYPE:1 /PROXYUSER:inetuser /PROXYPWD:12 3456 - in
order to retrieve Anti-Virus database update from Kaspersky Lab update
server; connect to the update source through the proxy server (proxy
server address: proxy.company.com, port: 8080); to access the server,
use the built-in Microsoft Windows NTLM authentication with the
username: inetuser, password: 123456).
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For more details on managing Anti-Virus from the command line, see
Kaspersky Anti-Virus 6.0 for Windows File Servers Enterprise Edition
The administrator guide.

e Run a full scan of the server if no anti-virus software was installed on
the protected server before installing Anti-Virus, with real-time file pro-
tection enabled.

For example, you could run the following command:

KAVSHELL FULLSCAN /W:fullscan.log — run the Scan My
Computer on-demand scan task; the report on task events is saved in
fullscan.log in the current folder.

A full scan of the server can take a long time to complete.

e Configure administrator notifications on Anti-Virus events (see
Kaspersky Anti-Virus 6.0 for Windows File Servers Enterprise Edition.
The administrator guide).

6.3. Adding/removing components.
Sample commands

If Anti-Virus is already installed and you are adding components, list both the
codes for the components that you want to install and the codes for the
components already installed in the list of values for the ADDLOCAL modifier.
Otherwise the components already installed will be removed.

For a description of Anti-Virus components and their codes, see 3.4 on pg. 19.

Note:

The Kaspersky Anti-Virus 6.0 Core component is installed automatically. You do
not need to specify it in the list of ADDLOCAL key values by adding or deleting
Anti-Virus components.

To add the ScriptChecker component to the Kaspersky Anti-Virus 6.0 Core and
RTP components installed, run the following command:

msiexec /i kavws.msi ADDLOCAL=0as,ScriptChecker /gn
or
\x 8\Gserver \setup. exe

s |/ p*“ ADDLOCAL=0Oas, Scrip
\x 6Mserver \set up. exe s I p

“ADDLOCAL=0Oas, Scrip
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6.4. Removing Anti-Virus. Sample
commands

You can uninstall Anti-Virus from the command line.

To uninstall Anti - Virus from the protected server:
msie xec /x kavws.msi

To remove the Anti-Virus console in MMC from the computer:
msiexec /x kavwstools.msi



CHAPTER 7. INSTALLING AND
UNINSTALLING ANTI-VIRUS
VIA THE KASPERSKY
ADMINISTRATION KIT
ADMINISTRATION CONSOLE

This chapter contains the following information:

e  General information on installing Anti-Virus using Kaspersky Administra-
tion Kit (see 7.1 on pg. 96);

e rights required to install or uninstall Anti-Virus (see 7.2 on pg. 97);
¢ Installing Anti-Virus (see 7.3 on pg. 98);
¢ Installing the Anti-Virus console in MMC (see 7.4 on pg. 107);

e Actions to be performed after installing Anti-Virus (see 7.3.2 on pg.
101);

¢ Deleting Anti-Virus (see 7.5 on pg. 109).

7.1. General information on
installing via Kaspersky
Administration Kit

You can install the Anti-Virus using Kaspersky Administration Kit Administration
Console:

e on any number of computers;

Computers on which you wish to install the Anti-Virus may be located in
the same domain with the Kaspersky Administration Kit Administration
Sever or in another domain or may not belong to any domain.
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e by creating and running a group or a global remote installation
task;

The Anti-Virus will be installed with the same parameters on all
computers specified in the task.

You can combine all servers into one administration group and then
create a group task to perform Anti-Virus installation onto the servers of
this group.

Alternatively you can create a global remote installation task. When you
create this task you will have to create a list of computers on which the
Anti-Virus will be installed.

o based on the installation package file server\kav.kpd, included into
the Anti-Virus distribution kit.

You can run remote installation of Anti-Virus on the server without disrupting
server operations - in other words, without needing to restart the server
beforehand or log into Microsoft Windows. This method of installation is called
Push installation. You can also remotely install Anti-Virus on the server when
the server user is logging into Microsoft Windows. This method of installation is
called Startup script installation. You can install Anti-Virus using this method if
all computers are in the same domain (not necessarily in the same domain as
the Administration Server) by specifying in the remote installation task an
account that has Domain Admin rights.

7.2. Rights to install or uninstall
Anti-Virus

The account you will specify in the remote installation (removal) task must be
included into the local administration group on each of the protected servers in all
cases except those described below:

e if the Kaspersky Administration Kit Network Agent is already installed on
computers on which you wish to install Anti-Virus (no matter which do-
main the computers are located and whether they belong to any do-
main);

Note

If the Network Agent is not yet installed on the servers, you can install
it along with Anti-Virus using a remote installation task. To install the
Network Agent, the account you will specify in the task must be
included into a group of local administrators on each of the servers.
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e if all computers on which you wish to install the Anti-Virus are in the
same domain as the Administration Server and the Administration
Server is registered under the Domain Admin account (if it has the lo-
cal administrator's rights on the computers within the domain)

In the cases described about select Default account in the remote
installation task.

7.3. Installing Anti-Virus via
Kaspersky Administration Kit

This section contains the following information:
e Anti-Virus installation procedure (see section 7.3.1 on page 98);

e actions to be performed after the installation (see section 7.3.2 on page
101).

7.3.1. Anti-Virus installation procedure

This section provides an overview of Anti-Virus installation using a remote
installation task from Kaspersky Administration Kit.

Note

For more details on how to create an installer package and a remote installation
task, see the Kaspersky Administration Kit Implementation Guide.

If you want to administer Anti-Virus via Kaspersky Administration Kit in the future:

e on the computer where Kaspersky Administration Kit Administration
Console is installed, install the Anti-Virus management plug-in
(kIcfginst.exe in the Anti-Virus distribution kit);

e if Kaspersky Administration Kit Network Agent is not installed on the
protected servers you can install it along with the Anti-Virus using a re-
mote installation task.

You can also combine servers into an administration group beforehand in order
to later manage the protection settings using Kaspersky Administration Kit group
policies.
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In order to install the Anti-Virus using the remote installation task (overview):

1.

In the Remote installation node of the Administration Console create a
new installation package and select file kavws.kpd of the distribution kit
as the installation package.

If required, change the set of the Anti-Virus components to be installed
and/or the installation settings in the properties of the installation
package created. By default all program components of the Anti-Virus
(see section 3.4.1 on page 20) with installation settings described in
section 3.5 on page 22 will be installed.

In the administration console select the Remote installation node; in
the result pane open the shortcut menu on the Anti-Virus installation
package created and select Properties. Perform the following actions in
the Installation package dialog box on tab Settings (see Figure 42).

a) Inthe Components to be installed group of settings check boxes
next to the names of the Anti-Virus components you wish to install.

b) In order to indicate a destination folder other than the default one,
specify the name of the folder and the path to it in the Destination
folder field.

The path to the destination folder may contain environment
variables. If such folder does not exist on the server, it will be
created. For more details about this setting refer to Table 4 on page
23.

c) Inthe Advanced settings group of parameters select:

o perform / do not perform an anti-virus scan of the computers
before the installation;

0 include / do not include real-time file protection and script
monitoring after the installation;

0 exclude / do not exclude from the protection scope objects on
the server which Microsoft Corporation recommends to ex-
clude;

0 add / do not add to the rule exception list of the trusted area
threats with name mask not-a-virus:RemoteAdmin*.

a) If you wish to import the Anti-Virus settings from an existing confi-
guration XML file created in this version of Kaspersky Anti-Virus 6.0
for Windows Servers Enterprise Edition, version 6.0.0.454 or
6.0.1.511, specify that configuration file in the Configuration file
field.
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d) Please refer to Table Table 4 on page 23 for details about the
option.

e) Inthe Installation package dialog box press the OK button.

New remote installation_1 Properties 2 x|

General

i~ Installed components

On-demand scan

Feal-time file pratection

Script monitaring

K.azpersky Admiriztration Eit Integration
Performance counters

O SHMP protocol support

Command line wtility

Tray Application

i~ Destination Folder

IXPlogramFilesX\Kaspersk}l Labhk.aspersky Anti-¥inus 6.0 for Windows 5

—Additional installation settings
[~ Perform computer szan before installation
¥ Tum on realtime protection after installation

[V Add exclusions specified by Microzoft

[~ Add to threat exclusions list by not-a-wirug: R emaoteddmin® mazk

kK I Cancel Loply

Figure 42. The Installation Package Properties dialog box, the Settings tab

3. Create a task of remote installation of the Anti-Virus onto selected
computers (group). In the task:

e select the Anti-Virus installation package created based on file
kavws.kpd;

e if you plan to manage the Anti-Virus via the Kaspersky
Administration Kit and Kaspersky Administration Kit Network Agent
still has not been installed on the servers, you can install it now:
check box Install with Network Agent in the Advanced window of
the wizard.

e select the required installation method:

0 in order to perform the installation without the need to restart
the server in advance or to log in into Windows, specify the En-
forced installation method.
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o in order to perform installation at the server user's logging in in-
to Microsoft Windows, specify the installation method Startup
script installation;

Note

You can only run installation using Startup script installation
method if all the computers where you want to install Anti-Virus
are located in one domain (not necessarily in the same domain as
the Administration Server) by specifying in the remote installation
task an account that has Domain Admin rights.

e If you selected the Startup script installation mode in the
Settings window, specify computer users whose logging into
Microsoft Windows will cause installation of Anti-Virus;

¢ In the Account window specify an account under which the task
will be executed. If you selected the Startup script installation
mode, specify an account that has Domain Admin rights:
Kaspersky Administration Kit will use this account to modify the
script for starting up computers of the users you have specified in
the Settings window.

4. Start the created remote installation task.

To learn what actions are recommended after installation is complete, see
7.3.2 on pg. 101.

To learn how to test Anti-Virus functionality before using it, see Chapter 9 on
pg. 114.

7.3.2. Actions to be performed after
installation of Anti-Virus

After Anti-Virus is installed we recommend that you update Anti-Virus bases on
the servers and perform a full sever scan if before the Anti-Virus installation no
anti-virus applications with enabled real-time protection function were installed on
the servers. You can perform the following actions.
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Table 15. Actions to be performed after Anti-Virus installation
via Kaspersky Administration Kit

Step

Action

Step 1

Create a new policy for a group of servers: in the new policy creation
wizard specify the Administration Server as the update source, specify
common security settings for the on-demand scan tasks (see section
7.3.2.1 on pg. 102).

Step 2

In the properties of the created policy, on tab System tasks disable
scheduled launch of on-demand system scan tasks on the group
servers (see section 7.3.2.2 on pg. 103).

Step 3

Create a group task Updating application bases (see section 7.3.2.3
on pg. 104). Run this task.

Before launching a task make sure that Kaspersky Administration Kit is
receiving bases updates of types "Threat Signatures" and "Additional
list of revoked licenses": in the Administration Console open the
shortcut menu on the Update node, select the Updates Downloading
Settings commands and press the Updates Structure button in the
Properties dialog box in order to open the Updates Structure dialog
box.

Step 4

Create a group on-demand scan task Full computer scan task (see
section 7.3.2.4 on pg. 105). The Kaspersky Administration Kit
application will evaluate the security status for each server in the group
based on the results of the execution of this task rather than the Full
computer scan task. Launch this task.

You can
events (

also configure the administrator's notifications about the Anti-Virus
see document Kaspersky Anti-Virus 6.0 for Windows File Servers

Enterprise Edition. Administrator's Guide).

7.3.2.

1. Creating a policy

In order to create a policy for a group of servers on which Anti-Virus is installed.

2.
3.

First combine protected servers into an administration group.

In the Administration Console expand the Groups node and then
expand the administration group for the servers of which you wish to
create a policy.

In the shortcut menu of the nested node Policies select command
Create (or New) — Policy.
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10.

11.

This will open a policy creation wizard window.

In the entry field of the Policy name window enter the name of the
policy being created (it cannot contain symbols “* <:> 2\ /]).

In the Application window in the Application list select Kaspersky
Anti-Virus 6.0 for Windows File Servers Enterprise Edition.

In the Create policy window select Active policy so that the policy
applies immediately after its creation.

In the Real-time protection window press the Next button (you can
define the real-time protection settings in the policy later).

In the On-demand scan window set the lock E so that the policy
defines the security settings in the on-demand scan tasks. By default
the Recommended security level is set.

In the Update window select the Kaspersky Administration Kit
Administration Server as the update source and set the lock E.

Press the Finish button in the Policy Creation Wizard Complete
window.

7.3.2.2. Disabling scheduled launch of the

system on-demand scan tasks on the
group servers

In order to disable scheduled launch of the system on-demand scan tasks on the
group servers:

1.

In the Administration Console tree expand the Groups node, expand
the group of servers on which you installed Anti-Virus and expand the
nested Policies node.

In the result pane open the shortcut menu on the name of the policy
created and select the Properties command.

In the dialog box Policy properties open tab System tasks and
uncheck the On-demand scan tasks in the Running system tasks
group of parameters

Press the OK button.
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7.3.2.3. Creating and launching the Update

application bases group task

After you have defined the update source by the policy, create an Update
application bases group task and launch it. When you are creating this task you
can configure its scheduled launch as Run task each time the administration
server receives the updates.

In order to create a group task for updating the bases:

1.

Start the group task creation wizard: in the Administration console
select a group for the servers of which you wish to create a task, open
the shortcut menu on the nested folder Group tasks and select Create
(or New) — Task.

Enter the name of the task in the Task Name field of the task creation
wizard, for example Updating bases on the group servers.

Select Kaspersky Anti-Virus 6.0 for Windows File Servers
Enterprise Edition from the Application list in the Application
window; in the Task Type list select the type of the task being created:
Update application bases.

In the Schedule window (see Figure 43) configure the launch of the
task immediately upon the receipt of the updates by the Administration
Server: check the Run by the schedule box and select At anti-virus
database update from the Frequency list.
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New task wizard x|

Schedule o
Task running schedule zettings defining.

—Schedule settings

¥ Run by the schedule

Frequency: AL anki-virus datak ’ j
Hourly
r Task start settings —|Daily
w'eekly

S Ak application startup

Start kime:

Start From IWednesday, June 04, 2008 j

Additional. .. |
< Back I Hext > I Cancel | Help |

Figure 43. The Schedule window

5. Press the Finish button in the final window of the task creation wizard.

The task you created will be displayed in the Task dialog box. Run it.

Note

Before you launch the task, make sure that the Kaspersky
Administration Kit application receives updates of the types “Threat
signatures” and “Additional list of recalled licenses”: in Administration
console open the context menu on the Update node, select the Update
settings command and press the Update List button in the Settings
dialog window in order to open the Update List dialog.

7.3.2.4. Creating and launching a group server
scan task and assigning the Full computer
scan task status to it.

In order to create a group server scan task and assign the Full computer scan
task status to it:

1. Launch the group task creation wizard: in the Administration Console
tree select a group for which servers you wish to create a task, open the
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shortcut menu on the nested folder Group tasks and select New —
Task.

2. In the Task name window of the task creation wizard enter the task
name, for example "Full scan of the group servers".

3. In the Application window, in the Application list, select Kaspersky
Anti-Virus 6.0 for Windows File Servers Enterprise Edition, select
On-demand scan as the type of the task being created in the Task
Type group of parameters.

4. Create the scan area in the Scan scope window.

By default the scan area include the My Computer predefined area.
This area includes all objects of the file system of the server (see Figure
44).

New task wizard |

Scan zcope o
Or-demand scan scope creation.

—Scan scope

J My Computer add...

Delete |
Setkings. .. |

W Execuke task in the backgroond:
I apply trusted zone

™ Consider task execution as a full computer scan

< Back I Mext » I Cancel Help

Figure 44. The Scan scope window of the task creation wizard

5. Check the Consider task execution as a full computer scan box in
the Scan scope window.

6. Inthe Schedule window configure the task schedule settings:
a) Check the Start task according to schedule box.

b) Specify the frequency for the task launch, for example, in order to
execute the task once a week, select Weekly in the Launch
Frequency list and specify 1 in the Every <number> weeks in the
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Task Launch Settings group of settings. Specify weekdays on
which the task will be launched (by default the task will be launched
on Mondays);

c) Specify the time for the task launch in the Start at field.
d) In the Start on field specify the current date as the date when
schedule will be applied.
e) Press the OK button.
7. Press the Finish button in the final window of the task creation wizard.

The task created will be displayed in the Tasks dialog box. Run it.

7.4. Installing Anti-Virus console in
MMC

This section contains brief instructions on installing the Anti-Virus console in
MMC using a Kaspersky Administration Kit remote installation task.

Note

For more details on creating an installation package and a remote installation
task see document Kaspersky Administration Kit. Implementation Guide.

In order to install the Anti-Virus Console in MMC using a remote installation task
(brief instruction):

1.

In the Remote installation node of the Administration Console create a
new installation package based on file client\setup.exe. While creating a
new installation package:

in the Applications window select Create an installation package
for an application specified by the user and select file
client\setup.exe from the distribution kit folder of the corresponding
number of bits as per the version of the Microsoft Windows (folder
x86\ - for a 32-bit Microsoft Windows version; folder x64\ - for a 64-
bit Microsoft Windows version).

If required, in the Executable file launch settings field, modify the
set of components to be installed using ADDLOCAL maodifier of the
Windows Installer service (see description of the Anti-Virus pro-
gram components in section 3.4.1 on pg. 20) and change the desti-
nation folder.
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For example, enter the following line:
/p"ADDLOCAL=Core INSTALLDIR=C: \ KasperskyConsole"

in order to install only the Anti-Virus console in MMC without instal-
ling the help file and the documentation and to save the Anti-Virus
files in folder C:\Kaspersky Console.

Create an Anti-Virus console remote installation task onto the selected
computers (group). In the task:

select the installation package created based on file
client\setup.exe.

Select the installation method in the Installation method window:

0 in order to perform installation without a need to restart the
server or log in into Microsoft Windows, select Enforced in-
stallation;

o0 in order to perform installation when logging in into Microsoft
Windows, select Startup script installation.

Note

You can perform installation using the Startup script
installation method only if all computers on which you wish to
install Anti-Virus are combined into the same domain (nor
necessarily into the same domain with the Administration
Server) by specifying in the remote installation task an account
with the Domain Administrator's rights.

If you selected the Startup script installation mode, specify
computer users whose logging into Microsoft Windows will cause
installation of Anti-Virus;

In the Account window specify an account under which the task
will be executed. If you selected the Startup script installation
mode, specify an account that has Domain Admin rights:
Kaspersky Administration Kit will use this account to modify the
script for starting up computers of the users you have specified in
the Settings window.

Run the remote installation task created. The Anti-Virus console in
MMC will be installed onto the computers specified in the task.
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7.5. Uninstalling Anti-Virus via the
Kaspersky Administration Kit

In order to uninstall the Anti-Virus, create and run the application removal task in
the Kaspersky Administration Kit Administration Console.

In the task select the required uninstall method (the same way you selected the
installation method, see previous section) and specify the account under which
the Administration Server will contact the computers (see section 7.2 on pg. 97).
You can uninstall Anti-Virus only with default uninstall parameters (see section
3.5 on page 22).



CHAPTER 8. ANTI-VIRUS
INSTALLATION AND
UNINSTALLATION
THROUGH THE ACTIVE
DIRECTORY GROUP
POLICIES

This chapter contains the following information:

e Installing Anti-Virus via Active Directory group policies (see 8.1on
pg. 110);

e Uninstalling Anti-Virus via Active Directory group policies (see 8.3 on
pg. 112).

8.1. Installation through Active
Directory group policies

You can install Anti-Virus onto several servers through the new or existing group
policy Active Directory. You can install the Anti-Virus console in MMC in the
same fashion.

In order to install Anti-Virus use file kavws.msi of the installation package, in
order to install Anti-Virus console in MMC use file kavwstools.mis.

Computers on which you wish to install Anti-Virus (Anti-Virus console in MMC)
must satisfy the following conditions:

e all computers must be within one domain and in one organizational unit;

e operating systems on the computers must be of the same version (ei-
ther 32-bit or 64-bit).
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Note:

You must have administrator permissions on the domain controller from which
you plan install the Anti-Virus or Anti-Virus console in MMC.

General recommendations on the installation:

Check the DNS server settings in advance.. Using ping command, con-
nect from each server with the domain controller and vice versa from
the domain controller with each server.

Save the msi file of the installation package in the public folder from
which you will install the Anti-Virus on the servers. You can save it into
the default public folder on the domain controller or create a new one.

Note:

For details on how to perform the following steps see documentation provided
by Microsoft Corporation.

In order to install Anti-Virus (Anti-Virus console in MMC) (overview):

1.

On the domain controller in the Active Directory console - users and
computers, create a new policy for a group in which servers are
combined.

Using Group Policy Object Editor create Computer configuration.
Specify the path to the msi file of the installation package of Anti-Virus
(Anti-Virus console in MMC) in the UNC format (Universal Naming
Convention).

Select Always install with elevated privileges in Windows Installer
service as in the Computer configuration node, and in the User
configuration node of the selected group.

Apply changes using one of the following commands:
e gpupdate /force for Microsoft Windows Server 2003 and above;

e secedit /refreshpolicy machine_policy for Microsoft Windows Server
2000.

The Anti-Virus will be installed on the computer group after their restart
before logging into Microsoft Windows.
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8.2. Actions to be performed after
installing Anti-Virus

After installing Anti-Virus on the protected servers, it is recommend updating
Anti-Virus database immediately and running a full scan of the servers. You can
perform these actions from the MMC Anti-Virus console (see section 5.1.3 on
page 72).

You can also configure administrator notifications on Anti-Virus events (see
Kaspersky Anti-Virus 6.0 for Windows File Servers Enterprise Edition
Administrator Guide).

8.3. Uninstall through Active
Directory group policies

If you installed the Anti-Virus (Anti-Virus console in MMC) on the group
computers using the Active Directory group policy, you may use this policy to
uninstall the Anti-Virus (Anti-Virus console in MMC).

You can uninstall Anti-Virus only with default uninstall parameters (these
parameters are described in section 3.5 on page 22).

Note:

For details on how to perform the following steps see documentation provided
by Microsoft Corporation.

In order to install the Anti-Virus (Anti-Virus console in MMC) (overview):

1. On the domain controller in console Active Director - users and
computers, select the organizational unit from which computers you
wish to delete Anti-Virus or Anti-Virus console in MMC.

2. Select policies created for the Anti-Virus in the Editor of group
policies in the Software Installation (Computer configuration —
Program configuration — Software Installation) right-click the button
on the Anti-Virus (Anti-Virus console in MMC) installation package and
select All tasks — Delete.

3. Select deletion method Immediately remove the program from all
computers.

4. Apply changes using one of the following commands:
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e gpupdate /force - for Microsoft Windows Server 2003 and above;

e or secedit /refreshpolicy machine_policy - for Microsoft Windows
Server 2000.

The Anti-Virus will be removed from computers after their restart before login
in into Microsoft Windows.



CHAPTER 9. TESTING ANTI-
VIRUS FUNCTIONALITY;
USING THE EICAR TEST
VIRUS

This chapter contains the following information:
e Onthe EICAR test virus (see 9.1 on pg. 114);

o Testing Anti-Virus’s Real-time Protection and On-demand Scan features
(see 9.2 on pg. 115).

9.1. On the EICAR test virus

Test virus is designed for verification of the operation of the anti-virus
applications. It is developed by The European Institute for Computer Antivirus
Research (EICAR).

Note:

The test virus is not a virus and does not contain a program code that may
inflict damage to your computer. However anti-virus applications of most
vendors identify a threat in it.

File containing this test virus is called eicar.com. You can download it from
EICAR site http://www.eicar.org/anti virus test file.htm. Before you save the file
onto the computer disk, make sure that the real-time anti-virus file protection is
disabled in this folder.

Note

Before saving the file in a folder on the computer’s hard drive, make sure that
real-time protection for files on that drive is disabled.

File eicar.com contains a text line. When scanning the file the Anti-Virus detects
a "threat" in this text line, assigns the Infected status to this file and deletes it.
Information about the threat detected in the file will appear in the Anti-Virus MMC
console and in the detailed report about the task execution.
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You can use eicar.com file in order to check how the Anti-Virus disinfects
infected objects and how it detects suspicious and potentially dangerous objects.
In order to do it, open the file using a text editor, add to the beginning of the text
line in the file one of the prefixes listed in Table 16 and save the file under a new
name, for example eicar_susp.com.

Note

In order to make sure that Anti-Virus processes file eicar.com with the prefix, set
the Objects to be scanned security setting in the Anti-Virus Real-time file
protection / On-demand scan task to value All objects. See instructions in
document Kaspersky Anti-Virus 6.0 for Windows Servers Enterprise Edition.
Administrator's Guide.

Table 16. Prefixes

Prefix File status after the scan and Anti-Virus action

No prefix Anti-Virus assigns the Infected status to the object and
deletes it.

SUSP- Anti-Virus assigns the Suspicious status to the object

(detected using the heuristic analyzer) and deletes it.
(Suspicious objects cannot be disinfected).

WARN- The Anti-Virus assigns the Suspicious status to the
object (object's code partly coincides with the code of a
known threat) and deletes it. (Suspicious objects cannot
be disinfected).

CURE- Anti-Virus assigns the Infected status to the object and
disinfects it. If the disinfection is successful, the entire
text in the file will be replaced with world "CURE".

9.2. Testing Anti-Vi r us 0 s-timkee a |
Protection and On-demand
Scan features

After the installation of the Anti-Virus you can check how the Anti-Virus detects
objects that contain malicious code. For the purposes of such check you can use
test virus EICAR (details about EICAR test virus see section 9.1 on pg. 114).
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This section contains information on how you can check Anti-Virus functions
"Real-time protection" and "On-demand scan" using the Anti-Virus console in the

MMC.

In order to check the Real-time protection function:

1.

Download file eircar.com from EICAR site at
http://www.eicar.org/anti_virus_test file.htm. Save it into the public
folder on the local drive of any of the computers of the local network.

Note:

Before you save the file into the folder, make sure that the real-time
anti-virus file protection is disabled in this folder.

If you wish to check the functioning of the user net notifications, make
sure that the Microsoft Windows messaging service is enabled both on
the protected server and on the computer on which you saved file
eicar.com.

Start the Anti-Virus MMC console (for more details on how to open the
Anti-Virus console in MMC refer to section 5.1.3.1on page 73).

If you did not select the Enable real-time protection after the
installation option, enable it now. After this expand the Real-time
protection node, right-click the Real-time file protection node and
select Run (for details see the Anti-Virus console help).

Copy the saved eicar.com file on the local drive of the protected server
using the Remote Desktop Connection program:

e To test notifications through the Terminal Services window, copy
the file eicar.com to the server after connecting to the server
console using Remote Desktop Connection utility;

e To test notifications through Microsoft Windows NET SEND
service, copy the file eicar.com from the computer where you saved
it through the network places of that computer.

The Real-time file protection works properly if:

file eicar.com has been deleted from the protected server;

The summary report about the task execution was assigned the Critical

status. A line with information about the threat contains in eicar.com
file appeared in the detailed report about the task execution (to see the
summary report select the Reports node in the console tree). In order
to view the detailed report, right-click the summary report about the
Real-time file protection task and select the View report option).
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A Microsoft Windows NET SEND message appeared on the computer
from which you copied the file (or Terminal Service in the terminal ses-
sion on the server) as follows: Kaspersky Anti-Virus blocked access
to <path to file on the server>\eicar.com on computer <network
name of computer> at <time that event occurred>. Reason: Threat
detected. Virus: EICAR-Test-File. User name: <user name>. Com-
puter name: <network name of the computer from which you co-
pied the file>.

Note:

Make sure that Microsoft Windows NET SEND service is functioning
on the computer from which you have copied the eicar.com file.

In order to check the On-demand scan function:

1.

Download file eircar.com from EICAR site at
http://www.eicar.org/anti_virus_test file.htm. Save it into the public
folder on the local drive of any of the computers of the local network.

Note:

Before you save the file into the folder, make sure that the real-time
anti-virus file protection is disabled in this folder.

Start the Anti-Virus MMC console.

Perform the following actions in the Anti-Virus console:

a) Expand the On-demand scan node in the console tree.
b) Click the Full computer scan task.

c) Uncheck the My computer box in the result pane in the server file
resource tree.

d) Right-click the My computer node and select Add network
resource object. The Network environment node and a node
nested into it for the new network path will be displayed in the tree.

e) Enter the network path to eicar.com file on the remote computer in
the UNC format (Universal Naming Convention) and press
<ENTER>. The network path will be added.

f)  Check the box to include the added network path to the scan area.

g) Right-click the Full computer scan task and select Run.

The on-demand scan works properly if:

file eicar.com has been deleted from the computer disk;
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in the Anti-Virus console the summary report about the task execution

received status Critical @; a line with information about the threat con-
tained in file eicar.com appeared in the detailed report about the task
execution (to see the summary report select the Reports node in the
console tree). In order to view the detailed report, right-click the sum-
mary report about the Full computer scan task in the Reports node
and select the View report option).



APPENDIX A. OBTAINING

INFORMATION ABOUT
ANTI-VIRUS

If you have any questions on Anti-Virus installation or use, you can easily receive
answers to them. Kaspersky Lab has multiple methods to ensure this and you
can select method most convenient to you depending on how urgent and
important your question is. You can find an answer to your question by yourself,
contact the Technical Support Service or discuss your question with other Anti-
Virus users.

Independent research:

Using documentation. You can find the required information in the An-
ti-Virus documentation. To learn which documents are included into the
Anti-Virus distribution kit and how to use them see Appendix A.1 on
page 120.

Using Help system. The Anti-Virus distribution kit includes a help file.
You can open it from the Start menu after the Anti-Virus installation. If
you have any question regarding an individual Anti-Virus window, you
can refer to the context help. Press the Help button or <F1> key in the
window you need help on. See Appendix A.2 on page 120.

The Anti-Virus page at the Kaspersky Lab's website. On this web-
page we publish news, articles, answers to frequently asked questions
and recommendations on purchasing, installation and use of Anti-Virus.

E-mailing your question to the Technical Support Service Fill-in the
web form and send it through the Helpdesk., Technical Support Service
specialists will respond to your question or request by e-mail. (You must
be registered at the Technical Support Service website and provide the
serial number of your key). For more details see Appendix A.3 on page
120.

Emergency Support. To solve any urgent problems that may arise you
can always contact the Technical Support Service directly. You can
phone our Technical Support Service in our Moscow head office at
+7 (495) 797-87-07, +7 (495) 645-79-29 or +7 (495) 956-87-08 (support
is provided in Russian and in English).

Discussing Kaspersky Lab's anti-virus applications with other users

Web forum If your question requires an urgent answer you can discuss
it with other users of Kaspersky Lab's anti-virus applications in our fo-
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rum located at http:/forum.kaspersky.com/. There you can view topics
published earlier, leave your comments, create new topics and use the
search engine. At this forum you can, for example, discuss various sce-
narios of Anti-Virus implementation in your organization and its configu-
ration options.

A.1. Using documentation

The set of documents supplied with Anti-Virus contains most of the information
required for its operation. Files with documents in PDF format are included into
the Anti-Virus distribution kit. Alternatively you can download it from the Anti-
Virus page of the Kaspersky Lab's website. The set contains the following
documents:

e |nstallation Guide.
e  Administrator's Guide.

You can open these documents from the Start menu after the Anti-Virus
installation.

A.2. Using Help system

The Anti-Virus distribution kit includes a help file. You can open it from the Start
menu after the Anti-Virus installation. If you have any question regarding an
individual Anti-Virus window, you can refer to the context help. Press the Help
button or <F1> key in the window you need help on.

A.3. Sending your question to the
Technical Support Service

If you have not found a solution for your problem in the documentation or at the
Kaspersky Lab's website, contact the Technical Support Service.
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Note

In order to receive technical support provide to the Technical Support Service
specialist your key file number (contained in the filename), your order number
and/or client number. In order to receive the client number you must register at
website  https://support.kaspersky.com/en/PersonalCabinet/Registration/Form/
and provide the key serial number. You will also use your client number for
accessing your Personal Cabinet

(https://support.kaspersky.com/en/PersonalCabinet).

You can contact the Technical Support Service specialist using any of the
methods described below:

e If you have a problem that urgently needs to be resolved, you can call
phone numbers provided in the Contact Information section (see sec-
tion A.4 on page 122). We provide support to our users around the
clock in Russian and English. However, if your question concerns Kas-
persky Anti-Virus 6.0 for Windows File Servers Enterprise Edition the
best time to call is from 10 am until 6 pm Moscow time (GMT +3).

e You can ask your question to the Technical Support Service specialists
by filling out a special web form in the Helpdesk system at
http://support.kaspersky.com/helpdesk.html. You will receive an answer
from a Technical Support Service specialist via your Personal Cabinet
and by e-mail at the e-mail address specified in your request.

Describe the problem you have encountered in the request web form
with the as much detail as possible. Specify the following in the
mandatory fields:

e Request type. Questions most frequently asked by users are
grouped into  special topics, for example "Product
installation/removal problem" or "Virus scan/removal problem". If
you have not found an appropriate topic, select "General Question".

e Product name: Kaspersky Anti-Virus 6.0 for Windows Servers
Enterprise Edition.

e Request text: Describe the problem with as much detail as
possible.

e Client number and password. Enter the client number and the
password you have received during registration.

e E-mail address. The Technical Support Service Specialists will
send their answer to your answer or request to this e-mail address.
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Note

If you are creating your request in your Personal Cabinet you must only describe
the problem your encounter. You do not need to specify the client number,
password and e-mail address.

A.4. Contact information

If you have any questions, comments, or suggestions, please refer them to one
of our distributors or directly to Kaspersky Lab. We will be glad to assist you in
any matters related to our product by phone or via email. Rest assured that all of
your recommendations and suggestions will be thoroughly reviewed and
considered.

Technical Please find the technical support information at
support http://www.kaspersky.com/supportinter.html

Helpdesk: www.kaspersky.com/helpdesk.html

General WWW: http://www.kaspersky.com
information http://www.viruslist.com
Email: info@kaspersky.com
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APPENDIX B. KASPERSKY LAB

Founded in 1997, Kaspersky Lab has become a recognized leader in information
security technologies. It produces a wide range of data security software and
delivers high-performance, comprehensive solutions to protect computers and
networks against all types of malicious programs, unsolicited and unwanted
email messages, and hacker attacks.

Kaspersky Lab is an international company. Headquartered in the Russian
Federation, the company has representative offices in the United Kingdom,
France, Germany, Japan, USA (CA), the Benelux countries, China, Poland, and
Romania. A new company department, the European Anti-Virus Research
Centre, has recently been established in France. Kaspersky Lab's partner
network incorporates more than 500 companies worldwide.

Today, Kaspersky Lab employs more than 450 specialists, each of whom is
proficient in anti-virus technologies, with 10 of them holding M.B.A. degrees, 16
holding Ph.Ds, and senior experts holding membership in the Computer Anti-
Virus Researchers Organization (CARO).

Kaspersky Lab offers best-of-breed security solutions, based on its unique
experience and knowledge, gained in over 14 years of fighting computer viruses.
A thorough analysis of computer virus activities enables the company to deliver
comprehensive protection from current and future threats. Resistance to future
attacks is the basic policy implemented in all Kaspersky Lab's products. At all
times, the company’s products remain at least one step ahead of many other
vendors in delivering extensive anti-virus coverage for home users and corporate
customers alike.

Years of hard work have made the company one of the top security software
manufacturers. Kaspersky Lab was one of the first businesses of its kind to
develop the highest standards for anti-virus defense. The company’s flagship
product, Kaspersky Anti-Virus, provides full-scale protection for all tiers of a
network, including workstations, file servers, email systems, firewalls, Internet
gateways, and hand-held computers. Its convenient and easy-to-use
management tools ensure advanced automation for rapid virus protection across
an enterprise. Many well-known manufacturers use the Kaspersky Anti-Virus
kernel, including Nokia ICG (USA), F-Secure (Finland), Aladdin (Israel), Sybari
(USA), G Data (Germany), Deerfield (USA), Alt-N (USA), Microworld (India) and
BorderWare (Canada).

Kaspersky Lab's customers benefit from a wide range of additional services that
ensure both stable operation of the company's products, and compliance with
specific business requirements. Kaspersky Lab's anti-virus database is updated
every hour. The company provides its customers with a 24-hour technical
support service, which is available in several languages to accommodate its
international clientele.
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B.1. Other Kaspersky Lab Products

Kaspersky Lab News Agent

The News Agent is intended for timely delivery of news published by Kaspersky
Lab, notifications about the current status of virus activity, and fresh news. The
program reads the list of available news feeds and their content from the
Kaspersky Lab news server at specified intervals.

News Agent enables users to;

e See the current virus forecast .in the task tray notification area
e Subscribe to and unsubscribe from news feeds

o Retrieve news from each selected feed at the specified interval and re-
ceive notifications about fresh news

e Review news on the selected feeds
e Review the list of feeds and their status
e  Open full article text in your browser

News Agent is a stand-alone Microsoft Windows application that can be used
independently or may be bundled with various integrated solutions offered by
Kaspersky Lab Ltd.

Kaspersky® OnLine Scanner

This program is a free service provided to the visitors of Kaspersky Lab's
corporate website. The service delivers an efficient online anti-virus scan of your
computer. Kaspersky OnLine Scanner runs directly from your browser. This way,
users receive quick responses to questions regarding potential infectionson their
computers. Using the service, visitors can:

e Exclude archives and e-mail databases from scanning

e Select standard/extended databases for scanning

e Save a report on the scanning results in .txt or .html formats

Kaspersky® OnLine Scanner Pro

The program is a subscription service available to the visitors of Kaspersky Lab's
corporate website. The service delivers an efficient online anti-virus scan of your
computer and disinfects dangerous files. Kaspersky OnLine Scanner Pro runs
directly from your browser. Using the service, visitors can:

e Exclude archives and e-mail databases from scanning

e Select standard/extended databases for scanning

e Save a report on the scanning results in .txt or .html formats
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Kaspersky Anti-Virus® 7.0

Kaspersky Anti-Virus 7.0 is designed to safeguard personal computers against
malicious software as an optimal combination of conventional methods of anti-
virus protection and new proactive technologies.

The program provides for complex anti-virus checks, including:

e Anti-virus scanning of e-mail traffic on the level of data transmission
protocol (POP3, IMAP and NNTP for incoming mail and SMTP for out-
going messages), regardless of the mail client being used, as well as
disinfection of e-mail databases.

e Real-time anti-virus scanning of Internet traffic transferred via HTTP.

e Anti-virus scanning of individual files, folders, or drives. In addition, a
preset scan task can be used to initiate anti-virus analysis exclusively
for critical areas of the operating system and start-up objects of Micro-
soft Windows.

Proactive protection offers the following features:

Controls modifications within the file system. The program allows users
to create a list of applications, which it will control on a per component
basis. It helps protect application integrity against the influence of mali-
cious software.

Monitors processes in random-access memory. Kaspersky Anti-Virus 7.0
in a timely manner notifies users whenever it detects dangerous, suspi-
cious or hidden processes or in case when unauthorized changes in ac-
tive processes occur.

Monitors changes in OS registry due to internal system registry control.

Hidden Processes Monitor helps protect from malicious code concealed in
the operating system using rootkit technologies.

Heuristic Analyzer. When scanning a program, the analyzer emulates its
execution and logs all suspicious activity, such as, opening or writing to a
file, interrupt vector intercepts, etc. A decision is made based on this pro-
cedure regarding possible infection of the program with a virus. Emulation
occurs in an isolated virtual environment which reliably protects the com-
puter of infection.

Performs system restore after malware attacks by logging all changes to
the registry and computer file system and rolls them back at user's discre-
tion.

Kaspersky® Internet Security 7.0

Kaspersky Internet Security 7.0 is an integrated solution for protection of
personal computers against the major information- threats (viruses, hackers,
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spam and spyware). A single interface enables fusers to configure and manage
all the program’s components.

The anti-virus protection features include:

Anti-virus scanning of e-mail traffic on the level of data transmission pro-
tocol (POP3, IMAP and NNTP for incoming mail and SMTP for outgoing
messages), regardless of the mail client being used. The program in-
cludes plug-ins for popular e-mail clients (such as Microsoft Office Out-
look, Microsoft Outlook Express/Windows Mail, and The Bat!) and sup-
ports disinfection of their e-mail databases.

Real-time anti-virus scanning of Internet traffic transferred via HTTP.

File system protection: anti-virus scanning of individual files, folders or
drives. In addition, the application can perform anti-virus analysis exclu-
sively for critical areas of the operating system and Microsoft Windows
start-up objects.

Proactive protection: the program constantly monitors application activity
and processes running in random-access memory, preventing dangerous
changes to the file system and registry, and restores the system after ma-
licious influence.

Protection against Internet-fraud is ensured by recognition of phishing attacks,
thereby preventing confidential data leaks (above all passwords, bank account
and credit card numbers) and blocking execution of dangerous scripts on web
pages, pop-up windows and advertisement banners. The autodialer blocking
feature helps identify software that attempts to use your modem for hidden
unauthorized connections to paid phone services and blocks such activity.
Privacy Control module keeps your confidential information secure from
unauthorized access and transmission. Parental Control is a Kaspersky Internet
Security component that monitors user access to the Internet.

Kaspersky Internet Security 7.0 registers attempts to scan the ports of your
computer, which frequently precede network attacks, and successfully defends
against typical network attacks. The program uses defined rules as a basis for
control over all network transactions tracking all incoming and outgoing data
packets. Stealth Mode (owing to the SmartStealth™ technology) prevents
computer detection from outside. When you switch to Stealth Mode, the
system blocks all network activity except for a few transactions allowed in user-
defined rules.

The program employs an all-inclusive approach to anti-spam filtering of incoming
e-mail messages:

e Verification against black and white lists of recipients (including ad-
dresses of phishing sites)

e Inspection of phrases in message body
e Analysis of message text using a learning algorithm
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¢ Recognition of spam sent in image files

Kaspersky Anti-Virus Mobile

Kaspersky® Anti-Virus Mobile provides antivirus protection for mobile devices
running Symbian OS and Microsoft Windows Mobile. The program provides
comprehensive virus scanning, including:

e On-demand scans of the mobile device's onboard memory, memory
cards, an individual folder, or a specific file; if an infected file is de-
tected, it is moved to Quarantine or deleted

¢ Real-time scanning — all incoming and outgoing files are automatically
scanned, as well as files when attempts are made to access them

o Protection from text message spam

Kaspersky Anti-Virus for File Servers

This software package provides reliable protection for file systems on servers
running Microsoft Windows, Novell NetWare, Linux and Samba from all types of
malware. The suite includes the following Kaspersky Lab applications:

o Kaspersky Administration Kit.

o Kaspersky Anti-Virus for Windows Server.

o Kaspersky Anti-Virus for Linux File Server.

o Kaspersky Anti-Virus for Novell Netware.

o Kaspersky Anti-Virus for Samba Server.
Features and functionality:

e Protects server file systems in real time: All server files are scanned when
opened or saved on the server

e Prevents virus outbreaks;
e On-demand scans of the entire file system or individual files and folders;

e Use of optimization technologies when scanning objects in the server file
system;

e System rollback after virus attacks;

e Scalability of the software package within the scope of system resources
available;

e Monitoring of the system load balance;
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e Creating a list of trusted processes whose activity on the server is not
subject to control by the software package;

e Remote administration of the software package, including centralized in-
stallation, configuration, and administration;

e Saving backup copies of infected and deleted objects in case you need to
restore them;

e Quarantining suspicious objects;

e Send notifications on events in program operation to the system adminis-
trator;

o Log detailed reports;
e Automatically update program databases.
Kaspersky Open Space Security

Kaspersky Open Space Security is a software package withal new approach to
security for today's corporate networks of any size, providing centralized
protection information systems and support for remote offices and mobile users.

The suite includes four programs:
o Kaspersky Work Space Security
o Kaspersky Business Space Security
o Kaspersky Enterprise Space Security
o Kaspersky Total Space Security
Specifics on each program are given below.

Kaspersky WorkSpace Security is a program for centralized protection of
workstations inside and outside of corporate networks from all of today's Internet
threats (viruses, spyware, hacker attacks, and spam).

Features and functionality:

e  Comprehensive protection from viruses, spyware, hacker attacks,
and spam;

e Proactive Defense from new malicious programs whose signatures
are not yet added to the database;

e Personal Firewall with intrusion detection system and network
attack warnings;

e Rollback for malicious system modifications;

e  Protection from phishing attacks and junk mail;
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o  Dynamic resource redistribution during complete system scans;

e Remote administration of the software package, including
centralized installation, configuration, and administration;

e Support for CiscoE NAC (Network Adm
e Scanning of e-mail and Internet traffic in real time;

e Blocking of popup windows and banner ads when on the Internet;

o Secure operation in any type of network, including Wi-Fi;

e Rescue disk creation tools that enable you to restore your system
after a virus outbreak;

o An extensive reporting system on protection status;
e Automatic database updates;
o Full support for 64-bit operating systems;

e Optimization of program performance
Duo technology);

e Remote disinfectionivceapMeridgaenmen(tl,nt
vProkE) .

Kaspersky Business Space Security provides optimal protection of your
company's information resources from today's Internet threats. Kaspersky
Business Space Security protects workstations and file servers from all types of
viruses, Trojans, and worms, prevents virus outbreaks, and secures information
while providing instant access to network resources for users.

Features and functionality:

e Remote administration of the software package, including
centralized installation, configuration, and administration;

e Support for CiscoE NAC (Network Adm

e  Protection of workstations and file servers from all types of Internet
threats;

e  [Swift technology to avoid rescanning files within the network;
e Distribution of load among server processors;

e  Quarantining suspicious objects from workstations;

e Rollback for malicious system modifications;

e scalability of the software package within the scope of system
resources available;
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e  Proactive Defense for workstations from new malicious programs
whose signatures are not yet added to the database;

e Scanning of e-mail and Internet traffic in real time;

e Personal Firewall with intrusion detection system and network
attack warnings;

e  Protection while using Wi-Fi networks;
o  Self-Defense from malicious programs;
e Quarantining suspicious objects;

e Automatic database updates.

Kaspersky Enterprise Space Security

This program includes components for protecting linked workstations and servers
from all today's Internet threats. It deletes viruses from e-mail, keeping
information safe while providing secure access to network resources for users.

Features and functionality:

Protection of workstations and file servers from viruses, Trojans, and
worms;

Protection of Sendmail, Qmail, Postfix and Exim mail servers;

Scanning of all e-mails on Microsoft Exchange Server, including shared
folders;

Processing of e-mails, databases, and other objects for Lotus Domino
servers;

Protection from phishing attacks and junk mail;
preventing mass mailings and virus outbreaks;

scalability of the software package within the scope of system resources
available;

Remote administration of the software package, including centralized in-
stallation, configuration, and administration;

Support for Cisco ® NAC (Network Admission Control);

Proactive Defense for workstations from new malicious programs whose
signatures are not yet added to the database ;

Personal Firewall with intrusion detection system and network attack
warnings;

Secure operation while using Wi-Fi networks;
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e Scans Internet traffic in real time;
¢ Rollback for malicious system modifications;
e Dynamic resource redistribution during complete system scans;
e Quarantining suspicious objects;
¢ An extensive reporting system on protection system status;
e automatic database updates.
Kaspersky Total Space Security

This solution monitors all inbound and outbound data streams (e-mail, Internet,
and all network interactions). It includes components for protecting workstations
and mobile devices, keeps information safe while providing secure access for
users to the company's information resources and the Internet, and ensures
secure e-mail communications.

Features and functionality:

o Comprehensive protection from viruses, spyware, hacker attacks, and
spam on all levels of the corporate network, from workstations to Internet
gateways;

e Proactive Defense for workstations from new malicious programs whose
signatures are not yet added to the database;

e Protection of mail servers and linked servers;

e Scans Internet traffic (HTTP/FTP) entering the local area network in real
time;

e scalability of the software package within the scope of system resources
available;

e Blocking access from infected workstations;
e Prevents virus outbreaks;
e Centralized reporting on protection status;

e Remote administration of the software package, including centralized in-
stallation, configuration, and administration;

e Support for CiscoE NAC (Network Admiss
e Support for hardware proxy servers;

e Filters Internet traffic using a trusted server list, object types, and user
groups;

o [Swift technology to avoid rescanning files within the network;
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o Dynamic resource redistribution during complete system scans;

e Personal Firewall with intrusion detection system and network aftack
warnings;

e Secure operation for users on any type of network, including Wi-Fi;
e Protection from phishing attacks and junk mail;
e Remote disinfection capability (IntelE
e Rollback for malicious system modifications;
o Self-Defense from malicious programs;
o full support for 64-bit operating systems;
e automatic database updates.
Kaspersky Security for Mail Servers

This program is for protecting mail servers and linked servers from malicious
programs and spam. The program includes application for protecting all standard
mail servers (Microsoft Exchange, Lotus Notes/Domino, Sendmail, Qmail, Postfix
and Exim) and also enables you to configure a dedicated e-mail gateway. The
solution includes:

e Kaspersky Administration Kit.
o Kaspersky Mail Gateway.
e Kaspersky Anti-Virus for Lotus Notes/Domino.
e Kaspersky Anti-Virus for Microsoft Exchange.
e Kaspersky Anti-Virus for Linux Mail Server.
Its features include:
e Reliable protection from malicious or potentially dangerous programs;
e Junk mail filtering;
e Scans incoming and outgoing e-mails and attachments;

e Scans all e-mails on Microsoft Exchange Server for viruses, including
shared folders;

e Processes e-mails, databases, and other objects for Lotus Notes/Domino
servers;

o Filters e-mails by attachment type;

e Quarantines suspicious objects;


http://www.kaspersky.ru/administration_kit
http://www.kaspersky.ru/mail_gateway
http://www.kaspersky.ru/anti-virus_lotus_domino
http://www.kaspersky.ru/anti-virus_ms_exchange
http://www.kaspersky.ru/anti-virus_linux_mail_server
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Easy-to-use administration system for the program;
Prevents virus outbreaks;

Monitors protection system status using notifications;
Reporting system for program operation;

scalability of the software package within the scope of system resources
available;

automatic database updates.

Kaspersky Security for Internet Gateways

This program provides secure access to the Internet for all an organization's
employees, automatically deleting malware and riskware from the data incoming
on HTTP/FTP. The solution includes:

Kaspersky Administration Kit.

Kaspersky Anti-Virus for Proxy Server.
Kaspersky Anti-Virus for Microsoft ISA Server.
Kaspersky Anti-Virus for Check Point FireWall-1.

Its features include:

Reliable protection from malicious or potentially dangerous programs;
Scans Internet traffic (HTTP/FTP) in real time;

Filters Internet traffic using a trusted server list, object types, and user
groups;

Quarantines suspicious objects;
Easy-to-use administration system;
Reporting system for program operation;
Support for hardware proxy servers;

Scalability of the software package within the scope of system resources
available;

Automatic database updates.

Kaspersky® Anti-Spam

Kaspersky® Anti-Spam is a cutting-edge software suite designed to help
organizations with small- and medium-sized networks wage war against the
onslaught of unsolicited e-mail messages (spam). The product combines the


http://www.kaspersky.ru/administration_kit
http://www.kaspersky.ru/anti-virus_proxy_server
http://www.kaspersky.ru/anti-virus_isa
http://www.kaspersky.ru/anti-virus_checkpoint_firewall
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revolutionary technology of linguistic analysis with modern methods of e-mail
filtration, including DNS Black Lists and formal letter features. Its unique
combination of services allows users to identify and wipe out up to 95% of
unwanted traffic.

Installed at the entrance to a network, where it monitors incoming e-mail traffic
streams for spam, Kaspersky® Anti-Spam acts as a barrier to unsolicited e-mail.
The product is compatible with any mail system and can be installed on either an
existing mail server or a dedicated one.

Kaspersky® Anti-Spam’s high performance is ensured by daily updates to the
content filtration database, adding samples provided by the Company’s linguistic
laboratory specialists. Databases are updated every 20 minutes.

Kaspersky Anti-Virus® for MIMESweeper

Kaspersky Anti-Virus® for MIMESweeper provides high-speed scanning of traffic
on servers running Clearswift MIMEsweeper for SMTP [/ Clearswift
MIMEsweeper for Exchange / Clearswift MIMEsweeper for Web.

The program is a plug-in and scans for viruses and processes inbound and
outbound e-mail traffic in real time.



APPENDIX C. LICENSE
AGREEMENT

Standard End User License Agreement

NOTICE TO ALL USERS: CAREFULLY READ THE FOLLOWING LEGAL
AGREEMENT (“AGREEMENT”), FOR THE LICENSE OF KASPERSKY ANTI-
VIRUS 6.0 FOR WINDOWS SERVERS ENTERPRISE EDITION (“‘SOFTWARE”)
PRODUCED BY KASPERSKY LAB (“KASPERSKY LAB").

IF YOU HAVE PURCHASED THIS SOFTWARE VIA THE INTERNET BY
CLICKING THE ACCEPT BUTTON, YOU (EITHER AN INDIVIDUAL OR A
SINGLE ENTITY) CONSENT TO BE BOUND BY AND BECOME A PARTY TO
THIS AGREEMENT. IF YOU DO NOT AGREE TO ALL OF THE TERMS OF
THIS AGREEMENT, CLICK THE BUTTON THAT INDICATES THAT YOU DO
NOT ACCEPT THE TERMS OF THIS AGREEMENT AND DO NOT INSTALL
THE SOFTWARE.

IF YOU HAVE PURCHASED THIS SOFTWARE ON A PHYSICAL MEDIUM,
HAVING BROKEN THE CD’S SLEEVE YOU (EITHER AN INDIVIDUAL OR A
SINGLE ENTITY) ARE CONSENTING TO BE BOUND BY THIS AGREEMENT.
IF YOU DO NOT AGREE TO ALL OF THE TERMS OF THIS AGREEMENT DO
NOT BREAK THE CD’s SLEEVE, DOWNLOAD, INSTALL OR USE THIS
SOFTWARE.

IN ACCORDANCE WITH THE LEGISLATION, REGARDING KASPERSKY
SOFTWARE INTENDED FOR INDIVIDUAL CONSUMERS PURCHASED
ONLINE FROM THE KASPERSKY LAB OR ITS PARTNER'S INTERNET WEB
SITE, CUSTOMER SHALL HAVE A PERIOD OF FOURTEEN (14) WORKING
DAYS AS FROM THE DELIVERY OF PRODUCT TO MAKE RETURN OF IT TO
THE MERCHANT FOR EXCHANGE OR REFUND, PROVIDED THE
SOFTWARE IS NOT UNSEALED.

REGARDING THE KASPERSKY SOFTWARE INTENDED FOR INDIVIDUAL
CONSUMERS NOT PURCHASED ONLINE VIA INTERNET, THIS SOFTWARE
NEITHER WILL BE RETURNED NOR EXCHANGED EXCEPT FOR
CONTRARY PROVISIONS FROM THE PARTNER WHO SELLS THE
PRODUCT. IN THIS CASE, KASPERSKY LAB WILL NOT BE HELD BY THE
PARTNER'S CLAUSES.

THE RIGHT TO RETURN AND REFUND EXTENDS ONLY TO THE ORIGINAL
PURCHASER.

1. License Grant. Subject to the payment of the applicable license fees, and
subject to the terms and conditions of this Agreement, Kaspersky Lab hereby
grants you the non-exclusive, non-transferable right to use one copy of the
specified version of the Software and the accompanying documentation (the
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“Documentation”) for the term of this Agreement solely for your own internal
business purposes.

1.1 Use. The number of computers that User may protect by the Software is
specified in the License Key File and indicated in the “Service” window. The
Software may not be used to protect any networks with more than this number of
file servers.

1.1.1 The Software is “in use” on a computer when it is loaded into the temporary
memory (i.e., random-access memory or RAM) or installed into the permanent
memory (e.g., hard disk, CD-ROM, or other storage device) of that computer.
This license authorizes you to make only as many back-up copies of the
Software as are necessary for its lawful use and solely for back-up purposes,
provided that all such copies contain all of the Software’s proprietary notices.
You shall maintain records of the number and location of all copies of the
Software and Documentation and will take all reasonable precautions to protect
the Software from unauthorized copying or use.

1.1.2 The Software protects computer against viruses whose signatures are
contained in the threat signatures database which is available on Kaspersky
Lab's update servers.

1.1.3 If you sell the computer on which the Software is installed, you will ensure
that all copies of the Software have been previously deleted.

1.1.4 You shall not decompile, reverse engineer, disassemble or otherwise
reduce any part of this Software to a humanly readable form nor permit any third
party to do so. The interface information necessary to achieve interoperability of
the Software with independently created computer programs will be provided by
Kaspersky Lab by request on payment of its reasonable costs and expenses for
procuring and supplying such information. In the event that Kaspersky Lab
notifies you that it does not intend to make such information available for any
reason, including (without limitation) costs, you shall be permitted to take such
steps to achieve interoperability, provided that you only reverse engineer or
decompile the Software to the extent permitted by law.

1.1.5 You shall not make error corrections to, or otherwise modify, adapt, or
translate the Software, nor create derivative works of the Software, nor permit
any third party to copy (other than as expressly permitted herein).

1.1.6 You shall not rent, lease or lend the Software to any other person, nor
transfer or sub-license your license rights to any other person.

1.1.7 You shall not use this Software in automatic, semi-automatic or manual
tools designed to create virus signatures, virus detection routines, any other data
or code for detecting malicious code or data.

1.1.8 Kaspersky Lab may ask User to install the latest version of the Software
(the latest version and the latest maintenance pack).

1.1.9 Removal of Potentially Harmful Products. You acknowledge and agree that,
in addition to detecting harmful and malicious software, the Product may also
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identify, remove and/or disable potentially harmful products, including those that
are regarded or classified as Adware, Riskware, Pornware etc.

2. Support.

(i) Kaspersky Lab will provide you with the support services (“Support
Services”) as defined below for a period, specified in the License Key File
and indicated in the "Service" window, since the moment of purchasing
on:

(@) payment of its then current support charge, and:

(b) Kaspersky Lab's technical support service is also entitled to
demand from the End User additional registration for identifier
awarding for Support Services rendering.

(c) Until Software activation and/or obtaining of the End User identifier
(Customer ID) technical support service renders only assistance in
Software activation and registration of the End User.

(ii) By completion of the Support Services Subscription Form you consent to
the terms of the Kaspersky Lab Privacy Policy, which is deposited on
www.kaspersky.com/privacy, and you explicitly consent to the transfer of
data to other countries outside your own as set out in the Privacy Policy.

(i)  Support Services will terminate unless renewed annually by payment of
the then-current annual support charge and by successful completion of
the Support Services Subscription Form again.

(iv)  “Support Services” means:

(a) Hourly updates of the anti-virus database;

(b) Free software updates, including version upgrades;

(c) Technical support via Internet and hot phone-line provided by
Vendor and/or Reseller;

(d) Virus detection and disinfection updates in 24-hours period.

(v)  Support Services are provided only if and when you have the latest
version of the Software (including maintenance packs) as available on the
official Kaspersky Lab website (www.kaspersky.com) installed on your
computer.

3. Ownership Rights. The Software is protected by copyright laws. Kaspersky
Lab and its suppliers own and retain all rights, titles and interests in and to the
Software, including all copyrights, patents, trademarks and other intellectual
property rights therein. Your possession, installation, or use of the Software does
not transfer any ftitle to the intellectual property in the Software to you, and you
will not acquire any rights to the Software except as expressly set forth in this
Agreement.

4. Confidentiality. You agree that the Software and the Documentation, including

the specific design and structure of individual programs constitute confidential
proprietary information of Kaspersky Lab. You shall not disclose, provide, or


http://www.kaspersky.com/
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otherwise make available such confidential information in any form to any third
party without the prior written consent of Kaspersky Lab. You shall implement
reasonable security measures to protect such confidential information, but
without limitation to the foregoing shall use best endeavours to maintain the
security of the activation code.

5. Limited Warranty.

(i) Kaspersky Lab warrants that for six (6) months from first download or
installation the Software purchased on a physical medium will perform
substantially in accordance with the functionality described in the
Documentation when operated properly and in the manner specified in the
Documentation.

(ii) You accept all responsibility for the selection of this Software to meet your
requirements. Kaspersky Lab does not warrant that the Software and/or
the Documentation will be suitable for such requirements nor that any use
will be uninterrupted or error free.

(i)  Kaspersky Lab does not warrant that this Software identifies all known
viruses, nor that the Software will not occasionally erroneously report a
virus in a title not infected by that virus.

(iv)  Kaspersky Lab does not warrant that this Software provides protection
after expiring date (see section.2 (i))

(v)  Your sole remedy and the entire liability of Kaspersky Lab for breach of
the warranty at paragraph (i) will be at Kaspersky Lab option, to repair,
replace or refund of the Software if reported to Kaspersky Lab or its
designee during the warranty period. You shall provide all information as
may be reasonably necessary to assist the Supplier in resolving the
defective item.

(vi)  The warranty in (i) shall not apply if you (a) make or cause to be made any
modifications to this Software without the consent of Kaspersky Lab, (b)
use the Software in a manner for which it was not intended, or (c) use the
Software other than as permitted under this Agreement.

(vii)  The warranties and conditions stated in this Agreement are in lieu of all
other conditions, warranties or other terms concerning the supply or
purported supply of, failure to supply or delay in supplying the Software or
the Documentation which might but for this paragraph (vi) have effect
between the Kaspersky Lab and your or would otherwise be implied into
or incorporated into this Agreement or any collateral contract, whether by
statute, common law or otherwise, all of which are hereby excluded
(including, without limitation, the implied conditions, warranties or other
terms as to satisfactory quality, fitness for purpose or as to the use of
reasonable skill and care).

6. Limitation of Liability.

(i) Nothing in this Agreement shall exclude or limit Kaspersky Lab’s liability
for (a) the tort of deceit, (b) death or personal injury caused by its breach
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of a common law duty of care or any negligent breach of a term of this
Agreement, or (c) any other liability which cannot be excluded by law.

(i) Subject to paragraph (i) above, Kaspersky Lab shall bear no liability
(whether in contract, tort, restitution or otherwise) for any of the following
losses or damage (whether such losses or damage were foreseen,
foreseeable, known or otherwise):

(@)  Loss of revenue;

(b) Loss of actual or anticipated profits (including for loss of profits on
contracts);

(c) Loss of the use of money;

(d) Loss of anticipated savings;

(e) Loss of business;

() Loss of opportunity;

(9) Loss of goodwiill;

(h) Loss of reputation;

(i) Loss of, damage to or corruption of data, or:

) Any indirect or consequential loss or damage howsoever caused
(including, for the avoidance of doubt, where such loss or damage
is of the type specified in paragraphs (ii), (a) to (i), (i).

(i)  Subject to paragraph (i), the liability of Kaspersky Lab (whether in
contract, tort, restitution or otherwise) arising out of or in connection with
the supply of the Software shall in no circumstances exceed a sum equal
to the amount equally paid by you for the Software.

7. This Agreement contains the entire understanding between the parties with
respect to the subject matter hereof and supersedes all and any prior
understandings, undertakings and promises between you and Kaspersky Lab,
whether oral or in writing, which have been given or may be implied from
anything written or said in negotiations between us or our representatives prior to
this Agreement and all prior agreements between the parties relating to the
matters aforesaid shall cease to have effect as from the Effective Date.

When using demo software, you are not entitled to the Technical Support specified in
Clause 2 of this EULA, nor do you have the right to sell the copy in your possession to
other parties.

You are entitled to use the software for demo purposes for the period of time specified in
the license key file starting from the moment of activation (this period can be viewed in the
Service window of the software's GUI).



